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CQMPTJTKR SYSTRM 1 iK^f n «V "fintfr- 
INFQRMATIONmnATA n^ffjn?? 
Backgrounri of th>. fnYmfiirn 
Hiding data in imageiy or audio is a technique well known to artisans in the field, 
and is termed "steganography." TTiere are a number of diverse approaches to. and 
applications of, steganogr^hy. A brief survey follows: 

British patent publication 2.196.167 to Thon, EMI discloses a system in which an 
audio recording is electronically mixed with a marking signal indicative of the owner of 
the recording, where the combination is perceptually identical to the original. U.S. patents 
4.963,998 and 5.079.648 disclose variants of this system. 

U.S. Patent 5.319.735 to Bolt, Berenak & Newman rests on the same principles as 
the earlier Thorn EMI publication, but additionally addresses psycho-acoustic masking 



issues. 



U.S. Patents 4,425.642. 4.425.661. 5.404.377 and 5.473.631 to Moses disclose 
various systems for imperceptibly embedding data into audio signals - the latter two 
patents particularly focusing on neural networic implementations and perceptual coding 
details. 

U.S. Patent 4,943.973 to AT&T discloses a system employing spread spectnim 
techniques for adding a low level noise signal to other data to convey auxiliaiy data 
therewith. The patent is particularly illustrated in the context of transmitting network 
control signals along with digitized voice signals. 

U.S. Patent 5,161.210 to U.S. Philips discloses a system in which additional low- 
level quamization levels are defined on an audio signal to convey, e.g.. a copy inhibit code, 
therewith. 

U.S. Patem 4.972.471 to Gross discloses a system intended to assist in the 
automated monitoring of audio (e.g. radio) signals for copyrighted materials by reference 
to identification signals subliminally embedded Uierein. 

U.S. Patent 5,243.423 to DeJean discloses a video steganography system which 
encodes digital data (e.g. program syndication verification, copyright marking, media 
research, closed captioning, or like data) onto randomly selected video lines. DeJean relies 
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on television sync pulses to trigger a stored pseudo random sequence which is XORed with 
the digital data and combined with the video. 

European application EP 581,317 discloses a system for redundantly marking 
images with multi-bit identification codes. Each "1** ("0") bit of the code is manifested as 
5 a slight increase (decrease) in pixel values around a plurality of spaced apart "signature 
points." Decoding proceeds by computing a difference between a suspect image and the 
original, unencoded image, and checking for pixel perturbations around the signature 
points. 

PCT application WO 95/14289 describes the present applicant's prior work in this 

10 field. 

Komatsu et al., describe an image marking technique in their paper "A Proposal on 
Digital Watermark in Document Image Communication and Its Application to Realizing a 
Signature," Electronics and Communications in Japan , Part 1. Vol. 73. No. 5, 1990, pp. 22- 
33. The work is somewhat difficult to follow but apparently results in a simple yes/no 
1 5 determination of whether the watermark is present in a suspect image (e.g. a 1 bit encoded 
message). 

Others embed the information "in-band" (i.e. in the visible video signal itselO- 
Examples include U.S. Patents 4,528,588, 4,595,950, and 5,319,453; European application 
441,702; and Matsui et. al, **Video-Steganography: How to Secretly Embed a Signature in 
20 a Picture," IMA Inteliectua! Property Project Proceedings. January 1994, Vol. 1, Issue 1. 
pp. 187-205. 

Copyright marking of video and multimedia is found in "Access (Control and 
Copyright Protection for Images (ACCOPI), WorkPackage 8: Watermarking." June 30, 
1995, 46 pages. TALISMAN, appears to extend certain of the ACCOPI work. 
25 A British company, Highwater FBI, Ltd., has introduced a software product which 

is said to imperceptibly embed identifying information into photographs and other 
graphical images. This technology is the subject of European patent applications 
9400971.9 (filed January 19, 1994), 9504221.2 (filed March 2, 1995), and 9513790.7 (filed 
July 3, 1995), the first of which has been laid open as PCT publication WO 95/20291. 
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Brief nesrripfj^^ Qf Tho nrj,ffin["i 
Fig. 1 is a simple and classic depiction of a one dimensional digital signal which is 
discretized in both axes. 

Fig. 2 is a general overview, with detailed description of steps, of the process of 
5 embedding an "imperceptible" identification signal onto another signal. 

Hg. 3 is a step-wise description of how a suspected copy of an original is identified. 
Fig. 4 is a schematic view of an apparatus for pre-exposing film with identification 
information. 

Fig. 5 is a diagram of a "black box" embodiment. 
1 0 Fig. 6 is a schematic block diagram of the embodiment of Fig. 5. 

F,g. 7 shows a variant of the Fig. 6 embodiment adapted to encode successive sets 
of input data with different code words but with the same noise dau. 

Fig. 8 shows a variant of the Fig. 6 embodiment adapted to encode each frame of a 
videotaped production with a unique code number. 

Figs. 9A-9C are representations of an industry standard noise second. 
Fig. 10 shows an integrated circuit used in detecting sundard noise codes. 
Fig. 1 1 shows a process flow for detecting a standard noise code that can be used in 
the Fig. 1 0 embodiment. 

Fig. 12 is an embodiment employing a plurality of detectors. 
Fig. 13 shows an embodiment in which a pseudo-random noise frame is generated 
from an image. 

Fig. 14 illustrates how statistics of a signal can be used in aid of decoding. 
Fig. 15 shows how a signature signal can be preprocessed to increase its robustness 
in view of anticipated distortion, e.g. MPEG. 

Figs. 16 and 17 show embodiments in which information about a file is detailed 
both in a header, and in the file itself. 

Figs. 18-20 show details of embodiments using rotatlonally symmetric patterns. 
Fig. 21 shows encoding "bumps" rather than pixels. 
Figs. 22-26 det^l aspects of a security card. 

Fig. 27 is a diagram illustrating a network linking method using information 
embedded in data objects that have inherent noise. 
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Figs. 27A and 27B show a typical web page, and a step in its encapsulation into a 
self extracting web page object. 

Fig. 28 is a diagram of a photographic identification document or security card. 
Figs. 29 and 30 illustrate two embodiments by which subliminal digital graticules 
5 can be realized. 

Fig. 29A shows a variation on the Fig. 29 embodiment. 

Figs. 31 A and 31B show the phase of spatial frequencies along two inclined axes. 
Figs. 32A - 32C show the phase of spatial frequencies along first* second and third 
concentric rings. 

10 Figs 33 A - 33E show steps in the registration process for a subliminal graticule 

using inclined axes. 

Figs. 34A - 34E show steps in the registration process for a subliminal graticule 
using concentric rings. 

Figs. 35A - 35C shows further steps in the registration process for a subliminal 
IS graticule using inclined axes. 

Figs. 36A - 36D show another registration process that does not require a 20 FFT. 
Fig. 37 is a flow chart summarizing a registration process for subliminal graticules. 
Fig. 38 is a block diagram showing principal components of an exemplary wireless 
telephony system. 

20 Fig. 39 is a block diagram of an exemplary steganographic encoder that can be used 

in the telephone of the Fig. 38 system. 

Fig. 40 is a block diagram of an exemplary steganographic decoder that can be used 

in the cell site of the Fig. 1 system. 

Figs. 41 A and 41 B show exemplary bit cells used in one form of encoding. 
25 Fig..42 shows a hierarchical arrangement of signature blocks, sub-blocks, and bit 

cells used in one embodiment. 

Fig. 43 shows a general overview of a computer system linked by using 
information embedded in the objects. 

Figs. 44-59 are representative computer screens generated in accordance with 
30 the present invention. - 
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Fig. 60 is a basic overview of how a traditional file header can be replaced by 
a pointer to a database location where header information resides. 

Fig. 61 expands on Fig. 60 by illustrating that a pointer to a remote location 
can coexist with existing data file formats which might include headers. 

Fig. 62 is a basic map showing how an instrament or application can associate 
a pointer attached to an object to some remote digital storage location. 

F.g. 63 is a condensed depiction of a process that an instrument or application 
might go through in resolving and acting upon remote information pointed to by an 
attached pointer. 

Fig. 64 graphically illustrates that attached information can actually be 
sequences of actions or multiple sets of information. 

Fig. 65 shows how the basic principles of master identity objects can be used 
to fuel a reporting network wherein a central location can "keep track" of where its 
copies migrate. 

DetailftH neynp^j^j. 
In the following discussion of an illustrative embodiment, the words "signal" 
and "image" are used interchangeably to refer to both one. two. and even beyond two 
dimensions of digital signal. Examples will routinely switch back and forth between 
a one dimensional audio-type digital signal and a two dimensional image-type 
20 digital signal. 

In order to fully describe the details of an illustrative embodiment, it is 
necessary first to describe the basic properties of a digital signal. Fig. 1 shows a 
classic representation of a one dimensional digital signal. The x-axis defines the 
index numbers of sequence of digital "samples." and the y-axis is the instantaneous 
25 value of the signal at that sample, being constrained to exist only at a finite number 
of levels defined as the "binary depth" of a digital sample. The example depicted in 
Fig. 1 has the value of 2 to the fourth power, or "4 bits," giving 16 allowed states of 
the sample value. 
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For audio infonnaiion such as sound waves, it is commonly accepted that the digitization process 
discretizes a continuous phenomena both in the time domain and in the signal level domain. As such, the 
process of digitization itself introduces a fundamental error source, in that it cannot record detail smaller 
than the discretization interval in either dotnain. The industry has referred to this, among other ways, as 
5 "aliasing* in the time domain, and "quantization noise" in the signal level domain. Thus, there will always 
be a basic error floor of a digital signal. Pure quantization noise, measured in a root mean square sense, 
is theoretically known to have the value of one over the square root of twelve, or about 0.29 DN, where 
DN stands for 'Digital Number' or the finest unit increment of the signal level. For example, a perfect 
12-bit digitizer will have 4096 allowed DN with an innate root mean square noise floor of -0.29 DN. 

^ known physical measurement processes add additional noise to the transformation of a 
continuous signal into the digital form. The quantization noise typically adds in quadrature (square root of 
Che mean squares) to the ^'analog noise* of the measuremeni process, as it is sometimes referred to. 

With almost all commercial and technical processes, the use of the decibel scale is used as a 
measure of signal and noise in a given recording medium. The expression 'signal-to-noise ratio" is 
15 generally used, as it will be in this disclosure. As an example, this disclosure refers to signal to noise 
ratios in terms of signal power and noise power, thus 20 dB represents a 10 times increase in signal 
amplitude. 

In summary, this embodiment embeds an N-bit value onto an entire signal through the addition of 
a very low amplitude encodation signal which has the look of pure noise. N is usually at least 8 and is 

20 capped on the higher end by ultimate signal-to-noise considerations and "bit error" in retrieving and 

decoding the N-bit value. As a practical maner> N is chosen based on application specific considerations, 
such as the number of unique different "signatures" that are desired. To illustrate, if N = 128, then the 
number of unique digital signatures is in excess of 10""38 (2''" 123). This number is believed to be more 
than adequate to both identify the material with sufficient statistical certainty and to index exaa sale and 

25 distribution information. 

The amplitude or power of this added signal is determined by the aesthetic and infoimational 
considerations of each and every application using the present methodology. For instance, 
non-professional video can stand to have a higher embedded signal level without becoming noticeable to 
the average human' eye, while high precision audio may only be able to accept a relatively small signal 

30 level lest the human car perceive an objectionable increase in "hiss." These statements are generalities and 
each application has its own set of criteria in choosing the signal level of the embedded identification 
signal. The higher the level of embedded signal, the more corrupted a copy can be and still be identified. 
On the other hand, the higher the level of embedded signal, the more objectionable the perceived noise 
might be, potentially impacting \hc value of the distributed material. 
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To ai™ the r^nge of diffcrcm applic^ions to which applicant', «chaology can be applied the 
present specification deuils two different systems. TT^e first (tem«d, for lacic of a beocr naine a 'batth 
^coding' system), applies identification coding to an existing data signal. T^c second (termed', for lack of 
a better name, a 'real time encoding" system), applies identification coding to a signal as it is prod»«l 
5 Tlxose sltilled in the an will recognize U«t the principles of applicant's technology can be applied in a ' 
number of other contexts in addition to these particularly described. 

THe discussions of these two system, can be read in either onto. Some read«s may find the 
latter more intuitive than the former; for others the comiary may be true. 

10 BATCH ENCODING 

TT^ following discussion of a fi„t class of embodiments is best prefaced by a seaiou defining 

relevant terms: 

TTic cnsinaUfflai refers to either the original digital sigmd or the high quality digitized copy of a 
aon-<ligital original. k/ 

•me N-bit i<>e^rif,orion wonl. refers to a unique identificauon binary value, typically having N 
range anywhere ftom 8 to 128. which is the identification code ultimately placed omo the original signal 
v« the disclosed transformation process. In the Ulustrated embodiment, each N-bit identification word 
begins with the sequence of value, •0101/ which is used to determine an optm:«.ation of d.e signal-to- 
noue ratio in the identification procedure of a suspect signal (see definition below) 

Tlie,a:aMvill!S of the N^U idemification word is either a zero or one corresponding to the 
value of the m'th place, reading left to right, of the N-bit wotd. E.g., the first (m- 1) bit value of the 
N=8 Identification word OlllOlOO is the value '0:' the second bit value of this identification word is T 
etc. 

-nie m'th individual nnhr^drd rrvl. refers to a signal which has dimensions and extent 
precisely equal to the original signal (e.g. both are a 512 by 512 digital image), and which is (in the 
Ulustrated embodiment) an independem pseudo-random sequence of digital values. •P.eudo- pay, homage 
to the difficulty in philosophically defining pure randomness, and also indicates that there are various 
acceptable ways of generating the -random" signal. There will be exactly N individual embedded code 
signals aswciated With any given original signal. 

n« acceptable pepreivrri poi.. Inrr| refers to an appUcoiion-specific determination of how much 
•extra noue.- i.e. amplimde of the compodte embedded code signal described next, con be added to the 
ongmal signal and still have an acceptable signal to seU or otherwise distribute. Tlus disclosure uses a 1 
dB mcrea« la noise as a typical value which might be acceptable, but this is quite arbitrary. 

TT« composite en^bedrirdro^r^irml refer, to die signal which has dimensions and extent 

precisely equal to the original signal, (e z both are » st? k„ j- • i • 

6 BJKu, ^c.g. oom are a 512 by 512 digital image), and which contains the 
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addition and appropriate attenuation of the N individual embedded code signals. The individual embedded 
signals are generated on an arbitnry scale, whereas the amplitude of the cotnpossie signal must not exceed 
the pre-set acceptable perceived noise level, hence the need for 'atteauation" of the N added individual 
code signals. 

5 The distributable signal refers to the nearly similar copy of the original signal, omsisnflg of the 

original signal plus the composite embedded code signal. This is the signal which is distributed to the 
outside conmunity, having only slightly higher but acceptable "noise propernes" than ihe original. 

A suspect signal refers to a signal which has the general appearance of the origimi aid distiibuied 
signal and whose potential identification match to the original is being questioned. The suspea sigtuil is 
10 dien analyzed to see if it matches the N-bii identification word. 

The detailed methodology of this first embodiment begins by stating that the N-bit identification 
word is encoded onto the original signal by having each of the m bit values multiply their coirespondtng 
individual embedded code signals, the resultant being accumulated in the composite signal, the fully 
summed composite signal then being attenuated down to the acceptable perceived noise amplinide, and the 
15 resultant composite signal added to the original to become the distributable sigtial. 

The original signal, the N-bit identification word, and all N individual embedded code signals are 
then stored away in a secured place. A suspect signal is then found. This signal may have undergone 
multiple copies, compressions and decompressions, resamplings onto different spaced digital signals, 
transfers &om digital to analog back to digital media, or any combination of these items. IF the signal stiU 
20 appears similar to the original, i.e. its innate quality is not thoroughly destroyed by all of these 

transformarions and noise additions, then depending on the signal to noise properties of the embedded 
signal, the identification process should function to some objecrive degree of statistical confidence. The 
extent of corruption of the suspea signal and the origmal acceptable perceived noise level are two key 
parameters in determining an expected confidence level of idenxificaiion. 
25 The identification process on the suspected signal begins by resampling and aligning the suspected 

signal onto the digital format and extent of the original signal. Thus, if an image has been reduced by a 
factor of two. it needs to be digitally enlarged by that same factor. Likewise, if a piece of music has been 
*cttt out,* but may still have the same sampling rate as the original, it is necessary to register this cut-out 
piece to die original, typically done by performing a local digital cross-correlation of the two signals (a 
30 common digital operation), finding at what delay value the correlation peaks, dien using this found delay 
value to register the cut piece to a segment of the original. 

Once the suspect signal has been sample-spacing matched and registered to the original, the signal 
levels of the suspea signal should be matched in an nns sense to the signal level of the original. This can 
be done via a search on the parameters of offset, amplification, and gamma being optimized by using the 
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minimum of the mean squared error between the two signals as a funcnon of the three parameters. We 
can call the suspect signal normalized and registered at this point, or just normalized for convenience. 

The newly matched pair dxcn has the original signal subtracted from the normalized suspect signal 
to produce a difference signal. The difference signal is then cross-correlated with each of the N individual 
embedded code signals and the peak cross-correlation value recorded. The first four bit code ('0101*) is 
used as a calibrator both on the mean values of the zero value and the one value. 2nd on fonher 
registration of the two signals if a finer signal to noise ratio is desired (i.e., the optimal separation of die 
OlOl signal will indicate an optimal registration of die two signals and will also indicate the probable 
existence of the N-bit identification signal being present.) 

The resulting peak cross-correlation values will form a noisy series of floating point numbcn 
which can be transformed into O's and Ts by dseir proximity to the mean values of 0 and I found by the 
0101 calibration sequence. If the suspect signal has indeed been derived from die original, die 
identification number resulting from the above process will i^^f^h die N-bii ideniificaiion word of die 
original, bearing in mind eidxer predicted or unknown "bit error* statistics. Signal-to-noise considerations 
will determine if diere will be some kind of "bit error" in die ideniificaiion process, leading to a form of 
X% probability of identification where X might be desired to be 99.9% or whatever. If die suspea copy 
is indeed not a copy of die original, an essentially random sequence of 0*s and Ts will be produced, as 
well as an apparem lack of separation of die resultant values. This is to say, if die resultant values are 
plotted on a histogram, die existence of die N-bit identification signal will exhibit strong bi-icvel 
characteristics, whereas die non-existence of die code, or die ctaience of a differem code of a different 
original, will exhibit a type of random gaussian-like distribution. Tliis histogram separation alone should 
be sufficient for an identification, but it is even stronger proof of identification when an exact binary 
sequence can be objectively reproduced. 

Specific Example 

Imagine diat we have taken a valuable picnue of two headssof state at a cocktail parry, picnires 
which arc sure to cam some reasonable fee in the commercial market. We desire to sell diis picture and 
ensure dial it is not used ia an unauthorized or uncompensated manner. This and die following steps are 
summarized in Fig. 2. 

Assuune the picture is transformed into a positive color print. We first scan diis into a digitized 
fonn via a normal high quality black and white scaimer widx a typical photometric spectral response curve. 
(It is possible to get bener ultimate signal to noise ratios by scanning in rnrh of die dirce primary colors of 
die color image, but dus nuance is not central to describing die basic process.) 
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Let us assume that the scanned image now becomes a 4000 by 4000 pixel monochrome digital 
image with a grey scale accuracy defined by 12-bit grey values or 4096 allowed levels. We will call this 
the "original digital image" realizing thai this is the same as our "original signal' in the above defmitions. 

During the scanning process we have arbitrarily set absolute black to correspond to digital value 
'30'. We estimate that there is a basic 2 Digital Number root mean square noise existing on the original 
digital image, plus a theoretical noise (known in the industry as 'shot noise") of the square root of the 
brightness value of any given pixel. In formula, we have: 

<RMS Noise^> = sqn(4 + (V^„-30)) (I) 



Here, n and m are simple indexing values on rows and columns of the image ranging from 0 to 3999. 
Sqn is the square root. V is the DN of a given indexed pixel on the original digital image. The < > 
brackets around the RMS noise merely indicates that this is an expected average value, where it is clear 
that each and every pixel will have a random error individually. Thus, for a pixel value having 1200 as a 
15 digital number or "brightness value", we find diat its expected nns noise value is sqn(1204) = 34.70. 
which is quite close to 34.64, the square root of 1200. 

We fiinhermore realize that the square root of the innate brighmess value of a pixel is not 
precisely what the eye perceives as a TntwiTmim objectionable noise, thus we come up with the formula: 

20 <RMS AddableNoise^„> = X*sqn(4+(V^„-30rY) (2) 

Where X and Y have been added as exzxpirical parameters which we will adjust, and "addable" noise refers 
to our acceptable perceived xusise level from the definitions above. We now intend to experiment with 
what exact value of X and Y we can choose, but we will do so at the same time that we are performing 
25 the next steps in the process. 

The next step in our process is to choose N of our N-bit identiftcation word.' We decide that a 16 
bit main idendfication value with its 65536 possible values will be sufficiently large to identify the image 
as ours, and that we will be direaly selling no more than 128 copies of the image which we wish to track, 
giving 7 biu plus an eighth bit for an odd/even adding of the first 7 bits (i.e. an error checking bit on the 
30 first seven). The total bits required now are at 4 bits for the 0101 calibration sequence, 16 for the main 
identification, 8 for the version, and we now throw in another 4 as a further error checking value on the 
first 28 bits, giving 32 bits as N. The final 4 bits can use otie of many industry standard error checking 
methods to choose its four values. 

We now randomly determine the 16 bit idsntificaricn aumbcr, finding for example, 1 101 
35 0001 lOOl UIO; our first versions of the original sold will have ail O's as the version identifier, and the 
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error checking bits will fall out wiiere they may. We now have our unique 32 bit idendficatioa word 
which we will embed on the original digital image. 

To do this, we generate 32 independent random 4000 by 4000 encoding images for each bit of our 
32 bit identification word. The manner of generating these random images is revealing. There are 
numerous ways to generate these. By far the simplest is to turn up the gain on the same seamier that was 
used to scan in. the original photograph, only this time placing a pure black image as the input, dicn 
scanning this 32 times. TTie only diawbaclc to this technique is that it does require a large amount of 
memory and that "fixed pattern" noise wiU be part of each independent "noise image. " But. the f«ed 
pattern noise can be removed via normal "darlc frame" suboaction techniques. Assume that we set the 
absolme black average value ai digital number 'lOO.' and that rather than fmding a 2 DN rms noise as we 
did in the normal gain setting, we now find an rms noise of 10 DN about each and every pixel's mean 
value. 

We next apply a mid-spatial-frequency bandpass filter (spatial convolution) to each and every 
independent random image, essentially removing the very high and die very low spatial frequencies fiom 
them. We remove the very low frequencies because simple real-worid error sources like geometrical 
warping, splotches on scanners, mis-registrations, and die like wiU exhibit themselves most at lower 
frequencies also, and so we want to conceatnue our identification signal at higher spatial frequencies in 
order to avoid these types of corruptions. Likewise, we remove the higher frequencies because multiple 
generation copies of a given image, as weU as compression-decompression transformations, tend to wipe 
out higher frequencies anyway, so there is no point in placing too much idemification signal into these 
frequencies if they will be the ones most prone to being attenuated. Therefore, our new fUtcred 
independent noise images will be dominated by mid-spatial frequencies. On a practical note, since we are 
using 12-bit values on our scanner and we have removed the DC value effectively and our new nns noise 
wUl be slighUy less than 10 digital numbeis. it is usefiii to boil dus down to a 6-bit vahie ranging from -32 
through 0 to 31 as the resultant random image. 

Next we add aU of the random images together which have a T in dieir corresponding bit value 
of the 32-bit identification word, accmnulating the result m a 16-bit signed integer image. This is the 
unaneauated and un-scaled venion of the composite embedded signal. 

Next we CTperiment visually with adding the composite embedded signal to the original digital 
image, dirough varying the X and Y parameters of equation 2. In formula, we visually iterate to bodi 
maximiTr X and to fiad the appropriate Y in the following: 

= V^..^„ + V^,,,«X*sqrt(4^V„„^„-Y) (3) 
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where dist refers to (be candidace distributable txnage, i.e. we are visually iterating to fiod what X and Y 
will give us an acceptable image; orig refers to the pixel value of the original image; and comp refers to 
the pixel value of the composite image. The n's and m's still index rows and columns of the image and 
indicate that this operation is done on all 4000 by 4000 pixels. The symbol V is the DN of a given pixel 
5 and a given image. 

As an arbitrary assumption, now, we assume that our visual experimenution has found that the 
value of X= 0.025 and Y=0.6 arc acceptable values when comparing the original image with the 
candidate distributable image. This is co say, the distributable image with the *extra noise" is acceptably 
close to the original in an aesthetic sense. Note that since our individual random images had a random rms 
10 noise value around 10 DN, and that adding approximately 16 of these images together will increase the 
composite noise to around 40 DN. the X multiplication value of 0.025 will bring the added rms noise back 
to around 1 DN. or half the amplimde of our innate noise on the original. This is roughly a I dB gain in 
noise ai the dark pixel values and correspondingly more at the brighter values modified by the Y value of 
0.6. 

12 So with these two values of X and Y, we now have constructed our first versions of a 

distributable copy of the original. Other versions wQl merely create a new composite signal and possibly 
change the X slightly if deemed necessary. We now lock up the original digital image along with the 
32-bit identification word for each version* and the 32 independent random 4-bit images, wailing for our 
first case of a suspected piracy of our original. Storage wise, this is about 14 Megabytes for the original 

20 image and 32*0.5bytes*l6 million = -256 Megabytes for the random individual encoded images. This is 
quite acceptable for a single valuable image. Some storage economy can be gained by simple lossless 
compression. 

Fj^ding a Suspect ed Piracy of our Image 
25 We sell our image and several motiths later find our two heads of state in the exact poses we sold 

them in, seemingly cot and lifted out of our image and placed into another stylized background scene. 
This new 'suspect" image is being printed in 100,000 copies of a given magazine issue, let us say. We 
now go about determining if a portion of our original image has indeed been used in an unauthorized 
maimer. Fig. 3 summarizes the details. 
30 The first step is to take an issue of the magazine, cut out the page witii the image on it, then 

carefully but not too carefully cut out the two figures from the background image using ordinary scissors. 

If possible, we will cut out only one connected piece rather than the two figures separately. We paste this 

onto a black background and scan this into a digital form. Next we electronically flag or mask out the 

black background, which is easy to do by visual inspection. 
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We now procure ihc original digital image from our secured place along with the 32-bit 
ideniification word and the 32 individual embedded images. We place the original digital image onto our 
computer screen using standard image manipulation software, and we roughly cut along the same borders 
as our masked area of the suspect image, masking this image at the same time in roughly the same 
5 manner. The word 'roughly' is used since an exact cuning is not needed, it merely aids the identification 
statistics to get it reasonably close. 

Next we rescaie the masked suspea image to roughly match the size of our original digital 

image, thai is, we digitally scale up or down the suspect image and roughly overlay it on the original 
image. Once we have performed this rough registration, we then throw the two images into an automated 
10 scaling and registration program. The program perfonns a search on die three parameters of x position, y 
position, and spatial scale, with the figure of merit being the mean squared error between die two images 
given any given scale variable and x and y of&ct. This is a fairly standard image processing methodology. 
Typically this would be done using generally smooth interpolation techniques and done to sub-pixel 
accuracy. The search method can be one of many, where die simplex method is a typical one. 
15 Once die optimal scaling and x-y position variables arc found, next cotnes another search on 

optimizing the black level, brightness gain, and gamma of die two images. Again, the figure of merit to 
be used is mean squared error, and again die simplex or other search methodologies can be used to 
optimize die tiiree variables. After diese three variables are optimized, we apply dieir corrections to die 
suspect image and align it to exactly the pixel spacing and masking of die original digital image and its 
20 mask. We can now call diis die standard mask. 

The next step is to subtract die original digital image from die newly normalized suspect image 
only widiin die standard mask region. This new image is called die difference image. 

Then we stqi dirough ail 32 individual random embedded images, doing a local cross-correlation 
between die masked difference image and die masked individual embedded image. 'Local' refers to die 
25 idea diat one need only stan correlating over an offset region of -H/- 1 pixels of offset between die nominal 
registration points of die two images found during the search procedures above. The peak correlation 
should be very close to die nominal registration point of 0,0 offset, and we can add die 3 by 3 correlation 
values together to give one grand correlation value for each of die 32 individual bits of our 32-bii 
identification word. 

30 After doing diis for all 32 bit places and their corresponding random images, we have a 

quasi-floating point sequence of 32 values. The fint four values represent our calibration signal of 0101. 
We now take die mean of die first and diird floating point value and call diis floating point value *0,' and 
we take die mean of die second and die fourth value and call diis floating point value '1.* We dien step 
throug^ all remaining 28 bit values and assign either a '0* or a *r based simply on which mean value diey 

35 are closer to. Stated simply, if die suspea image is indeed a copy of our original, die embedded 32-bit 
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resulting code should match that of our records, and if it is not a copy, we should get general randomness. 
The third and the fourth possibilities of 3) Is a copy but doesn't match identification number and 4) isn't a 
copy but does match arc, in the case of 3), possible if the signal to noise ratio of the process has 
plummeted, i.e. the 'suspect image' is truly a very poor copy of the original, and in the case of 4) is 
basically one chance in four billion since we were using a 32-bit identification number. If we are tniiy 
worried about 4), we can just have a second independent lab perform their own tests on a different issue of 
the same magazine. Finally, checking the error-check bits against what the values give is one fmai and 
possibly overkill check on the whole process. In situations where signal to noise is a possible problem, 
these error checking bits might be eliminated without coo much harm. 
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Benefits 

Now that a full description of the first embodiment has been described via a detailed ex3mple, it is 
appropriate to point out the rationale of some of the process steps and their benefits. 

The ultimate benefits of the foregoing process are that obtaining an identification number is fully 
15 independent of the maancR and methods of preparing the difference image. That is to say. the manners of 
preparing the difference image, such as cutting, registering, scaling, etcetera, cannot increase the odds of 
fmding an identification number when none exists: it only helps the signal-to-noisc ratio of the 
identification process when a true identification number is present. Methods of preparing images for 
identification can be different from each other even, providing the possibility for multiple indqwndent 
20 methodologies for making a match. 

The ability to obtain a match even on sub-sets of the original signal or image is a key point in 
today's information-rich worid. Cutting and pasting both images and sound clips is becoming more 
common, allowing such an embodiment to be Used in detecting a copy even when original material has 
been thus corrupted. Finally, the signal to noise ratio of matching should begin to become difficult only 
25 when the copy material itself has been significamly altered either by noise or by significant distortion; both 
of these also will affea that copy's commercial value, so that trying to thwart the system can only be done 
at the expense of a huge decrease in commercial value. 

An early conception of this technology was the case where only a single "snowy image" or 
random signal was' added to an original unagc, i.e. the case where N = l. 'Decoding- this signal would 
30 involve a subsequent mathematical analysis using (generally statistical) algorithms to make a judgment on 
the presence or absence of this signal. The reason this approach was abandoned as the preferred 
embodiment was that there was an inherent gray area in the certainty of detecting the presence or absence 
of the signal. By moving onward to a multinide of bit planes, i.e. N > U combined with simple pre- 
defmed algorithms prescribing the manner of choosing beween a -Q- and a T, the cenainty question 
35 moved from the realm of expert statistical analysis into the realm of guessing a random binary event such 
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as a coin flip. Tliis is seen as a powerful feature relative to the intuitive acceptance of this technology in 
both the courtroom and the marketplace. The analogy which summarizes the inventor's thoughts on this 
whole question is as follows: The search for a single identification signal amounts to calling a coin flip 
only once, and relying on arcane experts to make the call; whereas the N > I embodiment relics on the 
broadly imuitive principle of coircctly calling a coin flip N times in a low. TTiis siniaiion is greatly 
exacerbated, i.e. the problems of "imerpretation" of the presence of a single signal, when images and 
sound dips get smaller and smaller in extent. 

Another important reason that the N> I case is preferred over the N= I embodiment is that in the 
N» I case, the manner in which a suspect image is prepared and manipulated has a direa bearing on the 
likelihood of making a positive identification. Thus, the manner with which an expen makes an 
ideatificaiion determination becomes an integral pan of that deterniination. The existence of a multitude of 
mathematical and statistical approaches to making this determination leave open the possibility that some 
tests might make positive identifications while others might make negative determinations, inviting ftoher 
arcane debate about the relative merits of the various identification approaches. The N > 1 embodiment 
avoids this further gray area by presenting a method where no amount of pre-processing of a signal - other 
than pre-processing which surreptitiously uses knowledge of the private code signals - can increase die 
likelihood of 'calling the coin flip N times in a tow.* 

Tlie fullest expression of the present system wiU come when it becomes an industry standard and 
numerous independent groups set up with their own means or 'in-house* brand of applying onbedded 
identification numbers and in their deciphetment. Numerous independent group identification will fiirther 
enhance die ultimate objectivity of the method, thereby enhancing its ^peal as an industry standard. 

Use of True Polarirv in Creatine the Composite Embedded Code ff\ f^a\ 

The foregoing discussion made use of the 0 and 1 formalism of binary technology to accomplish 
its ends. SpecificaUy. the O's and I's of the N-bit identification word directly multiplied their 
corresponding individual embedded code signal to form the composite embedded code signal (step 8. Fig. 
2). This approach certainly has its concepnial simplicity, but the multiplication of an embedded code 
signal by 0 along with the storage of that embedded code contains a kind of inefficiency. 

It is preferred to maintain die formalism of tite 0 and I nature of the N-bit identification word, but 
to have the O's of the word induce a subtraction of their corresponding embedded code signal. Thus, in 
step 8 of Fig. 2, rather than only 'adding' the individual embedded code signals which correspond to a '1' 
in the N-bit identification word, we will also 'subtract' die individual embedded code signals which 
correspond to a '0' in the N-bit ideioification word. 
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At fint glance this seems to add more apparent noise to che fmal composite signal. But it also 
increases the energy-wise separation of the 0*5 from the Ts, and dius die 'gain' which is applied in step 
10, Fig. 2 can be correspondingly lower. 

We can refer to this improvement as the osc of true polarity. The main advantage of this 
5 improvement can largely be summarized as 'informational efficiency.' 

'Percepmai Onhn^onalitv' of the Individual Embedded Code Signals 

The foregoing discussion contemplates the use of generally random noise-like signals as the 
individual embedded code signals. This is perhaps die simplest form of signal to generate. However, 

10 there is a form of informational optimization which can be applied to the set of die individual embedded 
signals, which the applicant describes under the rubric 'percepniai orthogonality.' This term is loosely 
based on the marhematical concept of the orthogonality of vectors, with the current additional requirement 
that this orthogonality should majumize the signal energy of the identification information while 
maintaining it below some perceptibility threshold. Put another way, die embedded code signals need not 

15 necessarily be random in namre. 

Use and Improvements of the First Embodiment in the Field of Emulsion-Based Photography 

The foregoing discussion outlined techniques that are applicable to photographic materials. The 
following section explores the details of this area further and discloses certain improvements which lend 

20 themselves to a broad range of applications. 

The tint area to be discussed involves the pre-appiication or pre-exposing of a serial number onto 
traditional photographic products, such as negative film, print paper, transparencies, etc. In general, this 
is a way to embed a priori unique serial numbers (and by implication, ownership and tracking information) 
into photographic material. The serial numbers themselves would be a permanent pan of die normally 

25 exposed picture, as opposed to being relegated to the margins or stamped on the back of a printed 

photograph, wfaidi all require separate locations and separate methods of copying. The 'serial number' as 
it is called here is generally synonymous with die N-bit identification word, only now we are using a more 
common industrial terminology. 

In Fig. 2, step II, die disclosure calls for die storage of die 'original [image]" along with code 

30 images. Then in Fig. 3, step 9. it directs diat the original be subtraaed from die suspea image, diereby 
leaving the possible identification codes plus whatever noise and corruption has accumulated. Therefore, 
the previous disclosure made the tacit asstunption that there exists an original without die composite 
embedded signals. 
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Now in the case of selling print paper and other duplication film products, this will still be the 
case. i.e.. an "original- without the embedded codes will indeed exist and the basic methodology of the 
first embodiment can be employed. TTie original film serves perfectly well as an -unencodcd original.' 
However, in the case where pre-exposed negative film is used, the composite embedded signal 
5 ^re-exists on the original film and thus there wiU never be an -original' separate from the pre-embedded 
signal. It is this laner case, therefore, which wUl be examined a bit more closely, along with observations 
on how to best use the principles discussed above (the former cases adhering to the previously outlined 
methods). 

■me dearest point of depanure for d:e case of preniumbered negative film. i.e. negative film 
10 which has had each and every frame pressed with a very faint and unique composite embedded sigmd. 
comes at step 9 of Fig. 3 as previously noted. There are certainly other differences as well, but they a» ' 
mostly logistical in nature, such as how and when to embed the signals on the film, how to store the code 
numbers and serial number, etc. Obviously die pre^xposing of film would involve a major change to the 
general mass production process of creating and pacicaging film. 
15 Fig. 4 has a schematic outlining one potemial post-hoc mechanism for pre-exposing film. 'Post- 

hoc' refers to applying a process after the fail common manufaouring process of film has already taken 
place. Evenniany. economies of scale may dictate placing this pre-exposing process directly into die chain 
ofmamifacmringfilm. Depicted in Fig. 4 is what is commonly known as a film writing system. The 
computer. 106. displays the composite signal produced in step 8. Fig. 2. on its phosphor screen. A given 
ftamc of film is then exposed by imaging this phosphor screen, where the exposure level is generally very 
faint. i.e. generaUy imperceptible. Clearly, the marketplace wUl set its own demands on how faint this 
should be. that is. die level of added 'grainioess' as praaitioners would put it. Each ftane of film is 
sequentially exposed, where in general die composite image displayed on the CRT 102 is changed for each 
and every frame, thereby giving each frame of film a different serial number. TTie transfer lens 104 
highlights die focal conjugate planes of a film frame and die CRT face. 

Getting back to the applying the principles of die foregoing embodiment in die case of pre-exposed 
negative film... At step 9. Fig. 3. if we were to subtraa die "original- widi its embedded code, we would 
obviously be 'erasing" the code as well since die code is an integral part of die original. Fortunately, 
remedies do exist ind idemifieatioos can still be made. However, it wUl be a challenge to artisans who 
refine this embodiment to have the signal to noise ratio of the Identification process in die pre-exposed 
negative case approach the signal to noise ratio of the case where the un^ncoded original exists. 

A suceina defisiiion of die problem is in order at diis point. Given a suspea picture (signal), 
find the embedded identification code IF a code exists at al. Tic problem reduces to one of fmding the 
amplinide of each and every individual embedded code signal within the suspect picmre. not only widiin 
die context of noise and corruption as was previously explained, but now also within die context of die 
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coupling between a captured image and the codes. 'Coupling' here refers to the idea that the captured 
image "randomly biases* the cross-correiation. 

So. bearing in tnind this additional item of signal couplbg, the ideaiification process now 
estimates the signal amplitude of each and every individual embedded code signal (as opposed to taking the 
5 cross-correlation result of step 12, Fig. 3). If our identification signal exists in the suspect picmre, the 
amplitudes thus found will split imo a polarity with positive amplitudes being assigned a T and negative 
amplitudes being assigned a '0*. Our unique idendficaDon code manifests itself. If. on the other hand, no 
g m;^^ identification code exists or it is someone else's code, then a random gaussian-lOce distribution of 
amplitudes is found with a random bash of values. 
IQ It retnains to provide a few more details on how the amplimdes of the individual embedded codes 

are found. Again, fortunately, this exact problem has been treated in other technological applications. 
Besides, throw this problem and a little food into a crowded room of mathematicians and statisticians and 
surely a half dozen optimized methodologies will pop out after some reasonable period of time. It is a 
rather cleanly defined problem. 
IS * One specific example solution comes from the field of astronomical imaging. Here, it is a mature 

prior an to subtraa out a "thermal noise frame" from a given CCD image of an objea. Often, however, 
it is not precisely kziown what scaling factor to use in subtracting the thermal frame, and a search for the 
correct scaling factor is performed. Tliis is precisely the task of this step of the present embodiment. 
General practice merely performs a common search algorithm on the scaling factor, where a 
20 scaling factor is chosen and a new image is created according to: 

NEW IMAGE = ACQUIRED IMAGE - SCALE * THERMAL IMAGE W 
The new image is applied to the fast fourier transform routine and a scale factor is eventually 
found which minimizes the integrated high frequency content of the new image. This general type of 
search operation with its minimization of a particular quantity is exceedingly common. The scale factor 
25 thus found is the sougbt-for ^amplimde." Refmements whidi are contemplated but not yet implemented 
are where the coupling of the higher derivatives of the acquired image and the embedded codes are 
f^ ^\j r\^t0A and removed firom the calculated scale factor. In other words, certain bias ejects from the 
coupling mentioned earlier are present and should be evenmally accounted for and removed both through 
theoretical and empirical experimentation. 

30 

Use and Improvements in the Detection of Sienal or Image Alteration 

Apan from the basic need of identifying a signal or image as a whole, there is also a rather 
ubiquitous need to detect possible alterations to a signal or image. The foUowing section describes how th 
foregoing embcdimcni, wi± cenain modifications and improvements, can be used as a powerful tool in 
35 this area. The potential scenarios and applications of detecting alterations are innum erable. 
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To first summarize, assume that we have a given signal or image whicb has been positively 
identified using the basic methods outlined above. In other words, we know its N-bit identification word, 
its individual embedded code signals, and its composite embedded code. We can then fairly simply create 
a spatial map of the composite code's amplitude within our given signal or image. Furthem^re. we can 
divide this amplimde map by die kaown composite code's spatial amplimde. givmg a normalized map i e 
a map which should flucmate about some global mcaa value. By simple e.-umiiiation of this map. we can 
visually detea any areas which have been significamly aiteied wherein the value of the normalized 
amplimde dips below some statistically set threshold based purely oa typical «ise and connption (error). 

nie details of ifflpiementing the creation of the ampUtude map have a variety of choics. One ts 
to per6>rm the same procedure which is used to determine the signal amplitude as described above, only 
now we step and repeat the muldplieadon of any given area of die signal/image with a gaussian weight 
function centered about the area we are investigating. 

Universal Versus Custom Codes 

The disclosure thus far has oudined how each and every source signal has its own unitrie set of 
individual embedded code signals. TTiis entails the storage of a significant amoum of additional code 
information above and beyond the original, and many applications may merit some form of economizing. 

One such approach to economizing is to have a given set of individual embedded code signals be 
common lo a batch of source materials. For example, one thousand images can all utUize the same basic 
set of individual embedded code signals. THe storage requiremems of these codes then become a small 
fraction of the overall storage requirements of the source material. 

Furthermore, some appUcations can utilize a universal set of individual embedded code signals. 
i.e.. codes which remain the same for all instances of distribmed material. This type of requirement would 
be seen by systems which wish to hide the N-bit identification word itself, yet have standardized equipment 
be able to read diat word. This can be used in systems which make go/no go decisions at poiat-of-tead 
locations. The potential drawback to this set-up is that the universal codes are more prone to be sleuthed 
or stolen: therefore they wUl not be as secure as the apparams and methodology of the previously disclosed 
anaagement. Perhaps this is just the difference between 'high security' and 'air-tight security.' a 
distinction canyiag'little weight with the bulk of potential applications. 

in Prjgtfflg , Pjiper . PQcgmCTt}. Plastic Coafffd Identifimrinn C ard^, and nrh^r Material Whem ni/^h^l 
Embedded Codes Can Be Inmrrnied 

n»c term 'signal' is often used narrowly to refer to digital data mformation. audio signals, 
images, etc. A broader mterpretation of 'signal.' and the one more generally intended, includes any form 
of modulation of any material whatsoever. Thus, the micro-topology of a piece of common paper becomes 
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a 'signal* (e.g. it height as a function of x-y coordinates). The reflective propenies of a flat piece of 
piastic (as a function of space also) becomes a signal. The point is chat photographic emulsions, audio 
signals, and digitized information are not the only types of signals capable of utilizing the principles 
described herein. 

S ^ As a case in point, a machine very much resembiing a braille priming maritww can be designed so 
as to imprint unique * noise-like' indentations as outlined above. These indentacioas can be ^ipiicd with a 
pressure which is much smaller than is typically applied in creating braille, to the point where the panetns 
are not noticed by a aormai user of the paper. But by following the steps of the present disclosure and 
applying them via the mechanism of micro- indentations* a unique identificaiion code can be placed oiuo 
10 any given sheet of paper, be it intended for everyday stationary purposes, or be it for imponant 
docimients, legal tender, or other secured material. 

The reading of the identification material in such an embodiment generally proceeds by merely 
reading the document optically at a variety of angles. This would become an inexpensive method for 
deducing the micro-topology of the paper surface. Cenainiy other forms of reading the topology of the 
IS paper are possible as well. 

In the case of plastic encased material such as identification cards, e.g. driver's licenses, a similar 
braille-like impressions machine can be utilized to imprint unique identification codes. Subtle layers of 
photoreactive materials can also be embedded inside die plastic and 'exposed.' 

It is clear that wherever a material exists wbich is capable of being modulated by 'noise -I ike' 
20 signals, that material is an appropriate carrier for unique identification codes and utilization of the 
principles disclosed herein. All that remains is the maner of economically applying the Identificatioa 
information and maintaining the signal level below an acceptability threshold which each and every 
application will define for itself. 

25 REAL TIME ENCODER 

While the first class of embodiments most commonly employs a standard microprocessor or 
computer to perform die encodation of an image or signal, it is possible to utilize a custom encodation 
device which may be faster than a typical Von Neuman-cype processor. Such a system can be utilized with 
all manner of serial' dau streams. 

30 Music and videotape recordings are examples of serial dau streams - data streams which are 

often pirated. It would assist enforcement efforts if authorized recordings were encoded with identification 
data so that pirated knock-offs could be traced to the original from which they were made. 

Piracy is but one concern driving the need for applicant's technology. Another is autheniication. 
Often it is important to confirm diat a given set of data is really what ii is purponed to be (often several 

35 years after its generation). 
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To zddTzzs these and other needs, the system 200 of Fig. 5 can be employed. System 200 can be 
thought of as an identification coding black box 202. The system 200 receives an input signal (sometimes 
termed the "master" or "unencoded" signal) and a code word, and produces (generally in real time) an 
idcniifxcation-coded output signal. {Usually, the system provides key data for use in later decoding.) 

The contents of the "black box" 202 can take various fonas. An cieanpiary black box system is 
shown in Fig. 6 and includes a look-up table 204, a digital noise source 206. fim and second scalers 208. 
210, an adder/sttbtraaer 212, a memoiy 214, and a register 216. 

The input signal (which in the Illustrated embodiment is an 8 - 20 bit data signal provided at a rate 
of one million samples per second, but which m other embodiments could be an analog signal if 
appropriate A/D and D/A conversion is provided) is applied firom an input 218 to the address input 220 of 
the look-up table 204. For each mpui sample (i.e. look-up table address), the table provides a 
corresponding 8-bit digital output word. This output word is used as a scalmg factor that is applied to one 
input of the first scaler 208. 

The first scaler 208 has a second input, to which is applied an 8-bit digital noise signal from 
source 206. (In the illustrated embodiment, the noise source 206 comprises an analog noise source 222 
and an analog-to-digital convener 224 although, again, other implementations can be used.) The noise 
source in the illustrated embodiment has a zero mean output value, with a full width half maximum 
(FWHM) of 50 - 100 digital numbers (e.g. from -75 to 4-75). 

The first scaler 208 nniltipiies the two 8-bit words at its inputs (scale factor and noise) to produce 
" for each sample of the system input signal - a 16-bit output word. Smce the noise signal has a zero 
mean value, the output of the first scaler likewise has a zero mean value. 

The output of the fint scaler 208 is applied to the input of die second scaler 210. The second 
scaler serves a global scaling function, establishing the absolute magnimde of the identificaiion signal that 
will ultimately be embedded into the input data signal. The scaling factor is set through a scale control 
device 226 (which may take a number of forms, from a simple rheostat to a graphically implemented 
control in a graphical user interface), permitting this faaor to be changed in accordance with the 
requirements of different applications. The second scaler 210 provides on its output line 228 a scaled 
noise signal. Each sample of this scaled noise signal is successively stored in the memory 214. 

(In the aiustrated embodiment, the output ftrai the first scaler 208 may range between -1500 and 
-I-I500 (decimal), while the output from the second scaler 210 is in the low single digits, (such as between 
-2 and -h2).) 

Register 216 stores a multi-bit identificatioa code word. In the illustrated embodiment this code 
word consists of 8 bits, although larger code words (up to hundreds of bits) are commonly used. These 
bits are referenced, one at a time, to control how the input signal is modulated with the scaled noise signal. 
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la particular, a pointer 230 is cycled sequentially through the bit positions of ihe code word in 
register 216 to provide a control bit of *0* or T (o a control input 232 of the adder/subtracter 212. If, 
for a particular input signal sample, the control bit is a * P. the scaled noise signal sample on line 232 is 
added to the input signal sample. If the control bit is a "0*, the scaled noise signal sample is subtracted 
5 from the input signal sample. The output 234 from the adder/subtracter 212 provides the black box's 
output signal. 

The addition or subtraaion of che scaled noise signal in accordance with the bits of the code word 
effects a modulation of the input signal that is generally imperceptible. However, with knowledge of the 
contents of the memory 214, a user can later decode the encoding, determining the code number used in 
10 the origioal encoding process. (Actually, use of memory 214 is optional, as explained below.) 

It will be recognized that the encoded signal can be distributed in well known ways, including 
convened to printed image fonn. stored on magnetic media (floppy diskene, analog or DAT tape, etc.), 
CD-ROM, etc. etc. 



15 Decoding 

A variety of techniques can be used to determine the identification code widi which a suspect 
signal has been encoded. Two arc discussed below. The first is less preferable than the latter for most 
applicaiiotis, but is discussed herein so that the reader may have a fuller context within which to 
understand the disclosed technology. 
20 More particularly, the fint decoding method is a difference method, relying on subtraction of 

corresponding samples of the original signal from the suspect signal to obtain difference samples, which 
are then examined (typically individually) for deterministic coding indicia (i.e. the stored noise data). This 
approach may Uius be teimed a "sample-based, deterministic' decoding technique. 

The second decoding method does not make use of the original signal. Nor does it e xamin e 
25 particular samples looking for predctcrmiiied noise characteristics. Rather, the statistics of the suspect 
signal (or a portion thereof) are considered in the aggregate and analyzed to discern the presence of 
iif'^nfi^^Wftn coding that permeates the entire signal. The reference to permeation means the entire 
identificadon code can be discerned from a small fragment of the suspect signal. This latter approach may 
thus be termed a 'holographic, statistical" decoding technique. 
30 Both of these methods begin by registering the suspect signal to march the original. This entails 

scaling (e.g. in amplinide, duration, color balance, etc.), and sampling (or resampling) to restore the 
original sample rate. As in the earlier described embodiment, there are a variety of well understood 
techniques by which the operations associated with this registration funaion can be performed. 

As noted, the first decoding approach proceeds by subtracting the original signal from the 
35 registered, suspect signal, leaving a difference signal. The polarity of successive difference signal samples 
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can Chen be compared with die polarities of the corresponding stored ooise signal samples to determine the 
identification code. TTut is. if the polarity of the first difference signal sample matches that of the first 
noise signal sample, then the fint bit of the identification code is a M.' (In such case, the polarity of die 
9th. I7th. 25th. etc. samples should also all be posiUvc.) If the polarity of the f«st difference signal 
sample is opposite that of the cotresponding noise signal sample, then the first bit of the identification code 
isa "O." 

By conducting the foregoing analysis with eight successive samples of the difference signal, the 
sequence of bits that comprise the original code word can be detennined. If, as in the Ulustrared 
embodiment, pointer 230 stepped through the code word one bit at a time, begimiing with the f«st bit, 
during encoding, then the first 8 samples of the difference signal can be analyzed to uniquely determine the 
value of the 8-bit code word. 

In a noise-frec worid (spealdng here of noise independent of that with which the identification 
coding is effected), the foregoing analysis would always yield the correct identification code. But a 
process diat is only applicable in a noise-free worid is of limited utility indeed. 

(Further, accurate identification of signals in noise-free contexts can be handled in a variety of 
other, simpler ways: e.g. chccksmns; statistically improbable correspondence between suspea and original 
signals; etc.) 

While m>ise-indttced aberrations in decoding can be dealt with - to some degree - by analyzing 
large ponions of the signal, such aberrations stUl place a practical ceUing on the confidence of die process. 
Futtber. the villain that must be con&onted is not always as benign as random noise. Rather, it 
increasingly takes the form of human-caused conuption, distortion, manipulation, etc. In such cases, die 
desired degree of idemificarion confidence can only be achieved by other approaches. 

The illustrated embodimem (the "holographic, staxisdcal" decoding technique) relies on 
recombining the suspect signal widi certain noise data (typicaUy die data stored in memoiy 214). ami 
25 analyzing the entropy of die resulting signal. -Entropy" need not be understood in its most strict 

mathematical definition, it being merely the most concise word to describe randomness (noise, smoodmcss. 
snowiness. etc.). 

Most serial data signals are not random. That is. one sample usually correlates - to some degree 
- with the adjacent-samples. Noise, in contrast, typically is random. If a random signal (e.g. noise) is 
30 added to (or subtracted £rom) a non-random signal, die entropy of die resulting signal generaUy increases, 
niat is. the resulting signal has more random variations dian the original signal. This is die case with the 
emroded output signal produced by die present encoding process; it has more entropy dian die original, 
unencoded signal. 



15 
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If, in contrast, the addition of a random signal to (or subtraction from) a non-random signal 
reduces entropy, then something unusual is happening. It is this anomaly that the present decoding process 
uses to detect embedded idcntiricaiion coding. 

To fiilly understand this entropy-based decoding method, it is first heipfial to highlight a 
characteristic of the original encoding process: the similar treaunent of every eighth sample. 

Ib the encoding process discussed above, the pointer 230 increments through the code word, one 
bit for each successive sample of the input signal. If the code word is eight bits in length, then the pointer 
renims to die same bit position in the code word every eighth signal sample. If this bit is a T, noise is 
added tp the input signal; if this bit is a '0", noise is subtracted from the input signal. Due to the cyclic 
progression of the pointer 230, every eighth sample of an encoded signal thus shares a characteristic: they 
are all either augmented by the corresponding noise data (which may be oegative), or they are all 
diminished, depending on whether the bit of the code word then being add r essed by pointer 230 is a T or 
a "0". 

To exploit this charaaerisiic. the entropy-based decoding process treats every eighth sample of the 
suspect signal in like fashion. In particular, the process begins by adding to the 1st, 9th, 17th, 25th. etc, 
samples of the suspea signal the corresponding scaled noise signal values stored in the memory 214 (i.e. 
those stored in the 1st, 9th, 17lh, 25th, etc., memory locations, respectively). The entropy of the resulting 
signal (i.e. the suspect signal wi± every 8th sample modified) is then computed. 

(Computation of a signal's entropy or randomness is well understood by artisans in this field. 
One generally accepted technique is to take the derivative of the signal at each sample point, square these 
values, and dien sum over the entire signal. However, a variety of odier well known techniques can 
alternatively be used.) 

The foregoing step is then repeated, this time subtraaing the stored noise values from the 1st, 9th, 
17th. 25 etc. suspect signal samples. 

One of these two operations will undo the encoding process and reduce the resulting signal's 
entropy; the other will aggravate it. If adding the noise data in memory 214 to the suspect signal reduces 
its entropy, then this data must earlier have been subtracted from the original signal. This indicates that 
pointer 230 was pointing to a "0" bit when these samples were encoded. (A "0" at the control input of 
adder/subtracter 212 caused it to subtract the scaled noise from the input signal.) 

Conversely, if subtracting the noise dau from every eighth sample of the suspect signal reduces iu 
entropy, theii the encoding process must have earlier added this noise. This indicates that pointer 230 was 
pointing to a T bit virticn samples I. 9. 17, 25, etc., were encoded. 

By noting whether entropy decreases by (a) adding or (b) subtracting the stored noise dau to/from 
the suspect signal, it can be determined that the first bit of the code word is (a) a "0", or (b) a T . 
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The foregoing operations arc ihcn conducted for the group of spaced samples of the suspect signal 
beginning with the second sample (i.e. 2, 10. 18. 26 ...). The entropy of die resulting signals 'P^icntf 
whether die second bit of die code word is a "0" or a T. Likewise widi die following 6 gnnips of 
spaced samples in the suspect signal, until all 8 bits of die code word have been discerned. 

It will be appreciated diat die foregoing approach is not sensitive to corruption mechanisms diat 
aiier die values of individual samples: instead, die process considers die entropy of die signal as a whole, 
yielding a high degree of confidence in die results. Further, even small excerpts of die signal can be 
analyzed in diis manner, permitting piracy of even small details of an original work to be detected. The 
results are dms statistically robust, bodi in die face of natural and human corruption of die suspect signal. 

Ic will ftmher be appreciated diat die use of an N-bit code word in diis real time embodiment 
provides benefits analogous to diose discussed above in connection with die batch encoding system. 
(Indeed, die present embodiment.may be conceptualized as maidng use of N different noise signals, jusi as 
in die batch encoding system. The first noise signal is a signal having die same extent as die input signal, 
and comprising die scaled noise signal at die 1st, 9di, 17di, 25di, etc., samples (assuming N=8), widi 
zeroes at the intetvening samples. The second noise signal is a similar one comprising die scaled noise 
signal at die 2d, 10th, ISth, 26di, etc., samples, with zeroes at the intervening samples. Etc. These 
signals are all combined to provide a composite noise signal.) One of die important advantages inherent in 
such a system is die high degree of statistical confidence (confidence which doubles widi each successive 
bit of die identificaiion code) diat a match is really a match. The system does not rely on subjective 
evaluation of a suspea signal for a single, deterministic embedded code signal. 

Illustrative Variations 

From the foregoing description, it will be recognized that numerous modifications can be marf^ to 
the illustrated systems without changing die fimdaxnental principles. A few of these variations are 
described below. 

The above-described decoding process tries both adding and subtracting stored noise data to/ftom 
die sxispeci signal in order to find which operation reduces entropy. In odier embodimenu, oidy one of 
these operations needs to be conducted. For example, in one alternative decoding process the stored noise 
data corresponding to every eighdi sample of die suspect signal is only added to said samples. If the 
entropy of die resulting signal is diereby increased, dien die corresponding bit of die code word is a T 
(i.e. this noise was added earlier, during die encoding process, so adding it again only compounds the 
signal's randomness). If the entropy of die resulting signal is diereby decreased, then die corresponding 
bit of die code word is a "O*. A further test of entropy if die stored noise samples are subtracted is not 
required. 
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The scatisticai reliability of the identification process (coding and decoding) can be designed to 
exceed virmaliy any confidence threshold (e.g. 99.9%. 99.99%, 99.999%, etc. confidence) by appropriate 
selection of the global scaling factors, etc. Additional confidence in any given application (unnecessary in 
most applications) can be achieved by rechecidng the decoding process. 
S One way to recheck the decoding process is to remove the stored noise data from the suspect 

signal in accordance with the bits of the discerned code word, yielding a "restored" signal (e.g. if the first 
bit of the code word is found to be "1/ then the noise samples stored in the 1st, 9th. 17th, etc. locations 
of the memory 214 are subtracted from the corresponding samples of the suspect signal). The entropy of 
the restored signal is measured and used as a baseline in further measurements. Next, the process is 

10 repeated, this time removing the stored noise data from the suspect signal in accordance with a modified 
code word. The modified code word is the same as the discerned code word, except 1 bit is toggled (e.g. 
the first). The entropy of the resulting signal is determined, and compared wiihihe baseline. If the 
toggling of the bit in the discerned code word resulted in increased entropy, then the accuracy of that bit of 
die discerned code word is confirmed. The process repeats, each time with a different bit of the discerned 

15 code word toggled* until all bits of the code word have been so checked. Each change should result in an 
increase in entropy compared to the baseline value. 

The data stored in memory 214 Is subject to a variety of alternatives. In the foregoing discussion, 
memory 214 contains the scaled noise data. In other embodiments, the unsealed noise data can be stored 
instead. 

20 In still other embodiments, it can be desirable to store at least pan of the input signal itself in 

memory 214. For example, the memory can allocate 8 signed bits lo the noise sample, and 16 bits to store 
the most significant bits of an 18* or 20-bit audio signal sample. This has several benefits. One is that it 
simplifies registration of a "suspect* signal. Another is that, in the case of encoding an input signal which 
was already encoded, the dau in memory 214 can be used to discern wbich of the encoding processes was 

25 performed first. That is, from the input signal data in memory 214 (albeit incomplete), it is generally 
possible to determine with which of two code words it has been encoded. 

Yet another alternative for memory 214 is that is can be omitted altogether. 
One way this can be achieved is to use a deterministic noise source in die encoding process, such 
as an algorithmic noise generator seeded with a known key number. The same deterministic noise source, 

30 seeded with the same key number, can be used in the decoding process. In such an arrangement, only the 
key number needs be stored for later use in decoding, instead of the large dau set usually stored in 
memory 214. 

Alternatively, if the noise signal added during encoding does not have a zero mean value, and the 
length N of die code word is known to the decoder, then a universal decoding process can be implemented. 
35 This process uses die same cnuopy test as the foregoing procedures, but cycles through possible code 
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words. adding/subtracting a small dunm>y noise value (e.g. less chan the expected tnean noise value) to 
every Nth sample of the suspect signal, in accordance with the b.ts of the code word being tested until a 
reduaion in entropy is noted. Such an approach is not favored for most applications, however, bixause it 
offias less security thaa the other embodiacms (c.g. it is subject to cxaclung by bmte force) 
5 Many applications are well served by the emfaodioen: Ulustrated in Fig. 7. in which different code 

wards are used to produce several differently encoded versions of an input signal, each tnaicing use of d.e 
san« noise data. More panicnlarly. the embodiment 240 of Fig. 7 includes a noise store 242 into which 
noise ftom ««rce 206 is written during the ide«ific3tion<adiag of the input signal with a fir.: cede word 
erne noise source of Fig. 7 is shown outside of the real time encoder 202 for convenience of Ulustration ) ' 
10 Thereafter, additional identification^oded versions of the input signal can be produced by reading the 

stored noise data from the store and using it in conjunction with second through Nth code words to encode 
the signal. (WhUe binary-scquemial code words are Ulustrated in Fig. 7. in other embodiments arbitrary 
sequences of code words can be employed.) With such an ammgement. a great number of differently- 
encoded signals can be produced, without requiring a proportionally-sized long term noise memory 
15 instead, a fixed amount of noise data is sB,red. whether encoding an original once or a thousand times 

af de«red. several diffetendy^oded output signah can be produced at the same time rather than 
sermm. One such implementation includes a plundity of adder/subtracter circuits 212. each driven wid. 
the same input signal and wid, die same scaled noise signal, but with different code words. Each, dien, 
produces a differendy encoded output signal.) 

20 In applications having a great munber of differendy-eacoded versions of ±c same original it will 

be recognized diat die decoding process need not always discern every bit of die code word. Someumes 
for example, the applicanon may require identifying only a group of codes to which die suspect signal 
belongs. (E.g.. high order bits of die code word might indicate an organization to which several 
differcndy coded versions of the same source material were provided, widi low^rder bits identifying 
25 specific copies. To identify die organization widi which a suspect signal is associated, it may not be 
necessary to e«mine die low order bits, since die organizauon can be identified by die high order bits 
alone.) If the identificadon requirements can be met by discerning a subset of die code word biu in die 
suspect 5ignaU the decoding process can be shortened. 

some appUcations may be best served by restaning die encoding process - sometimes widi a 
different code word - several time, widaa an integral woric. Consider, as an example, videotaped 
productions (e.g. television programming). Each frame of a videotaped production can be idenuCcation- 
coded widi a unique code number, processed in r«l-time widi an arrangement 248 like dat shown in Fig 
8. Each tmie a vertical retire is detected by sync detector 250, die noise source 206 resets (e.g. to .epeat 
die sequence just produced) and an idemification code increments to die next value. Each frame of die 
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videotape is tbercby uniquely idcmifxcaxioa-codcd. Typically, the encoded signal is stored on a videoupe 
for long tenn storage (aitiiough other storage media, including laser disks, can be used). 

Reruming to ibe encoding apparatus , the look-up table 204 in the illustrated embodiment exploits 
the fao that high amplitude samples of die input data signal can tolerate (without objectionable degradation 

5 of the output signal) a higher level of encoded identification coding than can low amplimde input samples. 
Thus, for example, input dau samples having decimal values of 0. 1 or 2 may be correspond (m the look- 
up table 204) to scale factors of unity (or even zero), whereas input data samples having values in excess 
of 200 may correspond to scale factors of 15. Generally speaking, the scale factors and die input sample 
values correspond by a square root relation. That is, a four-fold increase in a value of the sampled input 

10 signal corresponds to approximately a two-fold increase in a value of die scaling factor associated 
therewith. 

(The parenthetical reference to zero as a scaling factor alludes to cases, e.g., in which the source 
signal is lemporaUy or spatially devoid of information content. In an image, for example, a region 
characterized by several contiguous sample values of zero may correspond to a jet black region of the 
15 frame. A scaling value of zero may be appropriate here since there is esscnnally no image dau to be 
pirated.) 

Continuing widx die encoding process, those skilled in the an will recognized the potential for 
•rail erron' in die Ulustraied embodiment. For example, if die input signal consists of 8-bit samples, and 
die samples span die entire range from 0 to 255 (decimal), dien die addition or subtraction of scaled noise 

20 to/from die input signal may produce output signals dxat cannot be represemed by 8 bits (e.g. -2, or 257). 
A number of well-understood techniques exist to rectify diis simaiion. some of diem proactive and some of 
diem reactive. (Among diese known techniques are: specifying diat die input signal shall not have samples 
in die range of 0-4 or 251-255, diereby safely permitting modulation by die noise signal; or including 
provision for detecting and adaptively modifying input signal samples diat would odierwise cause rail 

25 errors.) 

While die Ulustraied embodiment describes stepping dirough die code word sequentially, one bit at 
a lime, to control modulation of successive bits of die input signal, it will be appreciated diat die bits of 
die code word can be used odier dian sequentially for diis purpose. Indeed, bits of die code word can be 
selected in accordance widi any predetermined algoridim. 
30 The dynamic scaling of die noise signal based on die instantaneous value of die input signal is an 

optimization diat can be omined in many embodiments. That is. die look-up table 204 and die first scaler 
208 can be omitted entirely, and die signal from die digital noise source 206 applied directly (or dirough 
die second, global scaler 210) to die addcr/subtraaer 212. 
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It wUI be further lecognized that the use of a zero-mean noise source simplifies the Ulustrated 
erabodimcm, but is act essential. A noise signal with another mean value can readily be used, and D.C. 
compensatioa (if n ee d ed ) can be eSeasd elsewhere in the system. 

■n« use of a noise source 206 is also optional. A vaiety of other signal sources can be used. 
5 ^depending on application- dependent constraints (e.g. the threshold at which the encoded identification 
signal becomes perceptible). In many iosiaoces. the level of the embedded identification signal is low 
enough that the identiiicatton signal needn't have a random aspect; it is imperceptible regardless of its 

nature. A pseudo random source 206. however, is usually desired because it provides the greatest 
identification code signal SW ratio (a somewhat awkward term in this instance) for a level of 
10 imperceptibility of the embedded identification signal. 

It will be recognized that identification coding need not occur after a signal has been reduced to 
stored form as data (i.e. "fixed in tangible form." ia die words of the U.S. Copyright Act). Consider, for 
example, tht case of popular musicians whose penonnances arc often recorded illicitly. By identification 
coding the audio before it drives concert haU speakers, unauthorized recordings of die cooccn can be 
13 traced to a particular place and time. Likewise, live audio sources such as 911 emergency calls can be 
encoded prior to recording so as to facilitate their later authentication. 

While die black box embodiment has been described as a stand alone miit. U will be recognized 
that u can be integrated into a mmiber of different tools/instruments as a component. One is a seamier, 
which can embed identification codes in the scanned output dau. (Jbs codes can svofly serve to 
20 memorialize that die data was generated by a particular scanner). Another is in creativity software, such 
as popular drawing/graphics/animation/paim programs offered by Adobe. Macromedia, Corel, and die like. 

Finally, while the real-time encoder 202 has been iUustiated widi reference to a particular 
hardware implementation, it will be recognized diat a variety of other implementations can alternatively be 
employed. Some utilize other hardware configurations. Others make use of software routines for some or 
25 all of die iUustrated functional blocks. (Jht software routines can be executed on any number of different 
general purpose programmable computen. such as 80x86 PC-compaUble computers, RISC-based 
workstations, etc.) 

TYPES OF NOrSE. OUA.ST.NQ1SE. ANn nP77 MI2En.Nni«?p 
30 . Heretofore this disclosure postulated Gaussian noise, "white noise,' and noise generated direcUy 

from appUeation tnstnimemadon as a few of die many examples of die kind of carrier signal appropriate to 
carry a single bit of infonaanon duoughout an image or signal. It is possible to be even more proactive in 
•designing- characteristics of noise in order to achieve certain goals. TTie "design' of using Gaussian or 
insttmnemal noise was aimed somewhat toward 'absolute' security. TTii, section of die disclosure takes a 
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look at other coosiderations for the design of the noise signals which may be considered the ultimate 
carriers of the identification information. 

For some applications U might be advantageous to design the noise carrier signal (e.g. the Nth 
embedded code signal in the first embodiment: the scaled noise data in the second embodiment), so as to 
5 provide more absolute signal strength to the identificaiion signal relative to the perceptibility of that signal. 
One example is the following. It is recognized thai a true Gaussian noise signal has the value *0' occur 
most frcqucndy, followed by I and - I at equal probabilities to cadi other but lower than *0\ 2 and -2 
next, and so on. Clearly, the value zero carries no information as it is used in such an embodiment. 
Thus, one simple adjustment, or design, would be that any time a zero occun in the generation of the 

10 embedded code signal, a new process takes over, whereby the value is convened "randomly* to either a I 
or a In logical terms, a decision would be made: if *0*, then random(l,-l). The histogram of such a 
process would appear as a Gaussian/Poissonian type distribution, except that the 0 bin would be empty and 
the I and -1 bin would be increased by half the usual histogram value of die 0 bin. 

In this case, identification signal energy would always be applied at all pans of the signal. A few 

IS of the trade-offs include: there is a (probably negligible) lowering of security of the codes in thai a 

*determinisdc component" Is a pan of generaiing the noise signal. The reason this might be completely 
aegiigible is thai we still wind up with a coin flip type situation on randomly choosing the I or the - l . 
Another trade-off is thai this type of designed noise will have a higher threshold of perceptibility » and will 
only be applicable to applications where the least significant bit of a data stream or image is already 

20 negligible relative to the commercial value of the material, i.e. if the least significam bit were stripped 
from the signal (for all signal sanopies), no one would know the difference and the value of the material 
would not suffer. This blocking of the zero value in the example above is but one of many ways to 
"optimize" the noise properties of the signal carrier, as anyone in the an can realize. We refer to this also 
as "quasi*noise* in the sense that natural noise can be transformed in a pre-determined way into signals 

25 which for all iments and purposes will read as noise. Also, cryptographic mediods and algoridims can 
easily, and often by definidon, creaxe signals which are perceived as completely random. Thus the word 
"noise* can have different connotations, primarily berween that as defmcd subjectively by an observer or 
listener, and that defined mathematically. The difference of the latter is diat mathematical noise has 
different properties* of security and the simplicity with which it can either be "sleuthed" or the simplicity 

30 with wliich instruments can "automatically recognize* the existence of this noise. 

"Universal" Embedded Codes 

The bulk of this disclosure teaches that for absolute security, the noise-like embedded code signals which 
carry die bits of information of the identification signal should be unique to each and every, encoded signal, 
35 or, slightly less restrictive, that embedded code signals should be generated sparingly, such as using the 
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same embedded codes for a batch of 1000 pieces of film, for e;tam^}ie. Be this as ii may, chere is a whole 
other approach to this issue wherein the use of what we will call "uaivcnai" embedded code signals can 
open up large new applications for this technology. The economics of these uses would be such that the de 
facto lowered security of these universal codes (e.g. they would be analyzabie by time honored 
5 cryptographic decoding mediods. and thus potentially thwaned or reversed) would be economically 

negligible relative to the economic gains that the intended uses would provide. Piracy and illegitimate uses 
would become merely a predictable *cost" and a source of uncollected revenue only; a simple line item in 
an economic analysis of die whole. A good analogy of this is in the cable industry and the scrambling of 
video signals. Everybody seems to know that crafty, skilled technical individuals, who may be generally 

10 law abiding citizens, can climb a ladder and flip a few wires in their cable junction box in order to get all 
the pay channels for free. The cable industry knows this and takes active measures to stop it and prosecute 
those caught, but the 'lost revenue* derived from this practice remains prevalent but almost negligible as a 
percentage of profits gained from the scrambling system as a whole. The scrambling system as a whole is 
an economic success despite its lack of "absolute security.' 

15 The same holds true for applications of this technology wherein, for the price of lowering security 

by some amount, large economic opportunity presents itself. This section first describes what is meant by 
universal codes, then moves on to some of the interesting uses to which th r sc codes con be applied. 

Universal embedded codes geiwrally refer to the idea that knowledge of the exact codes can be 
distributed. The embedded codes won't be put into a dark safe never to be touched until litigation arises 

20 (as alluded to in other parts of this disclosure), but instead will be distributed to various locations where 
on-tbe*spot analysis can take place. Generally this distribution will stiU take place within a security 
controlled environment, meaning diat steps will be taken to limit the knowledge of die codes to those with 
a need to know. Instrtunentation which attempts to auiomaixcally detect copyrighted material is a 
non-human example of 'something* with a need to know die codes. 

25 There are many ways to implement the idea of universal codes, each with their own merits 

regarding any given application. For the purposes of teaching this an, we separate these approaches into 
three broad categories: universal codes based on libraries, universal codes based on deterministic formula, 
and universal codes based on pre-defined industry standard patterns. A rough rule of thumb is that the 
first is more secure than the latter two, but that the latter two are possibly more economical to implement 

30 than the first. 

Universal Codes: \) Libraries of Universal Codes 

The use of libraries of universal codes simply that applicant's techniques are employed as 
described, except for the faa that only a limited set of the indivichiai embedded code signals are generated 
35 and that any given encoded material will make use of some sub-set of this limited "universal set. " An 
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example is in order here. A photographic print paper manufacmrcr may wish to pre-cxpose every piece 
of 8 by 10 inch print paper which they sell with a unique idemification code. They aiso wish to sell 
identification code recognition software to their large customers, service bureaus, stock ageuries. and 
individual photographers, so that all these people can not only verify thai their own material is corrraly 
5 —marked, but so that they can aiso determine if third party material which ihey arc about to acquire has 
been identified by this technology as being copyrighted. This latter information will help them verify 
copyright holders and avoid litigation, among many other benefits. In order to "economically" institute 
this plan, they realize that generating unique individual embedded codes for ^^''h and every piece of print 
paper would generate Terabytes of indep enden t information, which would need storing and to which 

to recognition software would need ac c ess . Instead. Oiey decide to embed their print paper with 16 bit 
identification codes derived from a set of only 50 independent "universal* embedded code signals. The 
details of how this is done are in the next paragraph, but the point is that now their recognition software 
only needs to contain a limited set of embedded codes in their library of codes, typically on the order of I 
Megabyte to 10 Megabytes of information for 50x16 individual eznbedded codes splayed out onto an 8x10 

15 photographic print (allowing for digital compression). The reason for picking 50 instead of just 16 is one 
of a little more added security, where if it were the same 16 embedded codes for ail photographic sheets, 
not only would the serial number capability be limited to 2 to the 1 6th power, but lesser and lesser 
sophisticated pirates could crack the codes and remove them using software tools. 

There are many di^erent ways to implement this scheme, where the following is but one 

20 exemplary method. It is determined by the wisdom of company management that a 300 pixels per inch 
criteria for the embedded code signals is sufficient resolution for most applicatiotis. This means that a 
composite embedded code image will contain 3000 pixels by 2400 pixels to be exposed at a very low level 
onto each 8x10 sheet. This gives 7.2 million pixels. Using our staggered coding system such as described 
in the black box implementation of Figs. 5 and 6, each individual en^Kdded code signal will contain only 

25 7.2 million divided by 16, or approximately 450K true information carrying pixels, i.e. every 16ih pixel 
along a given raster line. These values will typically be in the range of 2 to -2 m digital numbers, or 
adequately described by a signed 3 bit number. The raw information content of an embedded code is then 
approximately 3/8th's bytes times 450K or about 170 Kilobytes. Digital compression can reduce this 
further. All of xhest decisions are subjea to standard engineering optimization principles as defmed by 

30 any given appiicadon at hand, as is well known in the an. Thus we find that 50 of these independent 

embedded codes will amount to a few Megabytes. This is quite reasonable level to distribute as a "library" 
of universal codes within the recogniuon software. Advanced standard encryption devices could be 
employed to mask the exaa nanixt of these codes if one were concerned diat would*bc pirates would buy 
the recognition software merely to reverse engineer the universal embedded codes. The recognition 
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to 



software couid simpiy uneociypt the codes prior to applying the recognition techniques taught in this 
disclosure. 

nie recognition software itself would certainly have a variety of feanires. but the core task it 
would perform is determining if there is some universal copyright code within a given image. The key 
questions become WHICH 16 of the total 50 universal codes it might comain. if any. and if there are 16 
found, what are their bic values. Tte key variables in determining the answers to these questions are: 
registration, rotation, magnificaiion (scale), and extent. In the most general case with no helpful hints 
whatsoever, all variables must be independently varied across all mumal combinations, and each of the 50 
univenal codes must then be checked by adding and subtracting to see if an entropy decrease occurs. 
StricUy speaking, diis is an enormous job. but many helpftil hints wUl be found which make the job much 
simpler, such as having an original image to compare to die suspected copy, or knowing the general 
oriemation and extent of die image relative to an 8x10 print paper, which dien through simple registiatiou 
techniques can determine all of the variables to some acceptable degree. Hen it merely requires cycling 
dixough die 50 universal codes to find any deatase in.emropy. If one does, then 15 othen should as weU. 
15 A protocol needs to be set up whereby a given order of die 50 translates into a sequence of most 
significant bit through least significant bit of die ID code word, "nius if we find dm univenal code 
nmnber '4- is present, and we find its bit value to be -O". and that miiveisal codes 'l- dirough r are 
definitely not prescm, dien our most significant bit of our N-bit ID code number is a -OV Likewise, we 

find dm die i«« lowest univenal code presem is mnnber "7- and it nuns out to be a -r, then our iiext 
20 most significaitt bit is a T. Done property, diis system can cleanly tr^c back :o the copyright owner so 
long as they registered dietr photographic paper stock serial nmnber widi some registry or with die 
mamifecmrer of die paper itself. Tlat is, we look up in die registry diat a paper using universal embedded 
codes 4.7.11.12.15,19,21,26,27,28,34.35,37,38,40. and 48. and having die embedded code 0110 0101 
0111 0100 belongs to Leonardo de Boticelli, an unknown wUdlife phomgiapher and glacier 
25 cinemaiogiapher whose address is in Nordiem Canada. We know diis because be dutifully registered his 
film and paper stock, a few minutes of work when he bought die aock. which he plopped imo die 'no 
postage necessary- envelope diat die manufaauring company kindly provided to make die process 
ridiculously simple. Somebody owes Leonardo a royalty check it would appear, and certainly die registry 
has automated diis royalty payment process as pan of its services. 
30 . One final potm is diat tnly sophisticated pirates and odien widi illicit intemions can indeed 

employ a variety of cryptographic and not so cryptographic mediods to crack diese universal codes, sell 
them, and make software and hardware tools which can assist in die removing or distorting of codes. We 
shall not teach these mediods as part of diia disclo«ire. however. In any event, diis is one of die prices 
which must be paid for die ease of univenal codes and die applications dicy open up 

35 
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Universal Codes: 2) Universal Codes Based on Deterministic Fonnula5s 

Tbe libraries of universal codes require the storage and transmitial of Megabytes of independent, 
generally random data as tbe keys witb which to onlock the existence and identity of signals and imagery 
(hat have been marked with universal codes. Alternatively, various deterministic formulas can be used 
5 which 'generate' what appear to be random data/image frames, thereby obviating the need to store ail of 
these codes in memory and interrogate each and of the "50" universal codes. Deterministic formulas can 
also assist in speeding up the process of determining the ID code once one is known to exist in a given 
signal or image. On the other hand, deterministic formulas lend themselves to sleuthing by less 
sophisticated pirates. And once sicuthed, they lend ihemseives to easier communication, such as posting 
10 on the Internet to a hundred newsgroups. There may well be many applications which do not care about 
sleuthing and publishing, and deterministic formulas for generating the individual universal embedded 
codes might be just the ticket. 

Universat qpdes: 3) 'Simple' Universal Code? 

15 This category is a bit of a hybrid of the first two, and is most directed ai truly large scale 

impiememations of the principles of this technology. The applications employing this class are of the type 
where staunch security is much less important than low cost, large scale implementation and the vastly 
larger economic benefits that this enables. One exemplary application is placement of identification 
recognition units directly within modestly priced home audio and video instrumentation (such as a TV). 

20 Such recognition units would typically monitor audio and/or video looking for these copyright identification 
codes, and thence triggering simple decisions based on the fmdings, such as disabling or enabling 
recording capabilities, or incrementing program specific billing meters which arc transmined back to a 
central audio/video service provider and placed onto monthly invoices. Likewise, it can be foreseen that 
"black boxes" in bars and other public places can monitor (listen with a microphone) for copyrighted 

25 materials and generate detailed reports, for use by ASCAF, BMI, and the like. 

A core principle of simple universal codes is that some basic industry standard 'ooiselike* and 
seamlessly repetitive patterns are injected into signals, images, and image sequences so that inexpensive 
recognition units can either A) determine the mere existence of a copyright *flag', and B) addnionally to 
A« determine precise identification informadon which can facilitate more complex decision making and 

30 acrions. 

In order to implement this particular embodiment, the basic principles of generating the individual 
embedded noise signals need to be sitnpliiied in order to accommodate inexpensive recognition signal 
processing circuitry, while maintaining the properties of effective randomness and holographic permeation. 
With large scale industry adoption of these simple codes, the codes themscives would border on public 
35 domain information (much as cable scrambling boxes are almost de facto public domain), leaving the door 
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open for detennined pirates to develop blaclc market countertoeasures, but this situation would be quite 
analogous to the scrambling of cable video and the objective economic analysis of such iUegal acnvity. 

One prior an known to the applicant in this general area of pro-active copyright detection is the 
Serial Copy Management System adopted by many firms in the audio industry. To the best of applicant's 
knowledge, this system employs a non-audio 'flag' signal which is not pan of the audio data stream but 
which is nevertheless grafted onto the audio stream and can indicate whether the associated audio data 
shooU or should not be duplicaied. One problem with this system is that it is restricted to media and 
insoumentatio. which can suppon dus extra -fUg* signal. Another deficiency is that the flagging system 
canies no identity infonnation which would be useful in making more complex decisions. Yet another 
difficulty is diat high quality audio sampling of an amdog signal can come arbitrarily close to making a 
perfta digital copy of some digital master ami there seems to be no provision for inhibiting this 
possibility. 

Applicam's technology can be brought to bear on these and other problems, in audio applications 
video, and all of die other appUcationa previously discussed. An exemplary application of simple umvei^l 
codes is die foUowing. A single industry standard '1.000000 second of noise" would be defined as the 
most basic indicator of the presence or absence of the copyright marking of any given audio signal. Fig. 9 
has an example of whai the wavefonn of an industry standard noise second might look like, both in the 
time domain 400 and the frequency domain 402. It is by definition a contimious ftmcdon and would adapt 
to any combination of sampling rates and bit quamizations. It has a notmalized amplimdc and can be 
scaled arbitrarily » any digital signal amplimde. The signal level and die first M'th derivatives of the 
signal are cominuous at the two bomularies 404 (Fig. 9Q, such thai when it is repeated, die "break" in the 
signal would not be visible (as a waveform) or audible when played through a high end audio system. The 
choice of I second is arbitrary in dus example, when, die precise lengdi of die imerval will be derived 
from considerations such as audibility, quasi-white noise stams. seamless repeatability. simpUcity of 
recognition processing, and speed with which a copyright marking determination can be made. The 
injection of diis repeated noise signal onto a signal or image (again, at leveb below human perception) 
would indicate die presence of copyright material. TWs is essentially a one bit identification code, and the 
embedding of fiinher identification infonnation wiU be discussed later on in diis section. TTie use of diis 
identification technique can extend far beyond the low cost home implememations discussed here, where 
smdios could use die technique, and monitoring stations could be set np which UteraUy monitor hundreds 
of cfaam»ls of infonnadon simultaneously, searching for mariced data streams, and funhermore searching 
for the associated identity codes which could be tied in widi billing networks and royalty tracking systems. 

This basic, standaniized noise sigmmire is seamlessly repeated over and over again and added to 
audio signals which are to be mariced widi die base copyright idemification. Pan of the reason for the 
word "simple- is seen here: deariy pirates will know abom diis industry standard signal, but dieir illicit 
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uses derived from tUs knowledge, such as erasure or comiptioii, will be economically minuscule relative 
to the economic value of the overall technique to the mass market. For most high end audio this signal 
will be some 80 to 100 dB down from fiill scale, or even much further; each situation can choose its own 
levels though certainly dwre will be recommendations. The axcpiinide of the signal can be modulated 

5 acconiing to the audio signal levels to which the noise signanxre is being a|iplied, i.e. the ampiinide can 
ifl^yy^gp significantly when a dnim beats, but not so dramatically as to become audible or objeaionable. 
These measures merely assist the recognition circuitry to be described. 

Recognition of the presence of this noise signature by low cost instrumentation can be effected in 
a variety of ways. One rests on basic modifications to the simple principles of audio signal power 

10 metering. Software recognition programs can also be written, and more sophisticated mathematical 

detection algorithms can be applied to audio in order to make higher confidence detection identifications. 
In such embodiments, detection of die copyright noise signature involves cotnparing the time averaged 
power level of an audio signal with the time averaged power level of that same audio signal which has had 
the noise signanire subtracted from it. If the audio signal with the noise signature subtracted has a lower 

15 power level that the unchanged audio signal, then the copyright signatuxe is presem and some stanis flag to 
that effect needs to be set. The mazn engineering subtleties involved in making this comparison include: 
dealing with audio speed playback discrq^ancies (e.g. an instrument might be 0.5% "slow* relative to 
exactly one second intervals); and, dealing with the unknown phase of the one second noise signature 
within any given audio (basically, its "phase* can be anywhere from 0 to I seconds). Another subtlety. 

20 not so central as the above two but which nonetheless should be addressed, is that the recognition circuits 
should not subtract a higher amplinidc of the noise signature than was originally embedded onto the audio 
signal. Fortunately this can be accomplished by merely subtracting only a small amplimde of the noise 
signal, and if dlie power level goes down, this is an indication of "heading toward a trough" in the power 
levels. Yet another related subdeiy is that the power level changes will be very small relative to die 

25 ovetaU power levels, and calculations generally will need to be done with appropriate bit precision, e.g. 32 
bit value operations and accumuladons on 16-20 bit audio in the calculations of time averaged power 
levels. 

Qeariy. designing and packaging this power level comparison processing circuitry for low cost 
applications is an engineering optimizarion task. One trade-off will be the accuracy of making an 

30 identification relative to die "shon-cuts" which can be made to the circuitry in order to lower its cost and 
complexity. One embodiment for placing this recognition circuitry inside of instrumentation is through a 
single programmable integrated circuit which is custom made for the task. Fig. 10 shows one such 
integrated circuit 506. Here die audio signal comes in, 500, cither as a digital signal or as an analog 
signal to be digitized inside the IC 500, and die output is a flag 502 which is set to. one level if the 

35 copyright noise signanire is found, and to another level if u is not found. Also depicted is the fact that die 
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standardizfid noise signature waveform is stored in Read Only Memoty. 504. inside die IC 506. Tliere 
will be a slight time delay between die application of an audio signal to the IC 506 and die output of a 
valid flag 502. due to the need to monitor some finite portion of the audio before a recogaiiiou can place. 
In this case, diere may need to be a "flag valid' output 508 where die IC infonns the external world if it 
has had enough time to make a proper detennioaiion of die presence or absence of the copyright noise 
sigsantre. 

There are a wide variety of specific designs and philosophies of designs applied to accomplishing 
die basic function of die IC 506 of Fig. 10. Audio engineers and digital signal processing engineers are 
able to generate several fimdamentaily different designs. One such design is depiaed in Fig. 11 by a 
process 599. which itself is subject to Amher engineering optimization as will be discussed. Fig. li 
depicts a flow chan for any of: an analog signal processing network, a digital signal processing network, 
or progiamning steps in a software program. We (ind an input signal 600 which along one padi is applied 
to a time averaged power meter 602. and die lesulting power output itself treated as a signal P^. To die 
upper right we find die standard noise signature 504 which wiU be read out at 125 « of normal speed. 604. 
15 dius changing its pitth. giving the "pitch changed noise signal" 606. TTica die input signal has diis pitch 

changed noise signal subtraaed in step 608. and diis new signal is applied to die same form of tia^ 
averaged power meter as in 602. hcre labeUed 610. The output of dds operation is also a Ume based 
signal here labeUed as P^.. 610. Step 612 dien subtracts die power signal 602 from die power signal 
610. giving an output difference signal P«. 613. If die universal standard noise signanire does indeed 
20 exist on die input audio signal 600. dien case 2. 616. will be created wherein a beat signal 618 of 

appzQjdmately 4 second period will show op on die output signal 613. and it lemains to detect this beat 
signal widi a step such as in Fig. 12. 622. Case I. 614. is a steady noisy signal which exhibits no periodic 
beating. 125» at step 604 is chosen arbitrarily here, where engineering considerations would determine 
an optimal value, leading to different beat signal frequencies 618. Whereas waiting 4 seconds in diis 
25 example would be quite a while, especially is you would want to detea at least two or diree beats. Fig. 12 
outlines how the basic design of Fig. 1 1 could be repeated and operated upon various delayed versions of 
die ii9ut signal. deUyed by somedung like l/20th of a second, widi 20 paraUel dicuits working in concert 
each on a segment of die audio delayed by 0.05 seconds from dieir neighbon. In diis way. a beat signal 
will show up approximately every l/5di of a second and will look like a travelling wave down die columns 
of beat detection circuits. The existence or absence of diis travelling beat wave triggers die detection flag 
502. Meanwhile, diere would be an audio signal monitor 624 which would ensure diat. for example, at 
least two seconds of audio has been heard before setting die flag valid signal 508. 

Though die audio example was described above, it should be clear to anyone in die an that die 
same type of definition of some repetitive universal noise signal or image could be applied to die many 
35 odier signals, images, picmres. and physical media already discussed. 
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The above case deals only with a single bit plane of infonnacion, i.e., the noise signature signal is 
either there (1) or it isn't (0). For many applications, it would be nice to detect serial number information 
as well, which could then be used for more complex decisions, or for logging information on billing 
sutements or whamot. The same principles as the above would apply, but now there would be N 
5 independent noise signanires as depicted in Fig. 9 instead one single such signature. Typically, one such 
signanire would be the master upon which the mere existence of a copyright maricing is deteaed, and this 
would have generally higher power than the others, and then the other lower power •identification' noise 
signatures would be embedded into audio. Recognition circuits, once having found the existence of the 
primary noise signature, would then step through the other N noise signanires applying the same steps as 
10 described above. Where a beat signal is detected, this indicates the bit value of *r, and where no beat 
signal is detected, this indicates a bit value of '0*. It might be typical that N will equal 32, that way 2" 
number of identificatioa codes are available to any given industry employing this technology. 

Use of this Technoioev When the Length of the Identification Code is 1 

15 The prindples described hereui can obviously be applied in the case where only a single presence 

or absence of an identification signal - a fingerprint if you will — is used to provide confidence that some 
signal or image is copyrighted. The example above of the industry standard noise signature is one case in 
point. We no longer have the added confidence of the coin flip analogy, we no longer have tracking code 
capabilities or basic serial number capabilities, but many applicaiiotis may not require these attributes and 

20 the added simplicity of a single fingerprint might outweigh these other attributes in any event. 

The "Wallpaper* Analogy 

The term "hoLogr^hic" has been used in this disclosure to describe bow an identification code 
nimiber is distributed in a largely integral form throughout an encoded signal or itnage. This also refen to 

25 the idea that any given fragment of the signal or image contains the entire unique identification code 
number. As with physical implementations of holography » there are limitations on how small a fragment 
can become befotc one begins to lose this property, where the resolution limits of the holographic media 
are the main factor in this regard for holography itself. In the case of an uncorrupted distribution signal 
which has used the encoding device of Fig. 5, and which fizrthermore has used our "designed noise** of 

30 above wherein the zero's were randomly changed to a 1 or -1, then the extent of the fragment required is 
merely N contiguous samples in a signal or image raster line, where N is as defined previously being the 
length of our identification code number. This is an informational extreme; practical siniations where 
noise and corruption are operative will require generally one, two or higher orders of magnitude more 
, samples than thisjsimple number N. Those skilled, in the art will recognize that there are many variables 
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involved in pinning down precise sutisucs on the size of the smallest fragment with which an identification 
can be made. 

For mtoiial purposes, the applicant also uses the analogy that the unique identification code 
number is 'waUpapered" across and image (or signal). That is. it is repeated over and over again ail 
throughout an image. This repetition of the ID code number can be regular, as in die use of die encoder 
of Fig. 5, or random itself, where the bits in die ID code 216 of Fig. 6 are not stepped dmmgh in a 
ootmal repetitive fashion but rather are randomly selected on each sample, and the random selection stored 
along widi die value of the output 228 itself, in any event, the informarion carrier of die ID code, the 
individual embedded code signal, does change across die image or signal. Thus as the wallpaper analogy 
summarizes: die ID code repeats itself over and over, but the panems diat each repetition imprints change 
randomly aeeonlingly to a generally unslewhable key. 



Lossy Data Comwession 

As earlier mentioned, applicant's pteferred forms of identification coding widistand lossy data 
15 conn»tes5ion. and subsequent decompression. Such compression is finding increasing use. particularly in 
contexts such as die mass distribution of digitized entenainment piogramnung (movies, etc.). 

While dau encoded according to die disclosed teehniciues can widistand all qrpes of lossy 
con^ression known to applicant, diose expected to be most cotmnercially important are die CCITT G3, 
CCITT G4. JPEG. MPEG and JBIG compression/decompression standards. The CCITT standards are 
widdy used in black-and-white document compression (e.g. facsimile and docomcnt-siorage). JPEG is 
most widely used with stiU images. MPEG is most widely used with moving images. JBIG is a likely 
successor to the CCm standards for use wtdi black-and-white imagery. Such techniques are well known 
to those in die lossy data compression field; a good overview can be found m Pennebaker et al. JPEG. Still 
Image Data Compression Standard. Van Nostrand Reinhold, N.Y., 1993. 

25 

Towanls SteganoBraphY PrWff and die :Use of diis Terfinnl^ov fa Passing More Comolw U^,^ «r 
InfoTTnaTi<|n 

This disclosure concentrates on what above was caUed waUpapering a single identification code 
across an entire signal. This appears to be a desirable feanise for many applications. However, diere are 
odier applications where it mi^t be desirable to pass messages or to embed very long strings of pertinent 
identification information in signals and images. One of many such possible applications would be where a 
given signal or image is meant to be manipulated by several different groups, and that cenain regions of an 
image are reserved for each group's identification and insertion of peninent manipulation information. 

In diese cases, die code. wqkI 216 in Fig. 6 can acmally change in some pre-defined manner as a 
35 function of signal or image position. For example, in an image, die code could change for each and every 
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raster line of the digital image. It might be a 16 bit code word, 216, but each scan line would have a new 
code word, and thus a 480 scan line inuge could pass a 980 (480 x 2 bytes) byte message. A receiver of 
the message would need to have access to either the noise signal stored in memory 214, or would have to 
know the universal code structure of the noise codes if that method of coding was bemg used. To the best 
5 of applicant's knowledge, this is a novel approach to the mamre field of steganography. 

In all three of the foregoing applications of universal codes, it will often be desirable to append a 
short (perhaps 8- or 16-bit) private code, which users would keep in didr own secured places, in addition 
to the univenal code. This affords die user a further modicum of security against potential erasure of the 
ttzuvenai codes by sophisticated pirates. 

10 

A pplicant's Prior Apoiication 

The Detailed Description to this point has simply repeated the disclosure of applicant's prior 
international application. Laid open as PCT publication WO 95/14289. It was reproduced above simply to 
provide context for the disclosure which follows. 

15 

One Master Code Signal As A Dtstinaion From N Independent Embedded Code Signals 

In certain sectioxss of tliis disclosure, perfa^s exemplified in the section on die realtime encoder, 
an economizing step was taken whereby the N ixuiependexu and source-signal-coextensive embedded code 
signals were so designed that the non-zero elements of any given embedded code signal were unique to just 

20 that embedded code signal and no others. Said more carefully, cenain pixels/sample points of a given 
signal were "assigned* to some pre-dctcrmincd m'th bit location in our N-bii identification word. 
Funherznore, and as another basic optimization of inipletzientation. the aggregate of these assigned 
pixels/samples across all N embedded code signals is precisely the extent of the source signal, meaning 
ft«: h and every pixel/sample location in a source signal is assigned one and only one m'th bit place in our 

25 N-bic identification word. (This is not to say, however, that each and every pixel MUST be modified). 
As a matter of sinq^lification we can then talk about a single master code signal (or 'Snowy Image') rather 
f lTi^Ti M independent signals, realizing that pre-defined locations in this master signal correspond to unique 
bit locations in our N-bit identification word. We therefore construct, via this circuitous route, this rather 
simple concept on the single master noise signal. Beyond mere economization and simplification, there are 

30 also performance reasons for this shift, primarily derived from the idea that individual bit places in our 
N-bii identification word are no longer "competing' for the information carrying capacity of a single 
pixel/sample. 

With this single master more clearly understood, we can gain new insights into other sections of 
this disclosure and explore further details within the given^ppiicaiion areas. 

35 



SUBSTfrUTE SHEET (RULE 2B) 



wo 97/43736 PCT/US97/0S351 _ 



41 



More of Determim^iir rinivw ^ai Codes Using the Master Code Cnttreot 

One case in point is to fimher explore the use of Detenninistic Univeisal Codes, labelled as item '2* in 
the sections devoted to universal codes. A given user of this technology may opt for the following variant 
use of the principles of this technology. TTie user in question might be a mass distributor of home videos. 
5 -iHU dearly the principles would exwnd to all other potential users of this technology. Fig. 13 pictotially ' 
represents the steps involved. la the example the user is one "Alien Productions." Tliey first create an 
image canvas which is coextensive to the size of the video frames of their n»vic "Bud's Advenmres." On 
this canvas they print the name of the movie, they place their logo and company name. Funtemotc, diey 
have specific infon3aiio& at the bottom, such as liie distribution lot for the mass copying that they are 
10 cuirenily craaldng out. and as mdicated, they acriiaUy have a unique fc^ thus we 

find the example of a standard image 700 which forms die initial basis for the oeatioa of a master Snowy 
Image (master code signal) which wUl be added into the original movie frame, creating an output 
distributable frame. This image 700 can be eidier blade & white or color. Hie process of mraiag this 
image 700 into a pseudo random master code sigmd is aUuded to by the encryption/scnmbliDg loatine 702. 
15 wherein the original image 700 is passed through any of dozens of wdl known serambliiig methods. TTie ' 
depiction of the number •28' aUudes to the idea that there can aaually be a library of scrambling mediods. 
and the particular method used for this particular movie, or even for this particular frame, can change. 
The result is our classic master code signal or Snowy Image. In general, its brighmess values are large 
and II would look very much like the snowy image on a television set mned to a blank chamiel. but dearly 
20 it has been derived ftom an informative image 700. transfoimed through a scrambling 702. (Note: die 
splotcfainess of the example picnue is acniaOy a rather poor depiction; it was a function of the crude tools 
available to the imrentor). 

Tljis Master Snowy Image 704 is Uien the signal which is modulated by our N-bit identification 
word as oudined in other secdons of the disclosure, die resulting modulated signal is dien scaled down in 
25 brighmess to die acceptable perceived noise level, and then added to die original frame to produce die 
distributable frame. 

Tbere are a variety of advantages and feanires diat die mediod depicted in Fig. 13 affords. TTiere 
are also variations of dicme widiin diis ovcraU variation. Qearly, one advantage is diat users can now use 
more intuitive and personalized mediods for stamping and signing dieir work. Provided diat die 

30 enoyption/scnimbling routines. 702. are indeed of a high security and not published or leaked, then even 
if a would-be pirate has knowledge of die logo image 700. diey should not be able to use diis knowledge to 
be able to sleudi die Master Snowy Image 704. and Uius diey should not be able to crack the system, as it 
were. On die other hand, simple encryption routines 702 may open the door for cracking the system. 
Anodier clear advamage of die mediod of Fig. 13 is die abUity to place funhcr information inio. the overall 

35 protective process. Strictly speaking, die information contained In die logo image 700 is not directly 
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carried in the final disoibutabie frame. Said another way, and provided that the eocryptioa/scmnbiing 
routine 702 has a straighcfonvard and known decxypcion/descrambling method which tolerates bit truncation 
errors, it is generally impossible to fully re-create the image 7Q0 based upon having the distributable 
frame, the N-bit idestificaKion code word, the brightness scaling factor used, and the number of the 
5 decryption routine to be used. The reason that an exact recreation of the image 700 is impossible is due to 
the scaling operation itself and the concomitant bit tiuncanon. For the presetu discussion, this whoie issue 
is somewhat acadesnic, however. 

A variation on the theme of Fig. 13 is to actually place the M-bit idcnxiflcaiion code word directly 
into the logo image 700. In some sexise this would be self-referential. Thus when we pull out our stored 
10 logo image 700 it already contains visually what our identification word is, then we apply encryption 
routine M2S to this image, scale it down, then use this version to decode a suspect image using the 
techniques of this disclosure. The N bit word thus found should match the one contained in our logo 
image 700. 

One desirable fcamre of the encryption/scrambling routine 702 might be (but is certainly not 
15 required to be) that even given a small change in die input image 700, such as a single digit change of the 

frame number, there would be a huge visual change in the output scrambled master snowy image 704. 

Likewise, the actual scrambling routine may change as a function of frame numbers, or certain "seed* 

munbers typically used within pseudo-randomizing functions could change as a function of frame number. 

All manner of variations are thus possible, all helping to maintain high levels of security. Eventually. 
20 engineering optimization considerations will begin to investigate the relationship between some of these 

randomizing methods, and how they all relate to maintaining acceptable signal strength levels through the 

process of transforming an uncompressed video saeam into a compressed video stream such as with the 

MPEG compression methodologies. 

Another desired feamre of the encryption process 702 is that it should be informationally efficient, 
25 i.e., that given any random input, it should be able to output an essentially spatially uniform noisy image 

with little to no xesiduat spatial patterns beyond pure randomness. Any residual correlated patteros will 

contribute to inefBciency of encoding the N-bit identification word, as well as opening up further tools to 

would-be pirates to break the system. 

Another future of the method of Fig. 13 is that there is more tnmitional appeal to using 
30 recognizable symbols as part of a decoding system, which should dien translate favorably in the essentially 

lay environmem of a cotxnroom. It strengthens the simplicity of the coin flip vernacular mentioned 

elsewhere. Jury members or judges will better relate to an owner's logo as being a piece of the key of 

recognizing a suspea copy as being a knock-off. 

It should also be mentioned that, strialy speaking, the logo image 700 does not need to be 
35 randomized. The steps could equally apply straight to the logo image 700 directly. It is not entirely clear 



SUBSTITUTE SHEET (RULE 26) 



W0 97/4373« 



PCT/US97/08351 - 



43 - 



to the mvcmor what pncdcal goal this might have. A trivial extension of this concept to the case where 
N = I is where, simply and easUy. the logo image 700 is merely added to an original image at a very low 
brighmess level. THe invemor does not presume this trivial case to be at all a novelty. In many way, this 
is similar to the age old issue of subliminal advertising, where the low light level patterns added to an 
image are recognizable to the human eye^rain system and - supposedly - operating on the human brain at 
an unconscious level. By poiming out diese trivial extensions of the current technology, hopefully A« 
can arise ftmher clarity which distinguishes applicant's novel principles in relation to such well known 
prior an techniques. 



20 



10 

3-bit Abridged Alphannm.'pr. roH» Sets and Ctth f^ 

It is desirabie m some applications for die N-bit idemification word to acmally signify names, 
companies, strange words, messages, and the like. Most of this disclosure focuses on using die N-bU 
ideaificaiion wotd merely for high statistical security, indcted tracking codes, and odier mdex based 
15 message carrying. TTie infotmaiion canyiag capadcy of "invisible aigaamies" inside imagery and audio is 
somewhat limited, however, and thus it would be wise to use our N bit, efficiemly if we actually warn to 
*speU out* alphanumeric items in the N-bit identification word. 

One way to do diis is to define, or to use an already existing, reduced bit (e.g. less than 8-bit 
ASOD stamtordized codes for passing alphanumeric messages. This can help to satisfy this need on die 
pan of sot* applications. For example, a simple alphanmneric code could be buil, on a 5-bit index table 
where for example the ietten V JC.Q. and Z are mx included, but the digits 0 through 9 arc included In 
this way. a 100 bit ideaification word could carry with it 20 alphanumeric symbols. Another alternative is 
to use variable bit length codes sud. as the ones used in text compression routines (e.g. Huffman) whereby 
more fxequemly used symbol, have shoner bit length code, and less ftequendy used symbols have longer 
25 bit lengths. 

M9te qn Detectinff and Rrm^ i ym die N-hir Idmificarion Wo^ ». ^ ,..r^ c:^-.,^ 

OassicaUy speaking, die detection of die N-bit identification wotd fiu nicely into the old art of 
deteaing known signals in noise. Noise in this last statement can be interpreted very broadly, even m d« 
point where an unage or audio track itself can be considered noise, relative to the need to detect die 
underiying sigaamre signals. One of many refenmces to diis older an is die book Kassam. Salcem A.. 
•Signal Detection in Non-Gaussian Noise." Springer-Verlag. 1988 (generally available at well stocked 
libraries. e.g. available at die U.S. Library of Congress by catalog number TTC5102.5 .K357 1988. 

. .. _ ..... . _ j!* best of this inventor's cunent understanding, none of die material 



30 
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in this book is direaly applicable to the issue of discovering the polahcy of applicant's embedded signals, 
but die broader principles are indeed applicable. 

In panicuiar, section 1.2 *Basic Concepts of Hypothesis Testing' of Kassam's book lays out the 
basic concept of a binary hypothesis, assigning die value '1* to one hypodiesis and die value *0' to die 

5 — ^>ther hypothesis. The last paragraph of that section is also on point regaxding the earlier-described 
ftPb^fTniint, i.e,. diat the "0* hypodiesis corresponds to *noise only" case, whereas die *r corresponds 
to the presence of a signal in the observations. Applicant's use of true polarity is not like this, however, 
where now the '0* corresponds to the presence of an inverted signal rather than to *noise-only/ Also in 
die present embodiment, the case of 'noise-only* is effectively ignored, and that an identificatton process 

10 will either come up with our N-bit identification word or it will come up widi 'garbage.* 

The continued and inevitable engineering improvement in die detection of embedded code signals 
will undoubtedly borrow heavily from this generic field of known signal detection. A common and 
well-known technique in diis field is die so-called "matched filter," which is incidentally discussed early in 
section 2 of the Kassam book. Nfany basic texts on signal processing include discussions on this method of 

15 signal detectioo. This is also known in some fidds as coirelarion detection. Furthermore, when the phase 
or location of a known signal is known a priori, such as is often the case in applications of this technology, 
then die matched filter can often be reduced to a simple vector dot product between a suspea image and 
the ftm hft ddfd signal associated with an m'th bit plane in our N-bit identification word. This dien 
represents yet another simple "detection algorithm" for taking a suspea image and producing a sequence of 

20 Is and Os with die intenrion of determining if diat series corresponds to a pre-cmbcddcd N-bii identification 
word. In words, and widi reference to Fig. 3, we rxm dirough die process steps up through and including 
die subtracting of die original image from die suspea, but die next step is merely to step dirough all N 
random independent signals and perform a simple vector dot product between dicse signals and die 
difference signal, and if diat dot product is negative, assign a 'O* and if diat dot produa is positive, assign 

25 a • 1/ Careful analysis of diis "one of many" algorithms will show its similarity to die traditional ma t ched 
filter. 

Thete are also some iimrw^^^''^ improvements to the "matched filter" and "correlation-type" diat 
can provide ^ r^*"'^ ability to properiy detect very low level embedded code signals. Some of diese 
improvements are derived from principles set forth in the Kassam book, odiers are generated by die 

30 inventor and die inventor has no knowledge of their being developed in odicr papers or works, but ncidier 
has die inventor done fiilly extensive searching for advanced signal detcaion techniques. One such 
technique is perhaps best exemplified by figure 3.5 in Kassam on page 79, wherein dicre are certain plots 
of die various locally optimum weighting coefficients which can apply to a general dot-product algoridimic 
approach to detection. -In odier words, rather dian.pcrfiDrming a simple dot product, each elemental 

35 multiplication operation in an overall dot product can be weighted based upon known a prion statistical 
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infpnnarion about ±c diffcrtnce signal itself, i.e.. the signal within which the low level known signals are 
being sought. The interested reader who is not already famiUar with these topics is encouraged to read 
chapter 3 of Kassam to gain a fuller understanding. 

One principle which did not seem to be explicitly present in the Kassam book and whicb was 
developed nidimentarily by the inventor involves the exploitation of the magnitudes of the statistical 
properties of the known signal being sought relative to the magninuJe of the statistical properties of the 
suspect signal as a whole. In panicular. the problematic case seems to be where the embedded signals we 
are looking for are of mnch lower level than d,e noise and corruption present on a difference signal Fig 
14 attempts to set the suge for the reasoning behind this approach. TT^ top figure 720 contains a generic 
look at the differences in the histograms between a typical 'problematic" difference signal, i.e.. a 
difference signal which has a much higher overaU energy than the embedded signals that may or may no: 
be within it. -me term "mean-temoved' simply means that the means of both the difference signal and the 
embedded code signal have been removed, a common operation prior to performing a normalized dot 
produa. -me lower figure 722 dien has a gemaaUy simUar histogram plot of the derivatives of the two 
signals, or in the case of an image, the scalar gradients. From pure inspection it can be seen that a simple 
thresholding operation in the derivative transform domain, with a subsequent conversion back imo the 
signal domain, will go a long way toward removing certain imuite biases on the dot product "recognition 
algorithm" of a few paragraphs back, -mresholding here refers to the idea that if the absolute value of a 
difference signal derivative value exceeds some threshold, then it is replaced simply by that threshold 
value. Tbc threshold value can be so chosen to contain most of the histogram of the embedded signal. 

Another operation which can be of minor assistance in "alleviating" some of the bias effects in ihe 
dot product algorithm is the removal of the low order frequencies in the difference signal, i.e.. running the 
difference signal through a high pass filter, where the cutoff frequency for the high pass filter is relatively 
near the origin (or DC) frequency. 

Special Cgnsidenirions fy- pecqn^fflnT F,rt.e4«|^ Corin m. Signal, Whirh H«» o, ^ Cnrr^^, 
Decompressed, of Altemativeiy for Reco«.irin> Pn.h^H ^ cod« Whhin siimal Wl,{.h w« 
Undergone .Some Known ProcK!s Which Tr^ar^^ Non-trnifanr, c^..^.^ 

Long title for a basic concept. Some signal processing operations, such as compressing and 
decompressing an image, as with the JPEG/MPEG formats of imageMdeo compression, create eriot, in 
some given transform domain which have certain correlations and struaure. Using JPEG as an example, 
if a given image is compressed then decompressed at some high compression ratio, and that resulting 
image Is then foorier transformed and compared to the fourier transform of the original uncompressed 
image, a definite pattern is deariy visible. Tl.isj.atteming^is indicativc^f correlated error, i.e. error 
which can be to some extent quamified and predicted, "me prediction of the grosser propenies of this 
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correlated error can then be ased to advantage in the hcrciofore -disclosed tncthods of recognizing the 
embedded code signals within some suspect image which may have undergone either JPEG compression or 
any other operation which leaves these telltale correlated error signamres. The basic idea is that in areas 
where there are known higher levels of error, the value of the recognition methods is diminished relative to 
the areas with known lower levels of correlated errors. It is often possible to quantify the expected levels 
of error and use this quantification to appropriately weight the retransformed signal values. Using JPEG 
compression again as an example, a suspect signal can be fourier transformed, and the fourier space 
representation may clearly show the telltale box grid panem. The fourier space signal can then be 
"spatially filtered* near the grid points, and this filtered representation can then be transformed back into 
its regular time or space doooain to then be run through the recognition methods presented in this 
disciostur. Likewise, any signal processing method which creates non-uniform error sources can be 
transformed into the domain in which these error sources arc non-uniform, the values at the high points of 
the error sources can be attenuated, and the thusiy "filtered" signal can be transformed back into the 
time/space domain for standard recognition. Often this whole process will include the lengthy and arduous 
step of "characterizing* the typical correlated error behavior in order to 'design* the appropriate filtering 
profiles. 

"5fTnNATtmF rODSS* and ■'TNVTSIBLE SIGNATURES* 

Briefly and for the sake of clarity, the phrases and terms "signamres,* "invisible signatures,* and 
"signanire codes" have been and will continue to be used to refer to the general techniques of this 
technology and often refer spedficaUy to the composite embedded code signal as defined early on in this 
disclosure. 

MORE DETAILS ON HMBEDPTNG SIGNATURE CODES INTO MO TION PICTURES 

Just as there is a distiaction made between the JPEG standards for compressing still images and 
the MPEG standards for compressed motion images, so loo should there be disiinaions made between 
placing invisible signamres into stiU images and placmg signamres into motion images. As with the 
JPEG/MPEG distinction, it is not a matter of different foundations, it is the faa that with motion images a 
new dimension of engineering optimization opens up by the inclusion of lime as a parameter. Any 
textbook dealing widi MPEG wUl surely contain a section on how MPEG is (generally) not merely 
applying JPEG on a frame by frame basis. It will be the same with the application of the principles of this 
technology: generally speaking, ihe placement of invisible signamres into motion image sequences will not 
be simply independently placing invisible signamres into one frame after the next. A variety of timc-bascd 
considerations come into play, some dealing with the psychophysics of motion image perception^ others 
driven by simple cost engineering considerations. 
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One embodifflcnc acmally uses the MPEG coinpressioa siaadard as a piece of a solution. Other 
motioa image coaxpression schemes could equally well be used, be they already invented or yet to be 
invented. This example also utilizes the scrambled logo image approach to generating the master snowy 
image as depicted in Fig. 13 and discussed in the disclotsure. 
5 A "compressed master snowy image" is independently rendered as depicted in Fig. 15. 

"Rendered" refers to the gexxerally well known technique in video, movie and animadon production 
whereby an image or sequence of images is created by constructive techniques such as computer 
instructions or the drawing of animanon cells by hand. Thus, "to render" a signamre movie in this 
example is essentially to let either a coioputer create it as a digital file or to design some custom digital 

10 electronic circuitry to create it. 

The overall goal of die procedure outlined in Fig. 15 is to apply the invisible signatures to the 
original movie 762 in such a way diat the signanues do not degrade the commercial value of the movie, 
memorialized by the side-by-side viewing, 768, AND in such a way that the signature optimally survives 
through die MPEG compression and decompression pn3cess. As noted earlier, the use of the MPEG 

15 process in particular is an example of the g eneric process of compression. Also it should be noted that the 
example presented here has definite room for engineering variadons. In particular, those practiced in the 
an of motion picture compression will appreciate the fact if we stan out wtdi two video streams A and B, 
and we compress A and B sqsarateiy and combine their results, then the resultant video stream C will not 
generally be the same as if we pre-added the video streams A and B and compressed this resultant. Thus 

20 we have in general, e.g.: 

MPEG(A) + MPEG(B) =\= MPEG(A+B) 

where s\ss is not equal to. Tins is somewhat an abstraa notion to introduce at this point in die disclosure 
25 and will become more dear as Fig. 15 is discussed. The general idea, however, is thai there will be a 
variety of algebras diat can be used to optimize dxe pass-dirough of "invisible" signanires dirough - 
compression procedures. Qearly, die same principles as depicted in Fig. 15 also work on still images and 
die JPEG or any other still image compression standard. 

Turning now to the details of Fig. 15, we begin with the simple stepping through of aU Z frames 
30 of a movie or video. For a two hour movie played at 30 frames per second, Z turns out to be 

(30*2*60*60) or 216,000, The inner loop of 700, 702 and 704 merely mimics Fig. 13 *s steps. The logo 
frame opdonally can change during the stepping through frames. The two arrows etnaxuting from the box 
704 represent both the continuation of the loop 750 and the depositing of output frames into the rendered 
master Snowy Image 752. 
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To take a brief but potentially appropriate digression at this point, tlie use of the concept of a 
Markov process brings cextain darity to the discussion of optimizing the engineering iznpiemeniation of the 
methods of Fig. 15. Briefly, a Markov process is one in which a sequence of events takes place and in 
general there is do metnory oetween one step in the sequence and the next. In the context of Fig. IS and a 
S sequence of images, a Markovian sequence of images would be one in which there is no apparent or 
appreciable correlation between a given frame and the next. Imagine taking the set of all movies ever 
produced, stepping one frame at a time and selecting a random frame from a random movie to be inserted 
into an output movie, and then stepping through, say. one minute or 1800 of these frames. The resulting 
movie" would be a fine example of a Markovian movie. One point of this discussion is thai depending on 

10 how the logo frames arc rendered and depending on how the encryption/scrambling step 702 is performed, 
the Master Snowy Movie 752 will exhibit some generally quantifiable degree of Markovian characteristics. 
The point of this point is that the cocopression procedure itself will be affected by this degree of Markovian 
nature and thus needs to be accounted for in designing the process of Fig. 15. Likewise, and only in 
general, even if a fully Markovian movie is created in the High Brightness Master Snowy Movie, 752, 

15 then the processing of compressing and decompressing that movie 752, represented as the MPEG box 754, 
will break down some of the Markovian nature of 752 and create at least a marginally non-Markovian 
compressed master Snowy Movie 756. This point will be utilized when the disclosure briefly discusses the 
idea of using nmltiple frames of a video stream m order to find a single N-bit identification word, that is, 
the " F^™ N*bit idennfication word may be en^edded into several frames of a movie, and it is quite 

20 reasonable to use the informauon derived from those mtiltiple frames to find that single N-bit identification 
word. The non-Markovtan nature of 756 thus adds certain tools to reading and recognizing the invisible 
signatures. Enough of this tangent. 

With the intent of pre<onditioning the ultimately utilized Master Snowy Movie 756, we now send 
the rendered High Brighmess Master Snowy Movie 752 through both the MPEG compression AND 

25 decotnpression procedure 754. With the caveat previously discussed where it is acknowledged that the 
MPEG compression process is generally not distributive, the idea of the step 754 is xb crudely segregate 
the initially rendered Snowy Movie 752 into two components, the componem which survives the 
cotDpression process 754 which b 756, and the componem which does not survive, also crudely estimated 
using the difference operation 758 to produce the "Cheap Master Snowy Movie* 760. The reason use is 

30 made of the deliberateiy loose term "Oieap* is that we can later add diis signature signal as well to a 
distributable movie, knowing that it probably won't survive common compression processes but that 
nevertheless it can provide *cheap' extra signature signal energy for applications or simations which will 
never experience compression. {Thus it is at least noted in Fig. 15]. Back to Fig. 15 proper, we now 
have a rough cut at signatures which we know have a higher likelihood of surviving intact through the 

35 compression process, and we use this "Compressed Master Snowy Movie* 756 to then go through this 
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procedure of being scaled down 764. added to the original movie 766. producing a candidate di^tribuuble 
move 770, then compared to the original movie (768) to ensure that it meets whatever commercially 
viable criteria which have been sc. up (i.e. the acceptable perceived noise level). arrow from the 
side-by-side step 768 back to the scale down step 764 corresponds quite directly to the "experimeat 
visually...- step of Fig. 2, and the gain control 226 of Fig. 6. W praoiced in the an of image and 
audio information theory can recognize that the whole of Rg. 15 can be summarized as attemptiag to 
pre^ndition the invisible signamre signals in such a way that they are better able to withstand even quite 
appreciable compression. To rriterae a previously mentioned item as well, this idea equally applies to 
ANY such pre-identifiable process to which an image, and image sequence, or audio track might be 
subjected. This clearly includes die JPEG process on stiU images. 

Additional Elements of the Real time Encnrii-r ri^...^ 

rt Should be noted that the method steps represeatedm Fig. 15. generally following from box 750 
up dm^ugh ttc creation of die compressed master snowy movie 756. could with certain modification be 
unplemented in hardware. In particular, the overall analog noise source 206 la Fig. 6 could be replaced 
by such a hardware circuit. Likewise the steps and associated procedutes depicted in Fig. 13 could be 
unplememed in hardware and replace the analog noise source 206. 

Recognition based on more tha n one frame- non-Marlrnvian signanin>. 

AS noted in the digression on Markov and noa-Markov sequences of images, it is pointed out once 
again that in such circmnstances where the embedded invisible signamre signals are non-Markovian in 
nature, i.e.. that there is «)me correlation between the master snowy image of one frame to that of the 
next. AND furthermore du.t a single N-bit ideaification wotd is used across a range of frames and that the 
sequence of N-bit idemification words associated widi the sequence of frames is not Markovian in namre 
then it is possible to utilize the data from several frames of a movie or video in order to recognize a single 
N-b« identification word. All of this is a fancy way of saying that the p,«ess of recognizing the invisible 
stgnarures should use as much information as is available, in this case translating co multiple frames of a 
motion usage sequence. 

30 HEADER VFfilFlCATTQN 

The concept of the 'header' on a digital image or audio file is a well established practice in the 
art. TTie top of Kg. 16 has a simplified look at the concept of the header, wherein a data file begins wid, 
generally a comprehensive set of information about die file as a whole, often including information about 
Who die author or copyright holder of the data is, if diere is a copyright holder at all. TTiis header 800 is 
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then typically followed by the dau itself 802, such as an audio stream, a digital image, a video stream, or 
compressed versions of any of these items. This is all exceedingly icnown and common in the industry. 

One way in which the principles of this technology can be employed in the service of informaiion 
integrity is genericaily deptaed in the lower diagram of Fig. 16. In general, the N-bic identification word 
S can be used to essentially 'wallpaper' a given simple message throughout an image (as depicted) or audio 
data stream* thereby reinforcing some message already contained in a traditional header. This is referred 
to as 'header verification* in the title of this section. The thinking here is that less sophisticated would-be 
pirates and abusers can alter the information content of header information, and the cnore secure techniques 
of this technology can thus be used as checks on the veracity of header information. Provided that the 
10 code message, such as "joe's image* in the h e ad e r, matches the repeated message throughout an image, 
Chen a user obtaining the image can have some higher degree of confidence that no alteration of the header 
has taken place. 

Likewise, the header can actually carry the N-bit identification word so diat the fact diat a given 
data set has been coded via the methods of this technology can be highlighted and the verification code 
IS built right into the header. Nantraily, this data file format has not been created yet since the principles of 
this technology are currently not being employed. 

THE "BQDIER*: THE ABILITY TO LARGELY REPLACE A HEADER 

Although all of the possible applications of the following aspect of applicant's technology are not 
20 fully developed, it is nevertheless presented as a design alternative that may be tmponant some day. The 
title of this section contains the silly phrase used to describe this possibility: the "bodier.* 

Whereas the previous section outlined how the N-bit identification word cotdd 'verify* 
information contained within the header of a digital file, there is also the prospect that these methods could 
completely replace the very concept of the header and place the information which is traditionally stored in 
25 the header direcdy into the digital signal and empirical data itself. 

This could be as simple as standardizing on, purely for example, a 96-bit (12 bytes) leader string 
on an otherwise entirely empirical data stream. This leader string would plain and simple contain the 
numeric length, in elemental data units, of the entire dau file not including the leader string, and die 
number of bits of depdi of a single data element (e.g. its number of grey levels or the number of discrete 
30 signal levels of an audio signal). From there, universal codes as described in this specification would be 
used to read the N-bit identification word wrinen directly within the empirical data. The length of the 
empirical dau would need to be long enough to contain the full N bits. The N-bit word would effectively 
transmit what would otherwise be contained in a traditional header. 

Fig. 17 depicts such a dau format and calls it the "utiiversai empirical dau format." The leader 
35 siring 820 is comprised of the 64 bit string length 822 and the 32 bit data word size 824. The data stream 
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826 then immediately follows, and the information traditionally cotuaincd in the header but now contained 
directly in the data stream is reprcseated as the anached dotted line 828. Another term used for this 
attached informaaon is a "shadow channel' as also depicted in Fig. 17. 

Yet another element that may need to be included in the leader string is some sort of complex 
check sum bits which can verify that the whole of the dau file is intact and unaltered. This is no. included 
in Fig. 17. 

MORE ON PrSTRIBUTED UNIVgRSAi. rnn c SYSTPMS nvNAMTr ^nr^Bc 

One intriguing variation on the theme of universal codes is the possibUity of die N-bit 
idendfieation word actuaUy containing instructions which vary the operations of die universal code-system 
itself. One of many examples is immediately in orden a dau transmission is begun wherein a given block 
of audio data is fully oansmincd. an N-bi. identification word is read knowing dm d« first block of data 
used universal codes .145 out of a set of 500. say. and diat pan of die N-bit identification word dtus found 
« the mstructions diar die next block of data should be "analyzed" using die universal code set #411 rather 
dianms. I°s™^. this technology can dius be used as a mediod for changing on die fly die actual 
decoding insouetioas diemselves. Also in genend. dus ability to uiUize "dynamic codes" should gready 
increase die «,phisucation level of die data verification procedures and increase die economic viability of 
systems which are prone to less sophisticated diwaning by hackers and would-be pirates. The inventor 
does not believe dm die concept of dynamically changing decoding/decrypting instructions is novel per sc 
but die carrying of d»se instructions on die "shadow channel" of empirical data does appear to be novel to 
die best of die inventor's understanding. [Shadow chamiel was previously defined as yet anodier 
vernacular phrase encapsulating die more steganognphic proper elements of diis technology). 

A variant on die dieme of dynamic codes is die use of universal codes on systems which have a 
prion assigned knowledge of which codes to use when. One way to summarize diis possibUity is dui idea 
of "die daily password. " TTie password in diis example represems knowledge of which set of universal 
codes is cartendy operative, and diese change depending on some set of application-specific circumstances. 
Ptesumably many applications would be continually updating die universal codes to ones which had never 
before been used, which is often die case widi die traditional concept of die daily password. Pan of a 
cmiendy transmitted N-bit idemification word could be die passing on of die next day's password, for 
example. Though time might be die most common trigger events for die changing of passwords, diere 
could be event based triggexs as well. 

SYMM^IC PATTHWS AND NOT.SE PATTTPM.^- mwARn a gnpncT uNTVFR5!Ar rnn.Mr. 

5I51SM 
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The placement of idencificaiion patterns into images is certainly not new. Logos stamped into 
comers of images, subtle panems such as true signanues or the wallpapering of the copyright circie-C 
symbol, and the watermark proper are all examples of placing patterns into images in order to signify 
ownership or to try to prevent illicit uses of the creative material. 
S What does appear to be novel is the approach of placing independent "carrier** patterns, which 

themselves are capable of being modulated with certain information, directly into images and audio for the 
purposes of transmission and discernment of said information, while effectively being imperceptible and/or 
unintelligible to a perceiving human. Steganographic sohxtions oxTTcnily known eo the inventor all place 
this information "direcdy* into empirical data (possibly first encrypted, then directly), whereas the methods 

10 of this disclosure posit the creation of these (most^ften) coextensive carrier signals, the modulation of 
those earner signals with the information proper, THEN the direct application to the empirical data. 

In extending these concepts one step further into the application arena of universal code systems, 
where a sending site transmits empirical data with a certain universal coding scheme employed and a 
receiving site analyzes said empirical data using the universal coding scheme, it would be advantageous to 

15 take a closer look at the engineering considerations of such a system designed for the transmission of 
images or motion images^ as opposed to audio. Said more ciearty, the same type of analysis of a specific 
impletnentation such as is contained in Fig. 9 and its accompanying discussion on the universal codes in 
audio applications should as well be done on imagery (or two dimensional signals). This section is such an 
analysis and outline of a specific implementation of universal codes and it attempts to anticipate various 

20 hurdles that such a method should clear. 

The unifying theme of one implementation of a universal coding system for imagery and motion 
iii;agcry is •sytnmetry.* The idea driving this couldn't be more simple: a prophylactic against the use of 
image rotation as a means for less sophisticated pirates to bypass any given universal coding system. The 
guiding principle is that the univexsal coding system should easily be read no matter what rotational 

25 orientation the stibjea imagery is in. These issues are quite common in die fields of optical character 
recognition and object recognition, and these fields should be consulted for further tools and tricks in 
furthering the engineering implementation of this technology. As usual, an immediate example is in order. 

Digital Video And Internet Company XYZ has developed a delivery system of its produa which 
relies on a non-symmetric universal codmg which doi^le checks incoming video to see if the mdividual 

30 fames of video itself, the visual data, contain XYZ's own relatively high security internal signature codes 
using the methods of this technology. This works well and fine for many delivery situations, including 
their Internet tollgate which does not pass any material unless both the header information is verified AND 
the in-frame universal codes are found. However, another piece of their commercial network performs 
mundane routine monitoring on Internet channels to look for unauthorized transmission of their proprietary 

35 creative property. They control the encryption procedures used, thus it is no problem for them to 
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uncncrypt creative propcny, including headers, and perform straightforwaid checks. A pirate group that 
wants to traffic naierial on XYZ's network has detennined how lo modify the securiry feanircs in XYZ's 
header infonnaiion system, and they have furthennore discovered that by simply rotating imagery by lO or 
20 degrees, and transmining it over XYZ's network, the network doesn't recognize the codes and merefore 
5 — does not flag Ulicit uses of dieir material, and the receiver of the pirate's rotated material simply unroiates 
it. 

Summarizing this last example via logical categories, the non-symmetric universal codes are quite 
acceptable for the 'enablement of audiorized action based on the finding of the codes, ' whereas it can be 
somewhat easUy by-passed in the case of "random monitoring (policing) for die presence of codes." [Bear 
iO in mind that the non-symmetric universal codes may very well catch 90% of illicit uses. i.e. 90% of the 
illicit users wouldn't bother even going to the simple by-pass of rotarion-J To address this latter category, 
the use of quasi-rotationaUy symmetric universal codes is called for. •Quasi" derives from the age old 
squaring the circle issue, in this instance translating into not quite being able to represent a full 
incrementally rotational symmetric 2-0 object on a square grid of pixels. Furthermore, basic 
15 considerations must be made for scale/magnification changes of die universal codes. It is understood diat 
the monitoring process must be performed when the monitored visual material is in the "perceptual" 
domain, i.e. when it has been unencrypted or unscrambled and in the form with which it is (or would be) 
presented to a human viewer. Would-be pirates could anempt to use other simple visual scrambling and 
unscrambling techniques, and tools could be developed to monitor for these telltale scrambled signals. 
20 Said anodier way. would-be pirates would then look to transform visual material out of the perceptual 
domain, pass by a monitoring point, and then transform the material back into the perceptual domain: 
tools other than the monitoring for universal codes would need to be used in such scenarios. The 
monitoring discussed here therefore applies to applications where monitoring can be performed in die 
perceptual domain, such as ,whea it is acnially sent to viewing equipment. 
25 The 'ring' is the only fiili rotacionally symmetric two dimensional objea. The "disk" can be seen 

as a sinople finite series of concentric and perfectly abutted rings having width along dxeir radial axis. 
Thus, the •ring" needs to be the starting point from which a more robust universal code standard for 
images is found. The ring also will fit nicely into the issue of scale/magnificarion changes, where tht 
radius of a ring is a single parameter to keep track of and account for. Another property of die ring is dial 
30 even die case where differential scale changes are made to different spatial axes in an image, and die ring 
turns into an oval, many of the smoodi and quasi-symmetric propcnies that any automated monitoring 
system will be looking for are generally maintained. Likewise, appreciable geometric distonion of any 
image will clearly diston rings but dicy can stUl maintain gross symmetric properties. Hopefully, more 
pedestrian methods such as simply "viewing' imagery wiU be able to detect attempted illicit piracy in dicsc 
35 regards, especially when such lengdis are taken to by-pass die universal coding system. 
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Rings ro Knots 

Having discovered the ring as the only ideal symmetric partem upon whose foundatioa a full 
rotationaily robust univcnai coding system can be buUi, we must turn this basic partem into something 
ftmciional. something which can carry information, can be read by computers and other instmmcntation, 
5 can survive simple transformations and corruptions, and can give rise to reasonably high levels of securiry 
(probably not unbrealcable. as the section on universal codes explained) in order to keep the economics of 
subversion as a simple incremental cost item. 

One embodiment of the "ring-based" universal codes is what the inventor refers to as 'fcaoi 
patterns" or simply "taiois," in deference to woven Celtic knot patterns which were later refined and 
10 exalted in the works of Leonardo Da Vmci (e.g. Mpna Lisa, or his knot engravings). Some rumors have 
it chat diiese drawings of knots were indeed steganographic in nature, i.e. conveying messages and 
signanires; aU the more appropriate. Figs. 18 and 19 explore some of the fundamental properties of these 
knots. 

Two simple examples of knot patterns arc depicted by the supra-radial knots, 850 and the radial 
knots '852. The names of these types are based on the central symmetry point of the splayed rings and 
whether the constiment rings intcncct this point, are ftilly outside it, or in the case of sub-radial knots the 
central point would be inside a constituem circle. The examples of 850 and 852 clearly show a 
symmetrical arrangement of 8 rings or cirdes. •Rings" is the more appropriate term, as discussed above, 
in that this term explicitly acknowledges the width of the rings along the radial axis of the ring. It is each 
20 of the individual rings in the knot panems 850 and 852 which will be the carrier signal for a single 

associated bit plane in our N-bit identification word. Thus, the knot panems 850 and 852 each are an 8-bit 
carrier of information. Specifically, assuming now that the knot patterns 850 and 852 are luminous rings 
on a black background, then the "addition" of a luminous ring to an independent source image could 
represent a "1" and the "subtraction* of a luminous ring from an independent source image could represent 
25 a "0." The application of this simple encoding scheme could then be replicated over and over as in Fig. 
19 and its mosaic of knot patterns, with the ultimate step of adding a scaled down version of this encoded 
(modulated) knot mosaic directly and coextcnsiveiy to the original image, with the resultant being the 
distributable image which has been encoded via this universal symmetric coding method. It remains to 
communicate to a decoding system which ring is the least significant bit in our N-bi: identification word 
30 and which is the most significant. One such method is to make a slightly ascending scale of radii values 
(of the individual rings) from the LSB to the MSB. Another is to merely make the MSB, say, 10% larger 
radius than all the others and to pre-assign counterclockwise as the order with which the remaining bits fall 
out. Yet another is to put some simple hash mark inside one and only one circle. In other words, there 
are a variety of ways, with which, the bit order of the xings>can be encoded in these knot panems. 
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A procedure for. fint. checking for the mere existence of these knot patterns and. second, for 
..reading of the N-bit identification word, is as foUows. A suspea image is first fourier transformed via die 
extremely common 2D FFT computer procedure. Assuming that we don't know the exact scale of the 
knot pauems. i.e.. we doo t know the radius of an elemental ring of d:e knot pattern in the unit, of pixels 
and thai we don't know the exaa rotational state of a knot pattern, we merely inspect (via basic a«,mated 
paoem recognition methods) the resulting magnimde of the Fourier transform of the original image for 
telltale ripple patttms (com:e«ric low amplitude sinusoidal rings on top of the spatial frequency pn,fae of 
a source image). TTie periodicity of dtese rings, along widi the spacing of die rings, will inform us that 
the universal knot patterns are or are not likely present, and their scale in pixels. Classical small signal 
detection methods can be applied to this problem just as they can to die odier deteaion mediodologies of 
this disdoswe. Common spatial filtering can dien be applied to die fourier tnmsfonned suspea image, 
where the spatial filter to be used would pass aU spatial fretjuendes which are on die crests of die 
concentric circles and block all odier spatial frequencies. The resulting filtered image would be fourier 
transformed out of die spatial frequency domain back into die image space domain, and almost by visual 
inspection die inversion or non-inversion of die Imninous rings could be detected, along widi Identification 
of die MSB or LSB ring, and die (in diis case 8) N-bit identification code word could be found. Qearly. a 
pattern recognition procedure could perform diis decodmg step as well. > 

TTie preceding discussion and die mediod it describes has certain practical disadvantages and 
shortcomings which will now be discu«ed and improved upon. TTie basic mediod was presented in a 
simple-minded feshitm m order to communicate die basic principles involved. 

Let's emmienue a few of die piacdcal difficulties of die above described univenal coding system 
using die knot pam:ms. For one (1). die ring patterns are somewhat inefficient in dieir 'covering- of die 
fuU image space and in using aU of die information carrying capacity of an image extent. Second (2). die 
ring pattens diemselves wiU almost need to be more visible to die eye if diey are applied, say. in a 
straightforward additive way to an 8-bit black and white image. Next (3). die V rings of Fig. 18. 850 
and 852. is a rather low number, and moreover, diere is a 22 and one half degree rotation which could be 
appUed to die figures which die recognition mediods would need to contend widi P60 divided by 8 divided 
by 2). Next <4). strict overiapping of rings would produce highly condensed areas where die added and 
subtracted brightness could become quite appreciable. Next (5). the 2D FFT routine used in die decoding 
is notoriouriy computaiionaUy cmabersooe as well as some of die pattern recognition mediods alluded to. 
FinaUy (6). diough diis heretofore described form of universal coding does not pretend to have ultra-high 
security in die classical sense of top security communications systems, it would neverdieless be 
advamageous to add cenain security feamres which would be inexpensive to implement in hardware and 
software systems which at die same time would, increase die cost of would-be pirates anempting to diwan 
die system, and increase die necessary sophistication level of diose pirates, to die point diat a would-be 
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pirate would have to go so far out of their way to thwan the system that willfulness would be easily 
proven and hopefully subjea to stiff criminal liability and penalty (such as the creation and distribution of 
tools which strip creative property of these knot paitera codes). 

All of these itenss can be addressed and should continue lo be refined upon in any engineering 
5 implementation of the principles of the technology. This disclosure addresses these items with reference to 
the following embodiments. 

Beginning with item number 3, that there are only 8 rings represented in Fig. IS is simply 
remedied by increasing the number of rings. The number of rings that any given application will utilize is 
clearly a funcnon of the applicaiion. The trade-of£5 include but are not limited to: on the side which 

10 argues to limit the number of rings utilized, there will ultimately be more signal energy per ring (per 
visibilicy) if there are less rings; the hngs will be less crowded so that there discernment via automated 
recognition methods will be facilitated: and in general since they are less crowded* the full knot pattern can 
be contained using a smaller overall pixel extent, e.g. a 30 pixel diameter region of image rather than a 
IQO pixel diameter region. The arguments to increase the number of rings include: the desire to transmit 

15 more infonnatioou sixch as ascii information, serial numbers, access codes, allowed use codes and index 
numbers, history information, etc.: another key advantage of having more rings is that the rotation of the 
knot panem back into itself is reduced, thereby allowing the recognition methods to deal with a smaller 
range of rotation angles (e.g., 64 rings will have a maximum rotational displacement of just under 3 
degrees, i.e. maximally dissimilar to its original paaem. where a rotation of about 5 and one half degrees 

20 brings the knot pattern back into its initial alignment; the need to distinguish the MSB/LSB and the bit 
plane order b bener seen in this example as well). It is anticipated that most practical applications will 
choose between 16 and 128 rings, corresponding to N" 16 to 128 for the choice of the number of bits 
in the N-bit identification code word. The range of this choice would somewhat correlate to the overall 
radius, m pixels, allotted to an elemental knot panem such as 850 or 852. 

25 Addressing the pracdcal difficulty item munber 4, that of the condensation of rings panems at 

some points in die image and lack of ting patterns in others (which is very sixnilar. but still distinct from, 
item 1, die inefficieni covering), die following improvement can be applied. Fig. 18 shows an example of 
a key feature of a 'knot' (as opposed to a panem of rings) in that where patterns would supposedly 
intersect, a virtual third dimension is posited whereby one strand of die knot takes precedence over another 

30 strand in some predefmed way; see item 854. In the terms of imagery, the brighmess or dimness of a 

given intersection point in die knot patterns would be "assigned" to one and only one strand, even in areas 
where more dian two strands overlap. The idea here is then extended, 864, to how rules about diis 
assignment should be carried out in some rotationaily symmetric manner. For example, a rule would be 
that, travelling clockwise, an incoming strand to a loop would be "behind* an outgoing strand. Clearly . 

35 dietc are a muliimde of variations which could be applied to these rales, many which would critically 
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depend on the geomerry of the knot panems chosen. Other issues involved will probably be that the finite 
width, and moreover the brightness profile of the width along the normal axis to the direction of a stnmd. 
will all play a role in the rules of brightness assignment to any given pixel underlying the knot paitems. 

A major improvement to the nominal knot pmem system previously described directly addresses 
practical difficulties (1), the inefficient covering. (2) the unwarned visibility of the rings, and (6) the need 
for higher levels of security. This improvement also indirectly address item (4) the overlapping issue, 
which has been discussed in die last paiagiapb. This major improvemem is the following: just prior to die 
step where the mosaic of the encoded knot pattern is added to an original image to produce a distributable 
image, die mosaic of encoded knot patterns, 866, is spatially fUtered (using common 2D FFT techniques) 
by a standardized and (generaUy smoothly) ramtom phase-cnly spadal filter. It is very important to note 
that this phase-only fUter is itself fiiUy rotationaUy symmetric widiin die spatial ftequency domain. i.e. its 
fUtering effects are ftiUy rotaiionally symmetric. The effect of diis phase-only filter on an individual 
luminous ring is to transform it into a smoodily varying paaem of concentric rings, not totally dissimilar to 
the panem on water several instances after a pebble is dropped in. only diar die wave patterns are 
15 somewhat random in die case of diis phase-only fflter radier dian die uniform periodicity of a pebble wave 
pattern. Rg. 20 anempts to give a rough (i.e. non-gicyscale) depiction of Oiese phase-only fdtcred ring 
patterns. The top figure of Fig. 20 is a cross section of a typical brightness contour/profile 874 of one of 
diese phase-only Htered ring panetns. Referenced in die figure is die nominal locaaon of die pre-filtered 
outer ring center. 870. Tie center of an indivkbial ring, 872. is referenced as die point around which die 
20 brightness profile is rotated in order to fuUy describe die two dimensional brightness distribmion of one of 
diese filtered pattens. Yet anodier rough atteoqx to communicate die characteristics of die filtered ring is 
depicted as 876. a crude greyscale image of die filtered ring. TTiis phase-only fdtered ring. 876 wiU can 
be referred to as a random ripple pattern. 

Not depicted in Fig. 20 is die composite effects of phase-only filtering on die knot patterns of Fig. 
25 18. or on die mosaic of knot patterns 866 in Fig. 19. Each of die individual rings in die knot panetns 850 
or 852 will give rise to a 2D brightness pattern of die type 876. and togedier diey form a radier 
compUcated brightness pattern. Realizing dial die encoding of die rings is done by making it luminous (I) 
or -anti-luminous" (0). the resulting phase-only filtered knot panetns begin to take on subtle characteristics 
which no longer mke direct sense to the human eye, but which are snU readily discemable to a computer 
30 especially after die phase-only filtering is inveise filtered reproducing die original rings paacms. 

Renuning now to Fig. 19. we can imagine diat an 8-bit identification word has been encoded on 
die knot patterns and die taut patterns pfaase-only filtered. The resulting brighmess distribution would be a 
rich tapestry of overiapping wave panetns which would have a certain beauty, but would not be readUy 
inteUigible to die eye/brain. [An exception to diis might draw from die lore of die Soudi Pacific Island 
communities, where it is said diat sea travellers have learned die subtle an of reading small and multiply 
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complcjc ocean wave patterns* generated by diffracted and reflected ocean waves off of intervening islands, 
as a primary navigational tool.] For want of a better term, the resulting mosaic of filtered knot patterns 
(derived from 866) can be called the encoded knot tapestry or just the knot tapestry. Some basic 
properties of this knot tapestry arc that it retains the basic rotational symmetry of its generator mosaic, it is 
5 generally unintelligible to the eye/brain, thus raising it a notch on the sophistication level of reverse 

engineering, it is more efficient at using the available information content of a grid of pixels (more on this 
in the next section), and if the basic knot concepts 854 and 864 are utilized, it will not give rise to local 
*lioc spots" where the signal level becomes unduly condensed and hence objeaionably visible to a viewer. 
The basic decoding process previously described would now need the additional step of inverse 

10 filtering the phase-only Hlter used in the encoding process. This inverse filtering is quite well known in 
the image processing industry. Provided that the scale of the knot patterns are known a priori, the inverse 
filtering is straightforward, if on the other hand the scale of the knot patterns is not known, then an 
additional step of discovering this scale is in order. One such method of discovering die scale of the knot 
panems is to iterariveiy apply the inverse phase-only filter to variously scaled version of an image being 

15 decoded, searching for which scale-version begins to exhibit noticeable knot paneming. A common search 
algorithm such as the simplex method could be used in order to accurately discover the scale of the 
panems. The field of object recognition should also be consulted, under the general topic of 
unknown-scale object detection. 

An additional point about the efficiency with which tiie knot tapestry covers the ixnage pixel grid 

20 is in order. Most applications of the knot tapestry method of universal image coding will posit the 
application of the fully encoded tapestry (i.e. the tapestry which has die K-bit idenufication word 
embedded) at a relative low brightness level into the source image. In real terms, the brightness scale of 
the encoded tapestry will vary firom, for example, -5 grey scale values to 5 grey scale values in a typical 
256 grey scale image, where die preponderance of values will be within -2 and 2. This brings up the 

25 purely practical matter thai the knot tapestry will be subjea to appreciable bit truncation error. Put as an 
example, imagine a constiuaed knot tapestry nicely utilizing a full 256 grey level image, then scaling diis 
down by a factor of 20 in brighmess including the bit truncation step, then rcscaling this truncated version 
back up in brighmess by the same factor of 20, then inverse pfaase-oniy filtering the resultant. The 
resulting knot pattern mosaic will be a noticeably degraded version of die origioal knot pattern mosaic. 

30 The point of bringing all of this up is die following: it will be a simply defined, but indeed challenging, 
engineering task to select die various free parameters of design in die implementation of die knot tapestry 
method, die end goal being to pass a maximum amount of information about die N-bit idendfication word 
vdthin some pre-defined visibility tolerance of die knot tapestry. The free parameters include but would 
not be fully limited to:, the radius .of the elemental ring in. pixels, N or the number of rings, the distance in 

35 pixels from the center of a knot pattern to the center of an elemental ring, the packing criteria and 
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distances of one knot pattern with the othen. the rules for strand weaving, and die fonns and types of 
phase-only filtcn to be used on the knot mosaics. It would be desirable to feed such parazneters ioio a 
computer optimization routine which could assist in their seleaion. Even this would begin surely as more 
of an an than a science due to the many non-linear free parameters involved. 

A side note on the use of phase-cniy filtering is that it can assist in the detection of the ring 
panens. It does so in that the inverse Sltering of the decoding process tends to 'blur- the underlying 
source image upon which the knot tapestry is added, while at the same time "bringing into focus" the ring 
paoems. Without the bluning of the source image, ibe emerging ring patterns would have a harder time 
"competing" with the sharp feanires of typical images. The decoding procedure should also utilize the 
gradient thresholding method described in another seaiou. Briefly, this is the method where if it is known 
that a source signal is much larger in brightness than our signature signals, then an image being decoded 
can have higher gradient areas thresholded in the service of increasing the signal level of the signanire 
signals relative to the source signal. 

As for the other practical difficulty mcadoned earlier, item (5) which deals with the relative 
computational overhead of the 2D FFT routine and of typical pattern recognition routines, the first remedy 
here posited but not filled is to find a simpler way of quickly recognizing and decoding the polarity of the 
ring brightnesses than that of using the 2D FFT. Barring this, it can be seen that if the pUel extent of an 
individual knot pattern (850 or 852) is. for example. 50 pUels in diameter, than a simple 64 by 64 pixel 
2D FFT on some section of an image may be more than sufficient to discern the N-bU identificaUon word 
as previously described. The idea would be to use the smallest image region necessary, as opposed to 
being required to utilize an entire image, to <Uscem the N-bU identification word. 

Another note is that diose practitioners in the science of image processing will recognize that 
instead of beginning the discussion on the knot tapestry with the utilization of rings, we could have instead 
jumped right to the use of 2D brighmess distribution patterns 876. QUA bases functions. The use of the 
•ring" terminology as the baseline technology is partly didaaic. as is appropriate for patent disclosures m 
any event. What is more important, perhaps, is that the use of true "rings" in the decoding process, 
post-inverse filtering, is probably the simplest form to input into typical pattern recognition routines. 

Neural Network Decoders 

Those skilled in the signal processing an wiU recognize that computers employing neural network 
architectures are wcU suited to the pattern recognition and detection-of-smaU-signal-in-noise issues posed 
by die present technology. While a complete discourse on these topics is beyond the scope of this 
specification, the interested leader is refetied to. e.g.. Chetkassky. V.. " From Statistics to Neural 
Networks; Theotv & Pattern RecomitiBn Annji rrifjo ff . » Springer-Verlag. 1994; Masters. T.. " Sitmal & 
Image Prpcessing with ^eural ^>etW9Tksr ^ .Sourrr^noK ." Wiley. 1994; Guyon. I. " Advances in Partem 
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RecQgnicion Systems Using Neurai Networks / World Scicniific Publishers, 1994; Nigrin, A,, " Neural 
Networks for Panem Recogmcion .* MIT Press, 1993; Cicfaoki, A.. " Neurai Networks for Optimization & 
Signal Processing ." Wiley, 1993; and Chen, C, " Neural Networks for Pattern Recognition & Their 
AoDlications ." World Scientific Publishers, 1991. 

5 

ID UNIVERSAL CODES II : SIMPLE SCAN LINE IMPLEMENTATION OF THE ONE 
nrMENSIQNAL CASE 

The above sectioa on rings, knots and tapestries certainly has its beauty, but some of the steps 
involved may have enough complexity that practical implementations may be too costly for certain 

10 applications. A poor cousin the concq)t of rings and well-designed symmetry is to simply utilize the basic 
concepts presented in coimection with Fig. 9 and the audio signal, and apply them to two dimensional 
signals such as images, but to do so in a manner where, for example, each scan line in an image has a 
random starting point on, for example, a 1000 pixel long universal noise sigtiai. It would then be 
incumbent upon recognition software and hardware to interrogate imagery across the full range of 

15 rotational states and scale factors to "fmd* the existence of these universal codes. 

THE UNIVERSAL COMMEROAL COPYRIGHT rUCC^ IMAGE. AUDIO. AND VIDEO FILE 
FORMATS 

It is as well known as it is regretted that there exist a plethora of file format standards (and 
20 not-so-standards) for digital images, digital audio, and digital video. These standards have generally been 
formed within specific industries and applications, and as the usage and exchange of creative digital 
material proliferated, the various file foimats slugged it out in cross-disciplinary arenas, where today we 
find a defaao histogram of devotees and usen of the various favorite formats. The JPEG, MPEG 
standards for formatting and compression are only slight exceptions it would seem, where some concened 
25 cross- industry collaboration came into play. 

The cry for a simple universal standard file format for audio/visual data is as old as the hills. The 
cry for the protection of such material is older still. With all due respect to the innate difficulties attendant 
upon the creation of a universal format^ and with all due respect to the pretentiousness of outlining such a 
plan within a patent disclosure, the inventor does believe that these methods can serve perhaps as well as 
30 anything for being the foundation upon which an accepted world-wide 'universal commercial copyright' 
format is built. Practitioners know that such animals are not built by proclamation, but through the 
efficient meeting of broad needs, tenacity, and luck. More germane to the purposes of this disclosure is 
the fact that the application of this technology would benefit if it could become a central piece within an 
industry standard file format. The use of universal codes in panicular could be specified within such a 
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standard. The fullest exprcssioa of the commercial usage of this technology comes from the knowledge 
that the invisible signing is talcing place and the confidence that instills in copyright holders. 

The following is a list of reasons that the principles of this technology could serve as the catalyst 
for such a standard: (I) Few if any technical developments have so isolated and so pointedly addressed the 
issue of broad-bnish protection of empirical data and audio/visual material; (2) All previous file formats 
have treated the information about the data, and the data itself, as two separate and physically distinct 
entities, whereas the methods' of this technology can combine the two into one physical emity; (3) The 
mass scale application of the principles of this technology will require substantial standardization work in 
the first place, including integration with the years-to^ome improvements in compression technologies, so 
the standards infrastructure will exist by default: (4) the growth of multimedia has created a generic class 
of data called -content/ which includes tew, images, sound, and graphics, arguing for higher and higher 
levels of "content standards'; and (5) marrying copyright protection technology and security feamxes 
directly into a file format standard is long overdue. 

eemcnts of a universal standard would cenaioiy include the mirroring aspects of the header 
verification methods, where header information is verified by signature codes direcdy within data. Also, a 
universal standard would outline how hybrid uses of fully private codes and public codes would 
commingle. Thus, if the public codes were -stripped" by sophisticated pirates, the private codes would 
remain intact. A universal standard would specify how invisible signatures would evolve as digital images 
and audio evolve. Thus, when a given image is created based on several source images, the standard 
would specify how and when the old signatures would be removed and replaced by new signatures, and if 
the header would keep track of these evolutions and if the signamres themselves would keep some kind of 
record. 

PIXELS VS. BUMPS 

Most of the disclosure focuses on pixels being the basic carriers of die N-bii identification word. 
The section discussing the use of a single "master code signal" went so far as to essentially "assign" each 
and every pixel to a unique bit plane in the N-bit identification word. 

For many applications, with one exemplar being that of ink based printing at 300 dots per inch 
resolution, what was once a pixel in a pristine digital image file becomes effectively a blob (e.g. of 
dithered ink on a piece of paper). Often the isolated information carrying capacity of the original pixel 
becomes compromised by neighboring pixels spilling over into the geometrically defined space of the 
original pixel. Those praaxced in die an wUI recognize this as simple spatial filtering and various forms of 
blurring. 

in such circumstances it may be more advantageous to assign a cenain highly local group of pixth 
to a unique bit plane in the N-bit identification word, rather than merely a single pixel. The end goal is 
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simply to pre<oacencnite more of the signature signal energy into the lower frequencies, realizing that 
most praaical implementations quicidy strip or mitigate higher frequencies. 

A simple-minded approach would be to assign a 2 by 2 block of pixels ail to be modulated with 
the same ultimate signature grey value, rather than modulating a single assigned pixel. A more fancy 
5 approach is depicted in Figs, 21A and 2IB, where an array of pixel groups is dcpiacd. This is a specific 
example of a large class of coofiguraiions. The idea is that now a certain small region of pixels is 
associaed with a given unique bit plane in the N-bit identification word, and that this grouping actually 
shares pixels between bit planes (though it doesn't necessary have to share pixels, as in the case of a 2x2 
block of pixels above). 

10 Depicted in Figs, 2iA and 2 IB is a 3x3 array of pixels with an example normalized weighting 

(nozmalized — > the weights add up to 1). The methods of this technology now operate on this elementary 
"buQxp," as a unit, rather than on a single pixel. It can be seen that in this example there is a fourfold 
decrease in the ntmiber of master code values that need to be stored, due to the spreading out of the 
signature signal. Applications of this "bump approach* to placing in invisible signanires include any 

15 application which will experience a priori known high amounts of blurring, where proper identification is 
still desired even after this heavy blurring. 

MORE ON THE STEGANOGRAPHIC USES OF THIS TECHNOLOGY 

As mentioned in the initial sections of the disclosure, steganography as an an and as a science is a 

20 generic prior an to this technology. Puaing the shoe on the other foot now, and as already doubtless 
apparent to the reader who has ventured thus £ar, the methods of this technology can be used as a novel 
method for performing steganography. (Indeed, all of the discussion thus far may be regarded as 
exploring various forms and tmplementatiotis of steganography.) 

In the present seaion. we shall consider steganography as the need to pass a message from point 

25 A to point B. where that message is essentially hidden within generally independent empirical data. As 
anyone in the industry of telecommunications can attest to, the range of purposes for passing messages is 
quite broad. Presumably there would be some extra need, beyond pure hobby, to place messages imo 
empirical data and empirical signals, rather than sending those messages via any nimiber of conventional 
and straightforward chaxmels. Past literature and product propaganda within steganography posits that such 

30 an extra need, among others, might be the desire to hide the fact that a message is even being sent. 

Another possible need is that a conventional communicatiotis channel is not available directly or is cost 
prohibitive, assuming, that is, that a sender of messages can "transmit" their encoded empirical data 
somehow. This disclosure includes by reference all previous discussions on the myriad uses to which 
steganography might apply, while adding the following uses which the inventor has not previously seen 

35 described. 
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fin: such u.= is very s.mp.c. I. is ncd co cany message, abou: the empirical da., within 
wh.ch the n^s^gc . earned. I.c litdc joice is that now the media is truly the tnessage. though it would 
be next to .n^ossible that some previous steganographer hasn't already exploited this joke Some of the 
dtscussion on placing information about the empirical data directly iodide that empirical dau was already 

covered in the seoion on replacing the header and the concept Of the 'bodier.- Ills section expands upon 
that section somewhat. ^ 

advantage, of placing a message about empirical dau directly in thar dau is that now only 
one Class of data object is present r«her than the previous two classes. In any two class system there is 
the risk of the two classes becoming disassociated, or one das, corrupted without the other knowu^g about 
u. A concrete example here is what the inventor refe„ to as 'device independent instruaions • 

THere exist zillions of machine data formats and data file formats. Vus plethora of formats has 
.^cen notorious in its power to impede progress toward univer«l dau exchange and having one machine do 
the same thmg that another machine can do. T.e instructions thar an originator might put into a second 
cLus of dau (say the header) may not at all be compatible with a machine which is intended to recognize 
15 ^ mstructions. If format conversions have taken place, it is also possible thar critical instructions have 
been str^ along the way. or garbled. Ttc improvements disclosed here can be used as a way to 'seal 
m' certam instrucuon, directly into empirical dau in such a way that all that is needed by a reading 
machine to recognize instrucoons and message, is to perform a standardized "recog:ntion algorithm' on the 
empmcal dau (providing of course that the machine can at the very least 'read" the empirical data 
piopcriy). AU machines could implement this algorithm any old way they choose, using any compilers or 
internal data formats that they want. 

Implemenution of this device independent instruction method would generallv not be concerned 
over the issue of piracy or illicit removal of the sealed In messages. Presumably, the embedded messages 
and mstruaions would be a central valuable component in the basic value and functioning of the material 
Another example of a kind of steganographic use of the technology is the embedding of universal 
«« code, for the benefit of a user commmnty. TT^e -message- being passed could be simply a registered 
«r«l mtmber identifying ownership to users who wish to legitimately use and pay for the empirical 
mformatioa. Tie serial nmbcr could index into a vast registry of creative property, conuining the name 
or name, of .he ownen. pricing information, billing information, and the like. The 'message- could also 
30 be the clearance of ftec and public u« for some given material. Similar ownership identification and use 
mdexing can be achieved in two cla« dau strucmre methods such as a header, but the use of the single 
claa. system of this technology may offer ceruia advanuges over d« two class system in that the single 
class ^stcm does not care about file format conversion, header compatibiHties, internal data format .sues 
header/body archiving isaies. and media transformations 

ss ~" " ~ ■ ■ " 
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Fi^Hv gxact SteganographV 

Prior an steganograpbic mediodj currently known to the inventor generally involve fully 
deterministic or "exact' prescriptions for passing a message. Another way to say this is that it is a basic 
assumption that for a given message to be passed correctly in its entirety, the receiver of the information 
5 needs to receive the exact digital data file sent by the sender, tolerating no bit errors or "loss" of data. By 
definition, 'lossy" compression and decompression on empirical signals defeat such steganographic 
methods. (Prior an, such as the previously noted Komatsu work, are the exceptions here.) 

The principles of this technology can also be MUUrexi as an exaa form of sceganography proper. 
It is suggested that such exact forms of steganography, whether those of prior an or those of this 

10 technology, be combined with the relatively recent an of the "digital signature' and/or the DSS (digital 
signature standard) in such a way that a receiver of a given empirical data file can first verify that not one 
single bit of information has been altered in the received file, and thus verify thai the contained exaa 
steganographic message has not been altered. 

The simplest way to use the principles of this technology in an exact steganographic system is to 

15 utilize the previously discussed "designed" master noise scheme wherein the master snowy code is not 
allowed to contain zeros. Both a sender and a receiver of information would need access to BOTH the 
master snowy code signal AND the original unencoded original signal. The receiver of the encoded signal 
merely subtracts the original signal giving the difference signal and the techniques of simple polarity 
checking between the di^ercnce signal and the master snowy code signal, data sample to data sample, 

20 producing a the passed message a single bit at a time. Presimzably data samples with values near the 
"rails" of the grey value range would be skipped (such as die values 0,1,254 and 255 in 8-bit depth 
empirical data). 

Statistical SteganographV 

25 Hie need for the receiver of a steganographic embedded dau file to have access to the original 

signal can be removed by cunung to what the inventor refers to as "statistical steganography." In this 
approach, the methods of this technology are applied as simple a priori rules governing the reading of an 
empirical fl^fa set searching for an embedded message. This method also could make good use of it 
combination with prior an methods of verifying the integrity of a data file, such as with the DSS. (Sec, 

30 e.g., Walton. "Image Authentication for a Slippery New Age," Dr. Dobb's Journal, April, 1995, p. 18 for 
methods of verifying the sample-by-sampie, bit-by-bii, integrity of a digital image.) 

Statistical steganography posits that a sender and receiver both have access to the same master 
snowy code signal. This signal can be entirely random and securely transmitted to both panics, or 
generated by a shared and securely transmincd lower order key which generates a larger quasi-random 

35 master snowy code signal. It is a priori defmed duat 16 bit chunks of a message will be passed within 
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A- • . ^ «"wcu. tecomques can be used to verifv 

subjea lo change and transfonnaiion in its transmissioii. In th;, u„ . . 

10 of «™«u f transmissiou. In this Uner case. « is best to have longer blocks 

which have been augmented by the encoded data frnm fhn.- .k u r v ps; 

,5 -n. ^- ... ^^'^*^°'^'»«'»«««««vc been diminished by the encoded 

15 data, ^edistmguishmg of these positive and neMtivecas«h*™.- • , 

value, . ^iff u mcnasmgiy difBcult as the delta 

values (e^ the difference between an encoded pixe. and the cotrespoodin, original pUel) appro«* 

An ^ogous Situation arises ^ ce^in modem transmission techni,ues. wherein an ambiguo. ' 
»Me ground separates the two desired signal states (e.g. o. Errots deriving ^m incorrect 
20 ^'^^^'^'^^^""-"'-""^"-----^--•P^ciples^mmodem 

.1 "^"^ - -P- " «icigation of 

sucn errors m the present comext. 

One approach is to weight ±e 'confidence* nf j i. j 
, „ ^ confidence of each delta dcrcimination. If the pixel (bump) 

cicany teflcas one stam or the odier (e.g. o. i« , ^^^^ ^ J 

propomonately greater weighting. Conversely, if the pixel (bump) is relatively ambiguous in its 

o mterpreution. its confidence is commensoraieiv lower tnH it :. • 

Bvu..;.sv . . ^ ^^^'^ "'^''•^''""S*^"* proportionately lesser weighting. 

By wetghtmg the data from each pixel (bump) in accordance with its . \ 

confidence value, the effects of soft 

enon can be greatly reduced. 

The foregoing procedure, while theoretically simple, relies on weightings which archest 
determmed empirically. Accordingly, such an approach is not neces«.rily str»ghtfbrward 

but «tb ^ t"^" ' " «f P-l^. 

^nther to detenamation of bit values - either from an image excetpt. or across the entire image. In 

such an anangemeni, each decoded mcssaee bit is iriven » rnn«^ 

„„,v«f,h • • . ^ " ' ^alw depending on the ambiguity (or 

not) of the image stamtics by which its value was determined. 
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Such confidence weighting can also be used as a helpful adjtxna with other error 
detecting/correcting schemes. For example, in known error correcting polynomials, the above-detailed 
weighting parameters can be used to funher hone polynomial-based discernment of an error's location. 



5 THE "NOISE" TN VECTOR GRAPHICS AND VERY>LOW-ORDER INDEXED GRAPm« 

The mediods of this disclosure generally posit die existence of "empirical signals/ whkh is 
another way of saying signals which have noise contained within them almost by defmiiion. There are two 
classes of 2 dimensional graphics which are not generally considered to have noise iohereni in them: vector 
graphics and cenain indexed bit-mapped graphics. Vector graphics and veaor graphic files are generally 

10 files which contain exaa instructions for bow a computer or printer draws lines, curves and shapes. A 
change of even one bit value in such a ^e might change a circle to a square, as a very crude example. In 
other words, there is generally no "Lnherem noise" to exploit within these files. Indexed bit-mapped 
graphics refers to images which are composed of generally a small number of colors or grey values, such 
as 16 in the early CGA displays on PC computers. Such *very-low-order* bit-mapped images usually 

15 display graphics and canoons. rather than being used in the attempted display of a digital image taken with 
a camera of the natural world. These types of very-iow-order bit*mapped graphics also are generally not 
considered to contain "noise* in the classic sense of that term. The exception is where indexed graphic 
files do indeed attempt to depict natural imagery, such as with die GIF (graphic interchange format of 
Compuserve), where the concept of 'noise* is still quite valid and the principles of this technology still 

20 quite valid. These laner forms often use dithering (similar to pointillist paintings and color newspaper 
print) to achieve near lifelike imagery. 

This section concerns this class of 2 dimensional graphics which traditionally do not contain 
"noise." Tliis section takes a brief look at how the principles of diis technology can still be applied in 
some fashion to such creative material. 

25 The easiest way to apply the principles of diis technology to these "noiseless* graphics is to 

convert them imo a form which is amenable to the application of the principles of this technology. Many 
terms have been used in the industry for this conversion, including "ripping" a vector graphic (raster image 
processing) such dial a veaor graphic file is convened to a grey scale pixel-based raster image. Programs 
such as Photoshop by Adobe have such internal tools to convert veaor graphic files into RGB or greyscale 

30 digital images. Once diesc files arc in such a fcTnn, the principles of this technology can be applied in a 
straightforward manner. Likewise, very-low-indexcd bitmaps can be convened to an RGB digital image or 
an equivalent. In die RGB domain, the signatures can be applied to the three color channels in appropriate 
ratios, or the RGB image can be simply convened into a greyscalc/chroma format such as "Lab" in 
Adobe's Photoshop software, and the signatures can be applied to the "Lighmess channel" therein. Since 

35 most of die distribution media, such as videotapes, CD-ROMs. MPEG video, digital images, and print are 
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all in forms which arc amenable to the application of the principics of this technology, this conversion 
from vector graphic form and very-low»^rder grapiiic form is ofua done ia any event. 

Another way to apply the principles of this technology to veaor graphics and vcry-towH^rdcr 
bitmapped graphics is to recognize that, indeed, there are certain properties to these inherent graphic 
5 -formats which - to the eye - appear as noise. TTie primary e«mple is the bottlers and contours between 
where a given line or figure is drawn or not drawn, or exactly where a bit-map changes torn gna to 
Woe. In most cases, a human viewer of such graphics wUl be keenly aware of any ancmpts to 'modulaic 
signamie signals" via the detailed and methodical changing of the precise contours of a graphic object. 
Nevertheless, such encoding of the signamres is indeed possible. Tbc distinction between this approach 
and that disclosed in the bulk of this disclosure is that now the signaniies most ultimacely derive fh>m what 
already exists in a given graphic, rather than being purely and separately created and added into a sigmil. 
TTiis disclosure points out the possibiUties here noaedieless. The basic idea is to modulate a comour. a 
touch right or a touch left, a touch up or a touch down, in such a way as to communicate an N-bit 
identification word. The locations of the changes contours would be contained in a an analogous master 
noise image, though now the noise would be a record of random spatial shifts one direction or anodier. 
perpendicular to a given contour. Bit values of the N-bit identificaiion word would be encoded, and read, 
using the same polarity checking method between the applied change and the change recorded in the master 
noise image. 

20 PLAynC CREPrr and debit card systfm^: r ased Ohf thi: PRiNcrPi of tvp 
TECHNOLOGY 

Growdi in the use of plastic credit cards, and mote recenUy debit cards and ATM cash cards, 
needs little introduaion. Nor does dtcre need to be much discussion here about the long history of fraud 
and illicit uses of these financial instruments. TTie development of the credit card hologram, and iu 
25 subsequent forgery development, nicely serves as a historic example of the give and take of plastic card 
security measures and fraudulent coumcrmeasurcs. TTus scaion will concern itself with bow .the principles 
of this technology can be realized in an alternative, highly fraud-proof yet cost effective plastic card-based 
financial nenvork. 

A basic lis': of desired feanues for an ubiquitous plastic economy might be as follows: I) a given 
30 plastic financial card is completely impossible to forge; 2) An attempted forged card (a 'look-alike') 

cannot even fimcdon within a transaction setdag: 3) Intercepted electronic transactions by a would-be thief 
would not in any way be useful or re-useable; 4) In tbc event of physical theft of an acmal valid card, 
there are stiU formidable obstacles to a diief using that card; and 5) Tlie overall economic cost of 
implementation of the Snancial card neiworic is equal to or less than that of the cmiem intermuional credit 
35 card networks, i.e., the fully loaded cost per transaction is equal to or less than the cunem norm, allowing 
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for higher profit xziargtns to ihc imptememon of the aetworics. Apan from item 5, which would require a 
detailed analysis of the engineermg and social bsues involved with an all out implensentation strategy, the 
following use of the principles of this technology may well achieve the above list, even item 5. 

Figs. 22 through 26, along with the ensuing written material, coUeciivciy outline what is referred 
5 to in Fig. 26 as "The Negiigible-Fraud Cash Card System." The reason that the fraud-prevention aspects 
of the system are highlighted in the title is that fraud, and the concomitant lost revexme there&om, is 
apparently a central problem in today's plastic card based economies. The differential advanuges and 
disadvantages of this system relative to current systems will be discussed alter an Ulustrative embodiment 
is preseiued. 

10 Fig. 22 illustrates the basic unforgeabie plastic card which is quite unique to ^a^h and every user. 

A digital image 940 is taken of the user of the card. A computer, which is hocked into the central 
accounting network, 980. depicted in Fig. 26. receives the digital image 940, and after processing it (as 
will be described surrounding Fig. 24) produces a fmal rendered image which is then printed out onto the 
personal cash card 950. Also depicted in Fig. 22 is a straightforward identification marking, in this case a 

15 bar code 952. and optional position fiducials which may assist in simplifying the scanning tolerances on the 
Reader 958 depicted in Fig. 23. 

The short story is that the personal cash card 950 acniaily contains a very large amount of 
information unique to that particular card. There are no magnetic strips involved, though the same 
principles can cenainiy be applied to txiagnetic strips, such as an implanted magnetic noise signal (see 

20 earlier discussion on the 'flngerpzinting' of magnetic strips in credit cards; here, the fingerprinting would 
be prominent and proactive as opposed to passive). In any event, the unique information within the image 
on the personal cash card 950 is stored along with the basic account information in a central accounting 
network. 980. Fig. 26. The basis for unbreakable security is that during transactions, the central network 
need only C{uery a small fraction of the total information contained on the card, and never needs to query 

25 the gfl'Ttf* precise infi)xmation on any two transactions. Hundreds if not diousands or even tens of 
thousaiuis of unique and secixre 'transaction tokens' are contained within a single personal cash card. 
Would-be pirates who went so far as to pick off transmissions of either encrypted or even unencrypted 
transactions would find the information useless thereafter. This is in marked distinction to systems which 
have a single complex and complete 'key" (generally encrypted) which needs to be accessed, in its 

30 entirety, over and over again. The personal cash card on the other hand contains thousands of separate 
and secure keys which can be used once, within milliseconds of time, then forever thrown away (as it 
were). The central network 980 keeps track of the keys and knows which have been used and which 
haven't. 

Fig. 23 depicts what a typical point-of-sale reading device. 958. might look like. Clearly, such a 
35 device would need to be manufacrurable at costs well in line with, or cheaper than, current cash register 
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systcms. ATM systems, and credit card swipers. No. depicted in Fig. 23 are the innards of the optical 
saining, image processing, and data commmiications components, which would simply follow normal 
engineering design methods carrying out die functions that are to be described henceforth and are well 
witbin the capability of anisans in these fields. He reader 958 has a numeric punch pad 962 on it. 
5 showing that a normal personal idemification marf,er system can be combined with the overall design of 
this system adding one mote conventional layer of security (generally after a theft of d.e physical card has 
occuntd). It should also be pointed out that the use of die picmre of die user is anodier strong (and 
increasingly common) security feanire intemled to thwan after-theft and iOicit b«s. Functional elements 
such as die optical window. 960. are shown, mimicking die shape of the card, doubling as a centering 
10 mechanism for the scanning. Also shown is the data line cable 966 presumably comiected eidier to a 
proprietor's central merchant computer system or possibly directly to die ceniial network 980. Such a 
reader may also be attached directly to a cash register which performs d,e usual taUying of purchased 
items. Perhaps overkill on security would be the construction of die reader. 958. as a type of Faraday 
cage such diat no electronic signals, such as die raw scan of die card, can emanate from the unit. TTie 
15 reader 958 does need to contain, preferably, digital signal processing units which wUl assist in swiftly 
calculating d» dot produa operations described hencefotth. It also should contain local read-only memory 
which stores a multitude of spatial patterns (the orthogonal patterns) which wUl be utilized in die 
•recognition- steps outlined in Fig. 25 and its discussion. As related in Fig. 23. a consumer using die 
plastic card merely places dieir card on the window to pay for a transaction. A user could choose for 
20 diemselves if tfiey want to use a PIN mmiber or not. Approval of die purchase would presumably happen 
widiin seconds, provided diat die signal processing steps of Fig. 25 are property implemented widi 
effectively paraUel digital processing hardwaie. 

Fig. 24 takes a brief look at one way to process die raw digital image. 940. of a user into an 
image widi more useful information content and uniqueness. It should be clcariy pointed out diat die raw 
25 digital image itself could in faa be used in die following mediods. but that placing in additional ordnigonal 
patterns into the image can significanUy increase die overall system. (Orthogonal means diat. if a given 
pattern is multiplied by another orthogonal pattern, die resulting number is zero, when: "multiplication of 
patterns- is meant in dw sense of vector dot products; these are all familiar terms and concepts in the an 
of digital image processing). Fig. 24 shows diat die computer 942 can. after interrogating the raw image 
30 970. generate a master snowy image 972 which can be added to die raw image 970 to produce a yet-more 
unique image which is the image diat is printed onto die acnial personal cash card. 950. TTie overaa effect 
on die image is to -texmrize" the image. In the case of a cash card, invisibility of the master snowy 
panem is not as much of a rtquiiment as widi commercial imagery, and one of die only criteria for 
keeping die master snowy image somewhat lighter is to not obscure die image of die user. TTie central 
35 networic. 980. stores die final processed image in die record of die account of die user, and it is diis 



SUBSTITUTE SHEET (RULE 26) 



10 



wo 97/43736 PCT/US97/08351 



-70.- 

unique and securely kept image which is the carrier of the highly secure ^throw-away transactioa Iceys.' 
This image will therefore be "made available' to ail duly conneaed point-of-sale locations in die overail 
network. As will be seen, none of the point-of-sale locations ever has knowledge of this image, they 
merely answer queries from the central network. 

Fig. 25 steps dirough a typical transaction sequence. The figure is laid out via indentations, 
where the first column are steps performed by the point-of-sale reading device 958, the second column has 
infonnation transmission steps communicated over the dau line 966, and the third column has steps taken 
by die central network 980 which has die secured information about die user's account and the user's 
unique personal cash card 950. Though there is some parallelism possible in die implementation of die 
steps, as is normally practiced in die engineering implementation of such systems, die steps are 
nevertheless laid out according to a general linear sequence of events. 

Step one of Fig. 25 is die standard "scanning* of a personal cash card 950 widiin die optical 
window 960. This can be performed using linear optical sensors which scan die window, or via a two 
dimensional optical detector array such as a CCD. The resulting scan is digitized into a grey scale image 
15 and stored in an image frame memory buffer such as a "framegrabbcr." as is now common in die designs 
of optical imaging systems. Once die card is scanned, a fust image processing step would probably be 
locating die four fiducial center points, 954, and using diese four points to guide all further image 
processing operations (i.e. the four fiducials "register* the corresponding patterns and barcodes on die 
personal cash card). Next, die barcode ID number would be extracted using common barcode reading 
20 image processing mcdiods. Generally, die user's account number would be determined in diis step. 

Step two of Fig. 25 is die optional typing in of die PIN number. Presumably most users would 
opt to have diis feanirc. except diose users who have a hard time remembering such things and who are 
convinced that no one will ever steal their cash card. 

Step three of Fig. 25 entails coimeaing through a data line lo the central accounting network and 
25 doing the usual communications handshaking as is common m modem-based communications systems. A 
naore sophisticated embodiment of this system would obviate the need for standard phone lines, such as the 
use of opdcai fiber data links, but for now we can assume it is a garden variety belltone phone line and 
that die reader 958 hasn't forgotten die phone number of die central network. 

Alter basic communications are established, step four shows that the point-of-sale location 
30 transmits the ID number found in step I, along with probably an encrypted venion of die PIN number (for 
added security, such as using die ever more ubiquitous RSA encryption methods), and appends the basic 
information on the merchant who operates the point-of-sale reader 958, and the amount of the requested 
cransaaion in monetary units. 

Step five has the central network reading the ID number, routing the information accordingly to 
35 the actual memory location of that user's account, thereafter verifying the PIN number and checking diat 
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the accoum balance is suffident to cover the transaaion. Along the way. the central network also accesses 
the merchant's account, checks that ii is valid, and readies it for an amidpated credit. 

Step six begins with the assumption that step five passed all counts. If step five didn't, the exit 
step of sending a NOT OK bade to the awrduni is not depicted. So, if everything diecks out, the central 
network generates twenty four sets of sixteen numbers, when: all mnnbers are mutually exclusive, and in 
general, there wUl be a large but quite definitely finite range of aumben to dioose from. Fig. 25 posiu 
die range being 64K or 65536 numbers. It can be any practical number, acnially. Tlius. set one of die 
twenty four sets tnigfat have die numbers 23199. 54142. 11007. 2854. 61932, 32879. 38128. 48107. 
65192. 522. 55723. 27833. 19284. 39970. 19307. and 41090, for example. TTie next s« would be 
similarly random, but die mimbers of set one would be off limits now. and so on dirough die twenty four 
sets. mus. die cemnl networit would semi (16x24x2 bytes) of numbers or 768 bytes. The acmal amount 
of mimbeis can be determined by engineering o^ximizaHoa of security veisus transmission speed issues, 
■niese random mimbers are aouaUy indexes to a set of 64K universally a priori defined onhogomd patterns 
whidi are well known to bodi die cential network and ate petmanemly stored in memory in aU of die 
pointHjf-sale readers. As wiU be seen, a would-be diief $ knowledge of diese patterns is of no use. 

Step seven dien transmits die basic "OK to proceed* message to die reader. 958. and also sends 
the 24 sets of 16 random index numbers. 

Step right has die reader receiving and storing all dicse numbers. Then die reader, using its local 
microprocessor and custom designed high speed digital signal processing ciicuicy. steps through all twenty 
four sets of numbers widi die imeuion of deriving 24 distinct floating point numbers whidi it will send 
bade to die central network as a 'one time key- against whidi die cemial network will check die veracity 
of die card's image. The reader does diis by first adding togedier die sixteen patrems indexed by die 
sixteen random numbers of a given set, and dien performing a common dot produa operanon between die 
resulting composite pattern and die scamied image of die card. TTie dot product generates a single number 
(whidi for simplidty we can call a floating point number), "me reader steps dirough all twenty four sets 
in like fashion, generating a unique string of twenty four floating point numbers. 

Step nine dien has die reader transmitting diese results back to die central network. 
Step ten then has die central network performing a dieck on these renimed twenty four numbers, 
presumably doing its own exact same calculations on die stored image of die card diat die central network 
has in its own memoty. TTie numbers sent by die reader can be "aormalized.- meaning diat die highest 
absolute value of die collective twenty four dot products can divided by itself (i« unsigned value), so diat 
brighmess scale issues are removed. Tlie resulting match between die returned values and die central 
network's calculated values wiH ddier be well widiin given tolerances if die card is valid, and way off if 
die card is a phony or if die card is a erode reproduction. 
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Step eleven thea has tbe central network sending word whether or not che transaction was OK, and 
letting the customer know that they can go home with their purchased goods. 

Step twelve then explicitly shows how the merchant's account is credited with the transaction 

amount. 

5 As already stated, the primary advantage of ihis plastic card is to significantly teduce fraud, which 

apparently is a large cost to cnrrent systems. This system reduces the possibility of fraud only to those 
cases where the physical card is either stolen or very carefully copied. In both of these cases^ there still 
remains the PIN security and die user picnire secoriiy (a known higher security than low wage clerics 
analyzing signamres). Attempts to copy the card must be perfomed dirough 'temporary dieft" of die 

10 card, and requixe photo-quality copying devices, not stmpic magnetic card swxpers. The system is founded 
upon a modem 24 hour highly linked dau network. Iliicit monitoring of iransactiotxs does the mocdtoring 
parry no use whether die transmissions are enciypted or not. 

It will be appreciated diat the foregoing approach to increasing the security of transactions 
involving credit and debit card systems is readily extended to any photograph-based identification system. 

15 Moreover, the principles of the present technology may be applied to detect alteration of photo ID 
documents, and to gexierally mhancfl the confidcncr and security of such systems. In this regard, 
reference is made to Fig. 28, which depicts a photo-ID card or document 1000 which may be, for 
example, a passport, visa, permanent resident card (*green card*), driver's license, credit card, 
government employee identification, or a private industry identificaiion badge. For convenience, such 

20 photograph-based identification documents will be collectively referred to as photo ID documents. 

The photo ID document mciudes a photograph 1010 rhzt is attached to die document 1000. 
Printed, himoan-readable informatioa 1012 is incorporated in die document 1000, adjacent to the 
photogr^h 1010. Machine readable mformation, such as that known as "bar code" may also be included 
adjacent to the photograph. 

25 Generally, the photo ID documem is construaed so diat tampering with the document (for 

example, swapping the original photograph with anodier) should cause noticeable damage to die card. 
Nevertheless, skilled forgerexs are able to either alter existing documents or manufacture fraudulent photo 
ID documents m a manner diai is extremely difficult to d e te a . 

As noted above, die present technology enhances die security associated with die use of photo ID 

30 documents by supplementing die photognqihic itnage with encoded information (which information may or 
may not be visually perceptible), diercby facilitating die correlation of die photographic image widi other 
information coiicenung the person, such as die printed information 1012 appearing on die document 1000. 

In one embodiment, die photograph 1010 may be produced &om a raw digital image to which is 
35 added a master snowy image as described above m coimection widi Figs. 22-24. The above-described 
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central nerworJc and point-of-sale reading device (whici device, in the present embodiment may be 
considered as a point-of-entry or point.f-sccuricy pboto ID reading dev.cc>. ^ ^ 
same processmg as described wit. tlut embodiment, including :tc centra, networ. gener^ion oZnu. 
ntnn^ to serve as indices to a set of defined ortbogonal panems. .be associated do. product op Jon 
. earned out by tbe reader, and tbe comparison with a similar operaUon carried out by .he centralLoric 
If ihc numbers generated &o« the dot produce operation carried out by the reader and the cenoal ae«.ork 
match, m this embodimem, the networic sends the OK » the reader, indicating a legitimate or unaitered 
photo ID document. 

. ^ ^^^^ ^.^^^ 

15 level of sccunty sought. ^ 

''*"''«^'«^'«*^''>e information encoded into the Photograph may c^^^ 
red^^c^t w^. the reliable information 1012 appearing on the document. Accordingly, such a document 
could be amhenncared by placing the photo ID docmnenc on a scanning system, such as would be available 
at a passport or visa control point. The local computer, which may be provided with d>e universal code 
20 for e«racting the idendfieadon. information, displays the extracted information on the local computer 
screen so that d« operator is able to confirm the correlation between the encoded information and the 
readable information 1012 carried on the document. 

It will be appreciated that the information encoded with the photograph need not necessarily 
correlate with other information on an identification docmnent. For e«mp.e. the scamung ,yst«n may 
25 need only to coniirm the existence of the identification code so that the user may be provided with a -go" 
or no go" indication of whether the photograph has been tampered with. It will also be appreciated that 
d« local computer, using an encrypted digital communications line, could send a paCet of information to a 
cemral verification ftdHty. which thereafter remn. an encrypted -go' or "no go' indication 
^'^'^ ^««''-°?l3ted^ 
0 t^y be a robust digital image of biometric data, such as a fmgerprint of a,e card bearer, which image 
after scamung and display, may be employed for comparison with the acmal fingerprint of d.e bearer m 
very high security access point, where oa^e-spot fingerprint recognition systems (or retinal scans, etc ) 
are employed. 

It will be appreciated that the information embedded in rh. u . . 
. - . ptotograph need not be visually hidden 

5 or steganogr^hically embedded. For exanmle th* nh«f«— . u ■ 

ror example, the photograph mcorporated mto the identification card 
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may be a composite of an image of the individual and one-, or two-dimensional bar codes. The bar code 
informacioQ would be subjea to conventional optical scanning techniques (including mmmai cross ciiecks) 
so that the information derived from the code may be compared, for example, to the infonnanon printed 
on the identification document. 
5 It is also contemplated that the photographs of ID documents currcndy in use may be processed so 

that information corrciaicd to the individual whose image appears in the photograph may be embedded. In 
this regard, the reader*s aneniion is directed to the foregoing ponion of this description entitled "Use in 
Printing. Paper, Documents. Plascic-Coated Identificadon Cards, and Other Material Where Global 
Embedded Codes Can Be Imprinted/ wherein there is described nimierous approadies to modulation of 
10 physical media that may be treated as "signals" amenable to application of the present technology 
principles. 



NETWORK UNKING METHOD USING INFORMATION 
EMBEDDED IN DATA OBJECTS THAT HAVE INHERENT NOISE 

15 The diagram of Fig. 27 illustrates the aspect of the technology that provides a network linking 

method using information embedded in data objects that have inherent noise. In one sense, this aspect is a 
network navigation system and, more broadly, a tnassively distributed indexing system that embeds 
addresses and indices directly within data objects themselves. As noted, this aspect is particularly well* 
adapted for establishing hot links with pages presented on the World Wide Web (WWW). A given data 

20 objea effectively contains both a graphical representation and embedded URL address. 

As in previous embodiments, this embedding is carried out so that the added address information 
does not affea the core value of the object so far as the creator and audience are concerned. As a 
consequence of such embedding, otily one class of dau objects is present rather than the two classes (data 
object and discrete header file) that are attendant with traditional WWW links. The advantages of reducing 

25 a hot-linked data object to a single class were mentioned above, and are elaborated upon below. In one 

embodiment of the technology, the World Wide Web is used as a pre-existing hot link based network. The 
cotnmon apparatus of this system is networked computers and computer monitors displaying the results of 
interactions when cotmected to the web. This embodiment of the technology contemplates 
steganographically embedding URL or other address-type information directly into images, videos, audio» 

30 and other forms of data objects that are prcsemed to a web site visitor, and which have 'gray scale' or 
'continuous tones' or 'gradations" and, consequently, inherent noise. As noted above, there are a variety 
of ways to realize basic steganographic implementations, all of which could be employed in accordance 
with the present technology. 

With particular reference to Fig. 27, izoages, quasi-continuous tone graphics, multimedia video 

35 and audio data are currently the basic building blocks of tnany sites 1002, 1004 on the World Wide Web. 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCT/US97/08351 _ 



75.- 



10 



15 



Such dau will be hereafter colleaively referred to as creative data files or data objects. For Ulustrative 
purposes, a continuous-tone graphic data object 1006 (diamond ring with badcground) is depicted in Fig 
27. 

Web site tools - both (hose that develop web sites 1008 and those chat allow browsing then 1010 - 
routinely deal with the various file formats in which these data objects are pacJcaged. It is already common 
to distribute and disseminate these data objects 1006 as widely as possible, often with the hope on a 
creator's part to seU the products represented by the objects or to advertise creative services (e.g., an 
exemplary photograph, with an 800 phone number displayed widiin it. promoting a photographer's slcills 
and service). Using the methods of this technology, mdividuals and organizations who create and 
disseminate such dau objects can embed an address link that leads right back to dteir own node on a 
network, their own site on the WWW. 

A user at one site 1004 needs merely to point and dick at the displayed objea 1006. The 
software lOIO identifies the objea as a hot link object. The software reads the URL address that is 
embedded within the object and routes the user to the linked web site 1002. just as if the user had used a 
conventional web link. That linked site 1002 is the home page or network node of the creator of the objea 
1006. which creator may be a manufacturer. The user at the first site 1004 is then presented with, for 
exan^le. an order form for purchasing the produa represented by the object 1006. 

It wiU be appreciated that the oeators of objeas 1006 having embedded URL addresses or indices 
(which objeas may be referred to as 'hot objeas") and the manufaourers hoping to advenise their goods 
and services can now spread dieir oeative ointent like dandelion seeds m the wind across the WWW. 
knowing that embedded widiin those seeds are links back to their own home page. 

It is contemplated that die objea 1006 may include a visible icon 1012 (such as the exemplary 
•HO- abbreviation shown in Fig. 27) incorporated as pan of the graphic. The io>n or other subtle indicia 
would apprise the user that the object is a hot objea, carrying the embedded URL address or other 
25 informanoQ that is accessible via the software 1010. 

Any human-perceptible indicium (e.g., a shon musical tone) can serve die purpose of apprising • 
the user of the hot object. It is contemplated, however, that no such indicimn is required. A user's trial- 
and-error approach to clicking on a dau objea having no embedded address wiU merely cause die software 
to look for, but not find, the URL address. 
30 The automation process inherent in the use of this aspect of die technology is very advantageous. 

Web software ami web site developmem tools simply need to reaignize this new class of embedded hot 
links (hot objeas). openuing on them in real time. Comrentional hot links can be modified and 

supplemented simply by "uploading' a hot objea mto a web siu: repository, never requiring a web site 
programmer to do a thing odier than basic monitoring of traffic. 



20 
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A method of impiemeating the above described functions of the present technology generally 
involves the steps of (l) creating a set of standards by which URL addresses are steganographically 
embedded within images, video, audio, and other forms of data objects; and (2) designing web site 
development tools and web software such thai they recognize this new type of data object (the hot object), 
5 the tools being designed such that when the objects are presented to a user and that user points and clicks 
on such an object, the user's software knows how to read or decode die steganographic information and 
route the user to the decoded URL address* 

The foregoing portions of this description detailed a steganographic implementation (see, 
generally. Fig. 2 and the text associated dierewith) that is readily adapted to impiement the present 

10 technology. In this regard, the odierwise conventional site development tool 1008 is enhanced to include, 
for example, die capability to encode a bit-mapped image file with an identification code (URL address, 
for example) according to die present technology, (n the present embodiment, it is contemplated that the 
commercial or transaaion based hot objects may be steganographically embedded with URL addresses (or 
other information) using any of the universal codes described above. 

15 The foregoing ponions of diis description also detailed a technique for reading or decoding 

steganographically embedded information (see, generally. Fig. 3 and die text associated therewith) that is 
readily adapted to impiement die present technology. In this regard, die otherwise conventional user 
software 1010 is enhanced to include, for example, the capability to analyze encoded bit-mapped Hies and 
extract the identiticatibn code (URL address, for example). 

20 While an illustrative implementation for steganographically embedding information on a data 

object has been described, one of ordinary skill will appreciate that any one of die mtiltitude of available 
steganogr^hic techniques may be employed to carry out the fimcuon of the present embodiment. 

It will be appreciated that the present embodiment provides an immediate and common sense 
mechanism whereby some of the fundamental building blocks of the WWW, namely images and sound, 

25 can also become hot links to other web sites. Also, the programming of such hot objects can become fully 
automated merely dirougb die distribution and availability of images and audio. No real web site 
progranmiihg is required. Tlie present embodiment provides for the commercial use of die WWW in such 
a way. that non>programmers can easily spread their message merely by creating and distributing creative 
content (herein, hot'objecis). As noted, one can also transition web based hot links diemseives from a 

30 more arcane text based interface to a more natural image based interface. 

Encapsulated Hot Link File Format 

As noted above, once steganographic mediods of hot link navigation take hold, dien, as new file 
formats and transmission protocols develop, more traditional methods of "header-based" information 
35 anachment can enhance die basic approach built by a steganographic-based system. One way to begin 
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extending the stcganographic based hot link method back into the more traditional header-bascd method is 
to define a new class of file format which could effectively become the standard class used in network 
navigation systems. It wiU be seen that objects beyond images, audio and the like con now become -hot 
objects-, including tc.tt files, indexed graphic files, computer programs, and the like. 

The encapsulated hot link (EHL> file format simply is a small shell placed around a large range of 
prt-exisiing file formats. The EHL header informaiion takes only the first N bytes of a file, followed by a 
full and exact file in any kind of industry standard format. The EHL super-hcader merely attaches die 
correct file type, and die URL address or other index informaiion associating that object to odier nodes on 
a network or odier databases on a network. 

It is possible that the EHL format could be the mediod by which die stcganographic mediods are 
slowly replaced (but probably never completely). TTie slowness pays homage to die idea that file format 
standards often lake much longer to create, implement, and get everybody to acmally use (if at all). 
Again, die idea is dial an EHL-like format and system built around it would bootstrap onto a system semp 
based on stcganographic methods. 



Self Extracting Web Obiects 

Generally speaking, diree classes of dau can be steganographically embedded in an object: a 
number (e.g. a serial or identification number, encoded in binary), an alphanumeric message (c.g. a human 
readable name or telephone number, encoded in ASCII or a reduced bit code), or computer instructions 
(e.g. JAVA or HTML instruaions). The embedded URLs and die like detailed above begin to explore diis 
diird class, but a more detailed exposition of die possibilities may be helpful. 

Consider a typical web page, shown in Fig. 27A, It may be viewed as including diree basic 
components: images (#1 - #6), text, and layout. 

Applicant's technology can be used to consolidate diis information into a self-extracting object, 
25 and regecerate the web page fiom this object. 

In accordance widi this example. Fig. 27B shows die images of die Fig. 27A web page fined 
together into a single RGB mosaiced image. A user can perform diis operadon manually using existing 
image processing programs, such as Adobe's Photoshop software, or die operation can be automated by a 
suitable software program. 

Between eenain of the image tiles ia the Fig. 27B mosaic are empty areas (shown by cross- 
hatchiag). 

This mosaiced image is thea steganogiaphicaUy encoded to embed the layout iastniaions (e.g. 
HTML) and the web page te« therein. In the empty areas the encoding gain can be m^TimW.^ since there 
is no image data to corrupt. The encoded, mosaiced image is then JPEO compressed to form a self 
35 extracting web page object. 
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(JPEG compression is used in this example as a lingua franca of image representations. Another 
such candidate is the GIF file format. Such formats arc supponcd by a variety of software tools and 
languages, making ihem well suited as "common earners* of embedded information. Other image 
representations can of course be used.) 
5 These objects can be exchanged as any other JPEG images. When the JPEG fUe is opened, a 

suitably programmed computer can detect the presence of the embedded information and extract the layout 
data and text. Among other informaiion, the tayouc data specifics where the images forming the mosaic 
arc to be located in the final web page. The computer can follow the embedded HTML instructions to 
recreate the original web page, complete with graphics, text, and links to other URLs. 

10 If diie self extracting web page object is viewed by a conventional JPEG viewer, it docs not self- 

extract. However, the user will see the logos and artwork associated with the web page (with noise-tike 
"grouting" between certain of the images). Artisans will recognize thai this is in stark contrast to viewing 
of other compressed data objects (e.g. PK2IP files and self extracting text archives) which typically appear 
totally unintelligible unless fully extracted. 

15 (The foregoing advantages can largely be achieved by placing the web page text and layout 

instruaions *m a header file associated with a JPEG-compressed mosaiced image file. However, industry 
standardization of the header formats needed to make such systems practical appears difficult, if not 
impossible.) 

20 Palettes of Steganograpbicallv Encoded Images 

Once web images with embedded URL information become widespread, such web images can be 
collected into "palenes" and presented to tisers as high level navigation tools. Navigation is effected by 
clicking on such images (e.g. logos for different web pages) rather than clicking on texmal web page 
names. A suitably programmed computer can decode the embedded URL information from the selected 

25 image, and establish the requested connection. 

In one embodin^ent, self^extraction of the above-desczibed web page objects automatically 
generates thumbnail images corresponding to the extracted pages (e.g. representative logos), which are 
then stored in a subdiieaory in the computer's file system dedicated to collecting such thumbnails. In each 
such thumbnail is embedded a URL, such as the URL of the extracted page or the URL of the site from 

30 which the self.exiiaciing objea was obtained. This subdirectory can be accessed to display a palette of 
navigational diumbnails for selecdon by the user. 

Specific Example of a Computer Svstem Linked bv Using Information in Data Obiecis 

The present invention allows a digital watermark to be embedded directly into photographs, video, 
35 computer images, audio, and other forms of creative property. The range of applications is amazingly 
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wide, and includes things like video and movie comeoc watennaricing for proof of «wnership and uackiag 
iwiermarking music and audio content, even texturing physical materials sucH as auto parts. As discussed 
above, du, waieraaric is imperceptible to the eye. and imperceptible to the ear. but a computer analysis 
tan read the watennark and discover a message it carries. The watermark is tepeated throughout die 
5 property. It is ,«b«sr. and typically survives multiple generations of copying, modification, printing 
scanning, and compression. A waiermaric may cany a copyright notice, a unique serial number, a 
Transacaon ID. as well as other application specific data. 

ConcepmaUy. the example below is made with respea to a watermaik embedded by 
•PicniicMarc" which iUustrates the idea by canying a unique cttator id, and a set of image 
10 attributes. TTiis creator id comsponds to complete contact infonnation available through an on- 
line service, MarcCentre. Technically, the watermark is 128 bits long and has a data payload of 
76 bits, although the invention is not restricted to any panicular watennark size. In this example, 
it is short so that it can be repeated many times through an image, making it possible to find the ' 
message even firom a portion of the original image. Other approaches can include data such as an 
13 image serial number or a Transaction ID in the watermaric message. It is also possible to add a 
person's name or other such data (to a computer, it is all dataX but one application is focused on 
embedding a more structured message. First, to accommodate a text string, dieie would be a 
tendency to push for longer messages. Long messages result in not being able to fit very many 
copies of the message in an image, and thus the watennaric becomes less robust Also, just 
20 putting a name in an image is much like the credit line in a magazine: A. Jones tells who the 
person is, but not how to contact the person. With a watermark system available on line, a user 
can get complete and up to date contact details from each Creator ID through the on-line service. 
Accordingly, it is preferable to associate persistent digital information with an image. TTie core 
software has been designed to enable working with vendors or large customers who may want to 
25 develop specific watermark message types for special applications such as embedding the film 
speed and exposure in the image, or serializing images in a large collection for internal tracking 
and management. 



30 



One approach to implementing this embodiment involves "PicnireMarc", which includes a 
writer portion to embed watetmarics and a reader portion to find them and read their contents. 
TTiis bundle is integnted into Adobe Photoshop® 4.0 (Adobe Photoshop is a trademaric of Adobe 
Systems. Inc.) as a plugin extension, and from the end-user's perspective is free. A free reader 
will also be available through a web site. PictureMarc for Photoshop is supponed on Apple 
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Macintosh and Microsoft Windows platforms. PictureMarc supports embedding a Creator ID and 
image attributes in an image. PictureMarc also has the ability to carry a unique Image ID or even 
a Transaction ID in the watermark. These formats will support tracking images both to a 
collection, and to the person and terms that were in place when the image sold. The watermark 
5 reader will accept and read all watermark formats. 

As an example, the first step is to read an image from a CD-ROM, download a file to a 
local computer over the Internet or convert a hardcopy image, such as a photograph, into digital 
by scanning the image with any of the common image scaimers.. Then start an image 
manipulation program that supports watermarking, and load the image file from a file selection 
10 menu. Select the menu item to add a watermark, and save the watermarked image mto a file. 



To recover a watermarked image from a digital image on, say, a PC, just as in the case of 
embedding a watermark, convert the image to a suitable computer file format, scanning it in if 
needed. Then start either an image manipulation tool supporting watermarking, or start a stand- 
alone reader. Now open the image. In the case of a preferred embodiment image manipulation 

15 tool, the tool will automatically check for a watermark when the digital image file is opened, 
copied to the system clipboard or the image is scanned into the computer. If present, a copyright 
symbol is added to the title or stams bar, or some other signal is provided to the user. By 
selecting a read watermark menu option, a user can discover the contents of the watermark. From 
the results dialog, a user can click on the Web Lookup bunon to retrieve complete contact 

20 information from MarcCentze, a network WWW on-line service. The application can be carried 
out with at least two kinds of watermarks. The first is a public watermark, which can be read by 
any suitably configured reader. .This is the type of watermaric supported by PictureMarc-Its 
purpose is communication. The second is a private watermark. Private watennarks are associated 
with a secret key -used at the time the watermark is embedded in an image. Only the person with 

25 the secret key can find and read a private watermark. Private watermarks are used in proof of 
ownership applications. Both a public and a private watermaxk can coexist in an image. 



If a user attempts to read a watermark and none is there, the reader portion will simply 
report that a watermark was not found in the image, if a user attempts to watermark an image 
already watermarked, the user will be informed there is already a watermark in the imaee. and 
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will be prevented from adding another watermark. In creating a composite image, the user is first 
told about the presence of a watennark in each watennarked original (assuming the use of a tool 
supporting watermarks). This addresses the first order problem of communicating copyright. TTie 
watennark will not pnrvent creating a composite work, in that a watermarked image, or a portion 
diereof, can be used as an element of a composite image. However, if the composite image 
contains multiple watermarked elements, the reader portion will tend to read the watermark from 
the most dominant piece. However, if the user suspects a component to be watermarked, or is 
simply interested in the source of an image element, the user can check for the watermark in that 
element by highlighting the area in question, and invoking the read watemiatk function. TTiis 
provides a tool to inspect work to discover sources of individual elements. Copyright hierarehies 
in composited works and partnering with companies addressing rights management can all be 
handled in such a networic application of a watermark. 

Preferably, applications which include watermarking, such as Photoshop 4.0. support 
automatic detection fautodetect-). ITiis means that whenever an image is opened or scanned into 
the application, a quick check is done to determine if a watermark is present. If it is present, a 
visual indication, such as a copyright symbol, is added to die title or status bar. 

nie watermark placed by PictureMarc is a 128 bits long, with a data payioad of 76 bits. 
The remaining bits are dedicated to header and control information, and error detection and 
correction. However, the bandwidtii can be increased and consequently the data payioad can also 
be increased. TTie detea process looks for the presence of a wateimaric which completes in a 
couple of seconds, usually under 3 seconds regardless of image sia, and die typical time to 
perfonn.a full read watennark operation is under 15 seconds. 



PictureMafc supports all the file fonnats of the host application, since it works with pixels 
in each of the major color schemes (CMYK, RGB, LAB, Grayscale). In the case of PicmreMarc 
25 for Photoshop, ail of the Photoshop file formats are supported. 

Note that the watermark itself carries version and message type information, much like a 
communications message. PicmreMare has been designed to support upward compatibility. Any 



15 
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suitably configured reader will be able to read previous versions of the watermark. If a reader 
finds a newer version watermark which it does not support, the user will be notified and told to 
download the most recent reader. 

^ In the present application of PictureMarc, an image generally needs to be at least 256x256 
"^5 pixels to carry a watermark. Often a watermark can be found in patches as small as 100 pixels 
square. Arbitrarily large images can be watermarked, constrained only by available memory and 
disk space. The watermark does not add data to the image file, since it only makes very small 
changes to the luminance of pixels. This can change the size of a compressed image by a few 
percent, but the size of uncompressed images, such as biunaps (.BMPs), are unchanged. While a 
10 watermark survives compression, to watermark an already compressed image, it is preferable to 
either work from the original, or uncompress, watermark, and recompress the image. Future 
versions will likely support adding watermarks directly to the JPEG compressed file. 

PicmreMarc supports the automation features provided by Adobe Photoshop 4.0. This 
means that repetitive watermarking operations can be automated now. In other applications, 
15 support can be provided for unattended batch processing of images, aimed to support the needs of 
image distributors, especially those companies looking to watermark images as they are 
distributed with unique Transition IDs. 

As to the use of a network on line service, an image creator or distributor subscribes to 
the MarcCentre, on-line locator service. Subscribing includes providing a set of contact 

20 information to be made available when one of a user's watennarked images is found. Contact 
details include name, address, phone number, specialty, intermediary (e.g., organization, stock 
agency, representative, etc.) representing the creator's work and so on. When subscribing, the 
user is given a unique Creator ED. The user provides this Creator ID to a copy of PictureMarc, 
one time when first using the software-based system. This Creator ED links all of the user's 

25 images to facilitate contact details. Information can be queried via the Internet, or via a fax-back 
service. Querying is preferably free. 
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A subscription to MareCentre is priced to include unlimited access to contact information 
by anyone finding watermarked images. A Creator ID in the image leverages the power of a 
network accessible database, and lets the image creator communicate much more information than 
could fit in the image. In essence, we are creating a copyright communication system. 
Watermark detection in programs such as Photoshop is auwmaric. The Creator ID in the image, 
along with the image attributes, uniquely identify the image creator or distributor. TTie contact 
information corresponding to the Creator ID is always up to date, no matter how long ago a 
watermariced image was distributed. To make this copyright communication system work, we 
need unique ids which correspond to the appropriate image creator contact information. 

If there is no network connection for PictureMarc, an equivalent approach can be used: 
contact information can be communicated via a fax-back service. This can be carried out by 
punching in the Creator ID on a touch-tone keypad with telephony, and the resulting contact 
details for that image creator will be sent by fax. 

Contact details will be stored on a robust swver being hosted by an Internet provider. 
The Web site is responsible for maintaining the locator service and ensuring that information is 
available. Individual image creators are responsible for maintaining their own contact details, 
keeping them current as information changes. This ensures that all of the images distributed point 
to up-to-date information about the creator and the creator's work. 



Data in the Web site repository is stored in a way that when a user enter contact details, 
the user has control over which pieces of information are viewable by viewers.- Thus, for 
otanple, the user can designate whether to exclude his or her address, phone number, and other 
specific information. 

It is helpfiil for users to receive regular reports, generated by the Web page site software, 
about the number of people querying a specific user's information. These can be sent to the user 
via e-mail or 6x, to help communicate the activity concerning watermarked images. 
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Before turning to a specific embodiment of the present invention, it is important to stress 
the general applicability of embedding a watermaric. dsen reading it to obtain data, and then using 
the data to link to a database-preferably via a computer network- This is applicable to all media 
for which this' technology is useful. This includes watennaricing a photograph or a series of 
5 watermarks in a series of images (e.g., television, video), in sound or other analog signals (e.g., 
recordings, cellular telephone or other broadcasts), and other applications indicated herein. In any 
of these applications, while the watermark can contain self-identifying data, a centralized 
repository of watermark data facilitates broad, efficient usage. 

Thus, the following specific description of a preferred embodiment of a central repository, 
10 accessible by a network, is intended to be illustrative of the same kind of an approach for other 
applications and media suitable for watermarking. And it is to be understood that while the 
following discussion is made in the context of image processing, the same general approach can 
be used for handling watermarks in acoustic or other applications. Also, while the Adobe 
Photoshop application is used to illustrate the generally applicable concepts, it should be 
15 appreciated that the present invention can be used in coimection with other such products from 
other vendors, as well as in stand alone form. 

Fig. 43 illustrates an application of the invention using such an application as 
Adobe Photoshop 4.0, equipped with a plug in version of the digital watermarking technology 
discussed herein and illustrated as "PictureMarc," running on a digital electrical computer. The 
20 computer running the Adobe application is adapted for communication over a network (such as 
the WWW) with another digital electrical computer, running the MarcCenrre Web Page computer 
program. 

At step 1 of Fig. 43 a creator of a digitized photographic image, the "user" of the 
Adobe Photoshop, commences by obtaining a Creator ID. Such data is created and stored in a 
25 central repository designated in Fig. 43 as MarcCentre Locator Service, which is connectable to 
PicturcMarc via Internet or fax. At step 2 of Fig. 43, the user creates and embeds a watermark in 
tile digital image. At step 3 of Fig. 43, that image can be stored and/or printed, possibly 
subsequent to distribution over a computer system such as the Internet of WWW. When the 
image bearing the watermark is used in digital form, at step 4 of Fig. 43, that image is examined 
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for a watermark by a computer running the PictureMarc computer program. Preferably, the 
examination is conducted automatically (rather than selectively) upon opening an image, e.g., 
upon locating the image on a computer screen clipix3ard. If a watermark is detected, at step S of 
Fig. 43, PicmreMarc communicates widi the MarcCentre Locator Service to look up creator 
5 information and present a WWW page to the user. 

The means by which a user obtains a Creator ID in step 1 of Fig. 43 is elaborated 
in Figs. 44, 45. and 46, which represent screen images of MarcCentre, a Web Page locatable on 
the WWW. Introductory information is set forth in Fig. 44. Note the mention of a single mouse 
click. This feature refers to a hot button, such as a copyright symbol in a title bar of a screen, 
10 which permits someone using the Web Page to obtain information about the image that was pre- 
specifted by the creator. (A hot button (pointer to information stored in a MarcCentre database, 
which can in turn have a pointer to another database, such as that accessed by means of the 
network or WWW.) 

Figs. 45 and 46 show sequential screens of a "form" to be completed by computer 
15 entries. This information is stored in a MarcCentre database. Note too that the information 
entered to complete the form include a fee, and the fee account for the user is also stored in a 
MarcCentre database. After the form has been completed and stored and the fee has been 
secured, a Creator ID is issued by the MarcCentre service. 

The means by which a user with a Creator ID embeds a registered watermark in 
20 step 2 of Fig. 43 is elaborated in Figs. 47, 48, and 49. The Photoshop software uses a filter to 
call up the '^Digimaic" PictureMarc software and select options to embed a watermark. Bolded 
bars on the screen of Fig. 47 illustrate a selection being made for a digital image in the 
background. CDther information on the screen is typical for a windows application, the Adobe 
Photoshop application, and or generally known information about digital images, e.g., 100% 
25 shows the scale of the image, **RGB'* indicates the image format, etc. 

Fig. 48 illustrates a **Diaiog Box** used in associating information in connection 
with the embedding of the watermark. In a portion of the screen, the Copyright Information is 
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specified, including the Creator ID, the Type of Use (either Restricted or Royalty Free), Adult 
Content, and a Personalize option. A demonstration ID for use by those who do not have a 
registered Creator ID is "PictureMarc Demo," The Adult Content feanire pcmiiis embedding in 
the watermark data, preferably content-indicative data. Here the data is used for identifying that 
5 the photograph contains adult content, and thus a subsequent use of the photograph can be 

restricted. However, an alternative is to include other data or other content-identifying data, such 
as cataloging infonnation, in the watermark itself. Cataloging information permits subject matter 
searching in a collection of photographs. Another feamre shown in Fig. 48 is a siidabie scale for 
adjusting the intensity of the watermark. The more visible the watermark, the more durable the 
10 watermark is. Wateraiark durability (visibility) is also indicated by a number shown on the 
screen. Once the screen has been completed, if it is "OK", the user can click on this button and 
thereby embed the watermark. Otherwise, the user can select to cancel and thereby abort the 
process that would have led to the watermarking. 

Selecting the Personalize option of Fig. 48 calls the screen illustrated in Fig. 49, 
15 which is used to obtain a personalized, registered Creator ID. After the Creator ID is entered, 
selection of the Register option launches a WWW browser directed by the URL address shown 
entered on the screen to the MarcCentre registration page. 

In a preferred embodiment of step 4 of Fig. 43, each time an image is opened^ 
scanned in, or copied to the clipboard by any application, the image is automatically tested for a 

20 watermark, as illustrated in Fig. 50. This "autodetect" approach generates a signal indicative of 
the result of the test, for example, one or more copyright symbols shown in the title page of the 
screen in Fig. 50. Automatic checking for a watermark takes less computer time than the 
alternative of selectively reading the watermark, which is illustrated in Figs. 5 1 and 52. 
However, the selective approach is less comprehensive in monitoring the use of watermarked 

25 images, which is disadvantageous if the application is configured to automatically rcpon the 
detection back to the MarcCentre. In Fig. 50, the copyright symbol in the title area of the 
photograph is the previously mentioned hot burton. The copyright symbol in the lower left of the 
screen can alternatively or also be a hot bunon. 
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Figs. 51 and 52 elaborate the alternative approach to step 4 of Fig. 43 in which 
an image is opened and examined for a watennark. Preferably, each time an image is opened, 
there is an automatic check for a watermark. In any case. Fig. 51 is similar to the screen of Fig. 
47, except that a selection is shown to read for a watermark. 

Fig. 52 shows a screen that is be produced in response to the reading a 
watermark. This screen provides the Creator ID of the owner and / or distributor of this image, 
as well as whether use of this image is restricted or royalty free. Note the Web Lookup button, 
which can be selected to launch a WWW browser directed by the URL address shown entered on 
the screen to the MarcCentre Web Page, and obtains the data in the corresponding MarcCentre 
database corresponding to the Creator ID. 

Fig. 53 illustrates a screen produced from selecting the Web Lookup feature of 
Fig. 53. This screen provides the contact information for the image creator, including phone 
number. E-mail address and Web links. Note the selectable buttons at the bottom of the screen 
illustrated in Fig. 53, including buttons that take the user to promotional offers, allow the user to 
download additional software, subscribe to the MareCentre service, update contact bfoimation, 
search for a creator or provide feedback on the MarcCentre service. Selecting the Creator Search 
option leads to the screen shown in Fig. 54 This self-explanatory screeri enables a user to obtain 
contact information about a particular creator by entering the Creator ID. 

In a variation on the above-described approach, extended information is embedded 
in the watermark and subsequently detected, as respectively illustrated in Figs.* 55 and 56. Such 
a feature would be inserted as an additional filter in Fig. 47. In Fig. 55., the diaJog box permits 
inputting an Organization ID, an Item ID, and a Transaction ID. An Organization ID identifies 
an organization of other intermediary representing the creator and/or authorized for distributing 
the photograph and licensing rights thereto, such as a photo stock house. An Item ED identifies 
the photograph in a collection, such as a CD ROM. A Transaction ID identifies die specific 
transaction that is authorized (e.g., publication one time only in a newspaper), which permits 
detection of an authorized usage. The other feature on the screen. The Bump Size specification, 
pertains to the smallest unit of data, in the horizontal and vertical directions, that the watermark 
algorithms operate on. The extended information embedded in the watennark can be detected in 
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a manner analogous to that described with respect to Fig. 48» except that the additional 
information is shown as illustrated in Fig. 56. 

An alternative to a "plug in" embodiment is a stand alone version, which is 
exemplified in the next sequence of figures. As discussed above, for any application that involves 
5 a watermark, preferably there is an autodetect capability, and Fig. 57 illustrates a screen from a 
stand alone image reader with a clip board triggered by merely putting an image on the clipboard. 
In the Clipboard Viewer window of Fig. 57, a watermark detected on the image can be used to 
signal the user by one of several methods that can be used individually or in a combination. In 
one method, a title bar icon or some other bar or icon alternates between '^normal" and 

10 "watermark detected" states periodically (for example, at one second intervals). Another approach 
is to use other state changes, like having the title bar or a task bar alternate between highlighted 
and normal states periodically. Still another method is to have the detection initiate a special 
dialog box display, as illustrated in Fig. 58. The Read button in the special dialog box (triggered 
by a click of a mouse, like other buttons) causes reading and display of the watermark 

15 information in the image. The Close button ends the special dialog. (So as not to interfere with 
image processing, it can be convenient to show the special dialog box for a limited amount of 
time, and a small window therein can show the time remaining before the special dialog box 
disappears.) Buttons shown on the screen include one resembling a file folder to open a file; the 
next button is for copying a selected image from a first application to the clipboard; the next 

20 button is for pasting an image from the clipboard to a second application; and the last is for help 
menus. 



Fig. 59 shows the image after pasting it from the clipboard, in the course of 
image prtKessing. The Digimarc Reader - Image 1 window pops up on the screen to permit 
clicking the Web lookup button, which launches the user's web browser to result in a display of 
25 the creator's web page on the MarcCcntre Web site, with the rest following as above. 

Note again that the foregoing approach is representative, and it can be modified 
for another media in which a watermark is used. For example, instead of an image, a sound can 
be used. 
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POTENTIAL USE OF THE TECHNOLOGY IN TRP pp o teCTTON ANfn rnMTPnr 
SOFTWARE PROGRAMS 



10 



The illicit use, copying, and reselling of software programs represents a huge loss of 
revenues to the software industry at large. The prior art methods for attempting to mitigate this 
problem are very broad and will not be discussed here. What will be discussed is how the 
principles of this technology might be brought to bear on this huge problem. It is entirely unclear 
whether the tools provided by diis technolo^ will have any economic advantage (ail things 
considered) over the existing countermeasures both in place and contemplated. 



n>e state of technology over the last decade or more has made it a general necessity to 
deliver a foil and complete copy of a software program in order for that program to function on a 
user's computer. In effect. $X were invested in creating a software program where X is large, 
and the entire foiits of that development must be delivered in its entirety to a user in order for 
that user to gain value from the software product. Fominateiy this is generally compiled code, 
15 but the point is that this is a shaky distribution situation looked at in the abstract. TTie most 
mundane (and harmless in the minds of most perpetrators) illicit copying and use of the program 
can be performed rather easily. 



20 



25 



This disclosure offers, at first, an abstract approach which may or may not prt»ve to be 
economical in the broadest sense (where the recovered revenue to cost ratio would. exceed that of . 
most competing methods, for example). The approach expands upon the methods and approaches 
already laid out in the section on plastic credit and debit cards. The abstract concept begins by 
positing a "large set of unique patterns," unique among themselves, unique to a given product, 
and unique to a given purchaser of that product. This set of patterns effectively contains 
thousands and even millions of absolutely unique "secret keys" to use the cryptology vernacular. 
Importantly and distinctly, these keys are non-deteministic, that is, they do not arise from 
singular sub-1000 or sub-2000 bit keys such as with the RSA key based systems. TTiis large set 
of patterns is measured in kilobjaei and Megabytes, and as mentioned, is non-deterministic in 
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nature. Furthermore, still at the most abstract level, these patterns are fully capable of being 
encrypted via standard techniques and analyzed within the encrypted domain, where the analysis 
is made on only a small portion of the large set of patterns, and that even in the worst case 
scenario where a would-be pirate is monitoring the step-by-step microcode instructions of a 
5 microprocessor, this gathered information would provide no useful information to the would-be 
pirate. This latter point is an important one when it comes to implementation security" as 
opposed to "innate security" as will be briefly discussed below. 

So what could be the differential properties of this type of key based system as opposed 
to, for example, the RSA cryptology methods which are already well respected, relatively simple, 

10 etc. etc? As mentioned earlier, this discussion is not going to attempt a commercial side-by-side 
analysis. Instead, we'll just focus on the differing properties. The main distinguishing features 
fall out in the implementation realm (the implementation security). One example is that in single 
low-bit-number private key systems, the mere local use and re-use of a single private key is an 
inherently weak link in an encrypted transmission system. ["Encrypted transmission systems" are 

15 discussed here in the sense that securing the paid-for use of software programs will in this 
discussion require de facto encrypted communication between a user of the software and the 
"bank" which allows the user to use the program; it is encryption in the service of electronic 
financial transactions looked at in another light] Would-be hackers wishing to defeat so-called 
secure systems never attack the fundamental hard-wired security (the innate security) of the 

20 pristine usage of the methods, diey attack the implementation of those methods, centered around 
human nature and human oversights. It is here, still in the abstract, that the creation of a much 
larger key base, which is itself non-deterministic in nature, and which is more geared toward 
effectively throw-away keys, begins to "idiot proof the more historically vulnerable 
implementation of a given secure system. The huge set of keys is not even comprehensible to the 

25 average holder of those keys, and their use of those keys (i.e., the "implementation" of those 
keys) can randomly select keys, easily throw them out after a time, and can use them in a way 
that no "eavesdropper" will gain any useful information in the eavesdropping, especially when 
well within a millionth of the amount of time that an eavesdropper could "decipher" a key, its 
useftilness in the system would be long past. 
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Turning the abstract to the semi-concrete, one possible new approach to securely 
delivering a software pnxluct to ONLY the bonafide purchasers of that product is the following. 
In a mass economic sense, this new method is entirely founded upon a modest rate realtime 
Jigital connectivity (often, but not necessarily standard encrypted) between a user's computer 
5 network and the selling company's network. At f.r« glance this smells like trouble to any good 
marketing person, and indeed, this may throw the baby out with the badiwaier if by trying to 
recover lost revenues, you lose more legitimate revenue along the way (all part of ihe bottom line 
analysis). This new mediod dictates that a company selling a piece of software supplies to 
anyone who is willing to take it about 99.8% of its functional software for local storage on a ■ 
10 user's network (for speed and minimizing transmission needs). TTiis "fiee core program" is 
entirely unfunctional and designed so Aat even the craftiest hackers can't make use of it or 
"decompile if in some sense. Legitimate activation and use of this program is performed purely 
on a insmiction-cycie-count basis and purely in a simple very low overhead communications basis 
between the user's network and the company's network. A customer who wishes to use the 
15 product sends payment to the company via any of the dozens of good ways to do so. TTie 
customer is sent, via common shipment methods, or via commonly secured encrypted data 
channels, their "huge set of unique secrt^t keys." If we were to look at this large set as if it were 
an image, it would look just like the snowy images discussed over and over again in other parts 
of this disclosure. (Here, the "signamre" is the image, rather than being imperceptibly placed 
20 onto another image). The special nature of this large set is that it is what we might call 

"ridiculously unique" and contains a large number of secret keys. (The "ridiculous" comes from 
the simple math on the number of combinations Aat are possible with, say 1 Megabyte of random 
bit values, equaling exactly the number that "all ones" would give, thus 1 Megabyte being 
approximately 10 raised to the -2,400.000 power, plenty of room for many people having many 
25 throwaway secret keys). It is important to re-emphasize that the purchased entity is literally: 

productive use of the tool. The mariceting of this would need to be very liberal in its allotment of 
this productivity, since per-use payment schemes notoriously mm off users and can lower overall 
revenues significantly. 



This large set of secret keys is itself encrypted using standard encryption techniques. TTie 
30 basis for relatively higher "implementation security" can now begin to manifest itself. Assume 
that the user now wishes to use the software product TT,ey fire up the free core, and the free 
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core program finds that the user has installed their large set of unique encrypted keys. The core 
program calls the company network and does the usual handshaking. The company network, 
knowing the large set of keys belonging to that bonafide user, sends out a query on some simple 
set of patterns, almost exactly the same way as described in the section on the debit and credit 

5 cards. The query is such a small set of the whole, that the inner workings of the core program do 
not even need to decrypt the whole set of keys, only certain parts of the keys, thus no decrypted 
version of the keys ever exist, even within the machine cycles on the local computer itself. As 
can be seen, this docs not require the "signatures within a picture" methods of the main 
disclosure, instead, the many unique keys ARE the picture. The core program interrogates the 

10 keys by performing certain dot products, then sends the dot products back to the company's 
network for verification. See Fig. 25 and the accompanying discussion for typical details on a 
verification transaction. Generally encrypted verification is sent, and the core program now 
"enables" itself to perform a certain amount of instructions, for example, allowing 100,000 
characters being typed into a word processing program (before another unique key needs to be 

15 transmitted to enable another 100,000). In this example, a purchaser may have bought the 

number of instnictions which are typically used within a one year period by a single user of the 
word processor program. The purchaser of this product now has no incentive to "copy" the 
program and give it to their friends and relatives. 

All of the above is well and fine except for two simple problems. The first problem can 
20 be called "the cloning problem" and the second "the big brother problem." The solutions to these 
two problems art intimately linked. The latter problem will ultimately become a purely social 
problem, with certain technical solutions as mere tools not ends. 

The cloning problem is the following. It generally applies to a more sophisticated pirate 
of software rather, than the currently common "fnend gives their distribution CD to a friend" kind 

25 of piracy. Crafty-hacker "A" knows that if she performs a system-state clone of the "enabled" 
program in its entirety and installs this clone on another machine, then diis second machine 
effectively doubles the value received for the same money. Keeping this clone in digital storage, 
hacker "A" only needs to recall it and rcinsull the clone after the first period is run out, thus 
-indefinitely using the program for a single payment, or she can give the clone to their hacker 

30 friend "B" for a six-pack of beer. One good solution to this problem requires, again, a rather well 
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developed and iow cost real time digital connectivity between user site and company enabling 
network. This ubiquitous connecdvity generally does not exist today but is fast growing through 
the Internet and the basic growth in digital bandwidth. Pare and parcel of the "enabling" is a 
negligible communications cost random auditing function wherein the functioning program 
5 routinely and irregularly perforais handshakes and verifications with the company network. It 
does so, on average, during a cycle which includes a rather small amount of productivity cycles 
of the program. The resulting average productivity cycle is in general much less than the raw 
total cost of the cloning process of the overall enabled program. Thus, even if an enabled 
program is cloned, the usefulness of that instantaneous clone is highly limited, and it would be 

10 much more cost e£fective to pay the asking price of the selling company than to repeat the 
cloning process on such short time periods. Hackers could break this system for fim, but 
certainly not for profit The flip side to this arrangement is that if a program "calb up" the 
company's network for a random audit, the allotted productivity count for that user on that 
program is accounted for, and that in cases where bonafide payment has not been received, the 

15 company network simply withholds its verification and the program no longer functions. We're 
back to where users have no incentive to "give this away" to friends unless it is an explicit gift 
(which probably is quite appropriate if they have indeed paid for it: "do anything you like with it, 
you paid for it"). 

The second problem of "big brother" and the intuitively mysterious "enabling" 
20 communications between a user's network and a company's network would as mentioned be a 
social and perceptual problem that should have all manner of potential real and imagined 
solutions. Even with the best and objectively unbeatable anti-btg-brother solutions, there will still 
be a hard-core conspiracy theory crowd claiming it just ain't so. With this in mind, one potential 
solution is to set up a single program registry which is largely a public or non-profit institution to 
25 handling and coordinating the realtime verification networks. Such an entity would dien have 
company clients as well as user clients. An organization such as the Software Publishers 
Association^ for example, may choose to lead such an effort. 

Concluding this section, it should be re-emphasized that the methods here outlined require 
a highly connected distributed system, in other words, a more ubiquitous and inexpensive Internet 
30 than exists in mid 1995. Simple trend extrapolation would argue that this is not too far off from 
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[995. The growth rate in raw digital communications bandwidth also argues that the above 
system might be more practical, sooner, than it might flrst appear. (The prospect of interactive 
TV brings with it the promise of a fast network Unking millions of sites around the world.) 



5 USE QF CURRENT CRYPTOLOGY METHODS fN CONJUNCTION WITH THIS 
TFCHNOLOGY 

It should be briefly noted that certain implementations of the principles of this technology 
probably can make good use of current cryptographic technologies. One case in point might be a 
system whereby graphic artists and digital photographers perform realtime registiation of their 

10 photographs with the copyright office. It might be axivantageous to send the master code signals, 
or some representative portion thereof^ directly to a third party registry. In this case, a 
photographer would want to know that their codes were being transmitted securely and not stolen 
along the way. In this case, certain conunon cryptographic transmission might be employed. 
Also, photographers or musicians, or any users of this technology, may want to have reliable time 

15 stamping services which are becoming more common. Such a service could be advantageously 
used in conjunction with the principles of this technology. 



nPTAH 5; ON Tm LEGITIMATE AND ILLEGITIMATIE DETECTION AND REMOVAL OF 
TNVISmLE SIGNATURES 

20 In general, if a given entity can recognize the signatures hidden within a given set of 

empirical data, that same entity can take steps to remove those signatures. In practice, the degree 
of difficulty between the former condition and the latter condition can be made quite large, 
fortunately. On one extreme, one could posit a software program which is generally very difficult 
to "decompile" and which does recognition functions on empirical data. This same bit of 

25 software could not generally be used to "strip" the signatures (without going to extreme lengths). 
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On the other hand, if a hacker goes to the trouble of discovering and understanding the "public 
codes" used within some system of daa interchange, and that hacker knows how to recognize th^ 
signatures, it would not be a large step for that hacker to read in a given set of signed data and 
create a data set widi die signatures effectively removed. In this latter example, interestingly 
enough, diere would often be telltale statistics that signatures had been removed, statistics which 
will not be discussed here. 



These and other such attempts to remove the signatures we can refer to as illicit attempts. 
Current and past evolution of the copyright laws have generally targeted such activity as coming 
under criminal activity and have usually placed such language, along widi penalties and 
enforeement language, into the standing laws. Presumably any and all practitioneis of dus 
signature technology will go to lengdis to make sure that die same kind of a) creation, b) 
distribution, and c) use of these kinds of illicit removal of copyright protection mechanisms are 
criminal ofTenses subject to enforcement and penalty. On the odier hand, it is an object of this 
technology to point out diat through die recognition steps outlined in this disclosure, software 
programs can be made such diat die recognition of signanires can simply lead to dieir removal by 
inverting die known signatures by die amount equal to tfieir found signal energy m die 
recognition process (i.e., remove die size of die given code signal by exact amount found). By 
pointing diis out in diis disclosure, it is dear diat such software or hardware which perfoims diis 
signature removal operation will not only (presumably) be criminal, but it will also be liable to 
infringement to die extent tiiat it is not properly licensed by die holders of die (presumably) 
patented technology. 



The case of legitimate and normal recognition of die signatures is straightforward. In one 
example, die public signatures could deliberately be made marginally visible (i.e. dieir intensity 
would be deliberately high), and in diis way a form of sending out "proof comps" can be 
accomplished. "Comps" and "proofe" have been used in die photographic industry for quite some 
time, where a degraded unage is purposely sent out to prospective customers so diat diey might 
evaluate it but not be able to use it m a commercially meaningful way. In die case of diis 
technology, incareasing die intensity of die public codes can serve as a way to "degrade" die 
commercial value intentionally, dien tiirough hardware or software activated by paying a purchase 
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price for the material, the public signamres can be removed (and possibly replaced by a new 
invisible tracking code or signanire, public and/or private. 



MONTTQRING STATIONS AND MOMTORJNG SERVTCFS 

5 Ubiquitous and cost effective recognition of signatures is a central issue to the broadest 

proliferation of the principles of this technology. Several sections of this disclosure deal with this 
topic in various ways. This section focuses on the idea that entities such as monitoring nodes, 
monitoring stations, and monitoring agencies can be created as pan of a systematic enforcement 
of the principles of die technology. In order for such entities to operate, diey require knowledge 
10 of the master codes, and they may require access to empirical data in hs raw (unencrypted and 
untxansfonned) form. (Having access to original unsigned empirical data helps in finer analyses 
but is not necessary.) 

Three basic forms of monitoring stations fall out directly from the admittedly arbitrarily 
defined classes of master codes: a private monitoring station, a semi-public, and a public. The 

15 distinctions are simply based on the knowledge of the master codes. An example of the fiiily 
private monitoring station might be a large photographic stock house which decides to place 
certain basic panems into its distributed material which it knows that a truly crafty pirate could 
decipher and remove, but it thinks this likelihood is ridiculously small on an economic scale. 
This stock house hires a paxt-time person to come in and randomly check high value ads and 

20 other photography in the public domain to search for these relatively easy to find base patterns, as 
well as checking photographs that stock house staff members have ''spotted'* and think it might be 
infringement material. The part time person cranks through a large stack of these potential 
infringement cases in a few hours, and where the base patterns are found, now a more thorough 
analysis takes place to locate the original image and go through the full process of unique 

23 identification as outlined in this disclosure. Two core economic values accrue to the stock house 
in doing this, values which by definition will outweigh the costs of the monitoring service and the 
cost of the signing process itself. The first value is in letting their customers and the world know 
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that, they are signing their material and that the monitoring service is in place, backed up by 
whatever statistics on the ability to catch infringers. This is the deterrent value, which probably 
will be the largest value eventually. A general pre-requisite to this first value is the aauai 
recovered royalties derived from the monitoring effort and its building of a track record for being 
5 fonnidable (enhancing the first value). 



The semi-public monitoring stations and the public monitoring stations largely follow the 
same pattern, altiiough in these systems it is possible to actually set up third party services which 
are given knowledge of the master codes by clients, and the services merely fish through 
thousands and milUons of "creative property" hunting for the codes and reporting the results to 
10 the clients. ASCAP and BMI have "lower tech" approaches to diis basic service. 



A large coordinated monitoring service using the principles of this technology would 
classify its creative property supplier clients into two basic categories, those that provide master 
codes themselves and wish the codes to remain secure and unpublished, and those that use 
generally public domain master codes (and hybrids of the two, of course). The monitoring 
service would perform daily samplings (checks) of publicly available imagery, video, audio, etc.. 
doing high level pattern checks with a bank of supercomputers. Magazine ads and images would 
be scanned in for analysis, video grabbed off of commercial channels would be digitized, audio 
would be sampled, public Interact sites randomly downloaded, etc. These basic data streams 
would then be fed into an ever-chnming monitoring program which randomly looks for pattern 
matches between its large bank of public and private codes, and die data material it is checking. 
A small sub-set, which itself will probably be a large set. will be flagged as potential match 
candidates, and these will be fed into a more refined checking system which begins to attempt to 
identify which exact signatures may be present and to perform a more fine analysis on the given 
flagged material. -Presumably a small set would then fall out as flagged match material, ownen 
of that material would be positively identified and a monitoring report would be sent to the client 
so that they can verify that it was a legitimate sale of their material. The same two values of the 
private monitoring service outlined above apply in this case as well. The monitoring service 
could also serve as a formal bully in cases of a found and proven infringement, sending out 
letters to infringing parties witeessmg the found infringement and seeking inflated royalties so 
that the infringing party might avoid the more costly alternative of going to court. 
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N/fFTWrnP FOR EMBEDDING SUBLIMINAL REGISTRATTQN PATTERNS INTO IMAGES 
A]^n OTHER SIGNALS 

The very notion of reading embedded signatures involves the concept of registration. The 
underlying master noise signal must be known, and its relative position needs to be ascertained 

5 (registered) in order to initiate the reading process itself (e.g. the reading of the Vs and O's of the 
N-bit identification word). When one has access to the original or a thumbnail of the unsigned 
signal* this registration process is quite straightforward. When one doesn't have access to this 
signal, which is often the case in universal code applications of this technology, then different 
methods must be employed to accomplish this registration step. The example of pre-marked 

10 photographic film and paper, where by definition there will never be an ^'unsigned** original, is a 
perfect case in point of the latter. 

Many earlier sections have variously discussed this issue and presented certain solutions. 
Notably, the section on "simple** universal codes discusses one embodiment of a solution where a 
given master code signal is known a priori, but its precise location (and indeed, it existence or 

15 non-existence) is not known. That particular section went on to give a specific example of how a 
very low level designed signal can be embedded within a much larger signal, wherein this 
designed signal is standardized so that detection equipment or reading processes can search for 
this standardized signal even though its exact location is unknown. The brief section on 2D 
universal codes went on to point out that this basic concept could be extended into 2 dimensions, 

20 or, effectively, into imagery and motion pictures. Also, the section on symmetric patterns and 
noise patterns outlined yet another approach to the two dimensional case, wherein the nuances 
associated with two dimensional scale and rotation were more explicitly addressed. Therein, the 
idea was not merely to determine the proper orientation and scale of underlying noise panems, 
but to have information transmitted as well, e.g., the N rings for the N-bii identification word. 

25 This section now attempts to isolate the sub-problem of registering embedded patterns for 

registration's sake. Once embedded patterns are registered, we can then look again at how this 
registration can serve broader needs. This section presents yet another technique for embedding 
panems, a technique which can be referred to as '•subliminal digital graticules". "Graticules'* - 
other words such as fiducials or reticles or hash marks could just as well be used -conveys the 
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idea of calibration marks used for the purposes of locating and/or measuring something. In this 
case, they are employed as low level patterns which serve as a kind of gridding function. That 
gridding function itself can be a carrier of I bit of information, as in the universal 1 second of 
noise (its absence or presence, copy me, don't copy me), or it can simply find the orientation and 
scale of other information, such as embedded signatures, or it can simply orient an image or audio 
object itself. 

Figs. 29 and 30 visually summarize two related methods which illustrate applicant's 
subliminal digital graticules. As will be discussed, the method of Fig. 29 may have slight 
practical advantages over the method outlined in Fig. 30. but both methods effectively decompose 
the problem of finding the orientation of an image into a series of steps which converge on a 
solution. The problem as a whole can be simply stated as the following: given an arbitrary 
image wherein a subliminal digital graticule may have been stamped, then find the scale, rotation, 
and origin (offset) of the subliminal digital graticule. 

The beginning point for subliminal graticules is in defining what they are. Simply put, 
they arc visual patterns which are directly added into other images, or as the case may be, 
exposed onto photographic film or paper. The classic double exposure is not a bad analogy, 
though in digital imaging this specific concept becomes rather stretched. These patterns will 
generally be at a very low brighmess level or exposure level, such that when they are combined 
with "normal" images and exposures, they will effectively be invisible (subliminal) and just as the 
case with embedded signatures, they will by definition not interfere with the broad value of the 
images to which they are added. 

Figs. 29 and 30 define two classes of subliminal graticules, each as represented in the 
spatial frequency domain, also known as the UV plane, 1000. Common two dimensional fourier 
transform algorithms can transform any given image into its UV plane conjugate. To be precise, 
the depictions in Figs, 29 and 30 are the magnitudes of the spatial frequencies, whereas it is 
difficult to depict the phase and magnitude which exists at every point. 
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Fig. 29 shows ihc example of six spots in each quadrant along the 45 degree lines, 1002. 
These are exaggerated in this figure, in that these spots would be difficult to discern by visual 
inspection of the UV plane image. A rough depiction of a "typical" power spectrum of an 
arbitrary image as also shown, 1004. This power spectrum is generally as unique as images are 
5 unique. The subliminal graticules are essentially these spots. In this example, there are six 
spatial frequencies combined along each of the two 45 degree axes. The magnitudes of the six 
frequencies can be the same or different (we'll touch upon this refinement later). Generally 
speaking, die phases of each are different from the others, including the phases of one 45 degree 
axis relative to the other. Fig. 3 1 depicts this graphically. The phases in this example are simply 

10 randomly placed between PI and -PI, 1008 and 1010. Only two axes are represented in Fig. 31 - 
as opposed to the four separate quadrants, since the phase of the mirrored quadrants are simply 
PI/2 out of phase with their mirrored counterparts. If we turned up the intensity on this 
subliminal ^ticule, and we transformed the result into the image domain, then we would see a 
weave^like cross-hatching pattern as related in the caption of Fig. 29. As stated, this weave*like 

15 pattern would be at a very low intensity when added to a given image. The exact frequencies and 
phases of the spectral components utilized would be stored and standardized. These will become 
the "spectral signatures" that registration equipment and reading processes will seek to measure. 

Briefly, Fig. 30 has a variation on this same general theme. Fig. 30 lays out a different 
class of graticules in that the spectral signature is a simple series of concentric rings rather than 

20 spots along the 45 degree axes. Fig. 32 then depicts a quasi-random phase profile as a function 
along a half-circle (the other half of the circle then being PI/2 out of phase with the first half). 
These are simple examples and there are a wide variety of variations possible in designing the 
phase profiles and the radii of the concentric rings. The transform of this type of subliminal 
graticule is less of a "pattern" as with the weave-like graticule of Fig. 29, where it has more of a 

25 random appearance like a snowy image. 

The idea behind both types of graticules is the following: embed a unique pattern into an 
image which virtually always will be quite distinct from the imagery into which it will be added, 
but which has certain properties which facilitate fast location of the pattern, as well as accuracy 
properties such that when the panem is generally located, its precise location and orientation can 
30 be found to some high level of precision. A corollary to the above is to design the pattern such 
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that the pattern on average minimally interferes with the typical imagery into which it will be 
added, and has maximum energy relative to the visibility of the pattern. 

Moving on to the gross summary of how the whole process works, the graticule type of 
Fig. 29 facilitates an image processing search which begins by first locating the rotation axes of 
5 Che subliminal graticule, then locating the scale of the graticule, then determining the origin or 
offset. The last step here identifies which axes is which of the two 45 degree axes by 
determining phase. Thus even if the image is largely upside down, an accurate determination can 
be made. The first step and the second step can both be accomplished using only the power 
spectrum data, as opposed to the phase and magnitude. The phase and magnitude signals can 

10 then be used to "fine tune** the search for the correct rotation angle and scale. The graticule of 
Fig. 30 switches the first two steps above, where the scale is found first, then the rotation, 
followed by precise determination of the origin. Those skilled in the art will recognize that 
determining these outstanding parameters, along two axes, are sufficient to fully register an 
image. The "engineering optimization challenge" is to maximize the uniqueness and brighmess of 

15 the patterns relative to their visibility, while minimizing the computational overhead in reaching 
some specified level of accuracy and precision in registration. In the case of exposing 
photographic film and paper, clearly an additional engineering challenge is the outlining of 
economic steps to get the patterns exposed onto the fihn and paper in the first place, a challenge 
which has been addressed in previous sections. 

20 The problem and solution as above defined is what was meant by registration for 

registration's sake. It should be noted that there was no mention made of making some kind of 
value judgement on whether or not a graticule is indeed being found or not. Clearly, the above 
steps could be applied to images which do not in fact have graticules inside them, the 
measurements then simply chasing noise. Sympathy aeeds to be extended to the engineer who is 

25 assigned the task of setting "detection thresholds" for these types of patterns, or any others, amidst 
the incredibly broad range of imagery and envirorunental conditions in which the panems must be 
sought and verified. [Ironically, this is where the pure universal one second of noise stood in a 
previous section, and that was why it was appropriate to go beyond merely detecting or not 
detecting this singular signal, i.e. adding additional information planes]. Herein is where some 

30 real beauty shows up: in the combination of the subliminal graticules with the now-registered 
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embedded signatures described in other pans of this disclosure. Specifically, once a ''candidate 
registration" is found - paying due homage to the idea that one may be chasing noise * then the 
next logical step is to perfonn a reading process for, e.g., a 64 bit universal code signature. As 
further example, we can imagine that 44 bits of die 64 bit identification word are assigned as an 

5 index of registered users - serial numbers if you will. The remaining 20 bits are reserved as a 
hash code - as is well known in encryption arts - on the 44 bit identification code thus found. 
Thus, in one swoop, the 20 bits serve as the "yes, I have a registered image" or "no, I don't" 
answer. More importantly, perhaps, this allows for a system which can allow for maximum 
flexibility in precisely defining the levels of "false positives" in any given automated 

10 identification system. Threshold based detection will always be at the mercy of a plethora of 
conditions and situations, ultimately resting on arbitrary decisions. Give me N coin flips any day. 



Back on point, these graticule patterns must first be added to an image, or exposed onto a 
piece of film. An exemplary program reads in an arbitrarily sized digital image and adds a 
specified graticule to the digital image to produce an output image. In the case of film, the 
15 graticule panem would be physically exposed onto the film either before, during, or after 

exposure of the primary image. All of these methods have wide variations in how they might be 
accomplished. 



The searching and registering of subliminal graticules is the more interesting and involved 
process. This section will first describe the elements of this process, culminating in the 
20 generalized flow chart of Fig. 37. 



Fig. 33 depicts the first major "search" step in the registration process for graticules of the 
type in Fig. 29. A suspect image (or a scan of a suspect photograph) is fu^t transformed in its 
fourier representation using well known 2D FFT routines. The input image may look like the one 
in Fig. 36, upper left image. Fig. 33 conceptually represents the case where the image and hence 
25 the graticules have not been rotated, though the following process fully copes with rotation issues. 
After the suspect image has been transformed, the power spectrum of the transform is then 
calculated, being simply the square root of the addition of the two squared moduli, it is also a 
good idea to perform a mild low pass filter operation, such as a 3x3 blur filter, on the resulting 
oower soectrum data, so that later search sten.s dnn'r n^ftd inrr^Hthlv fin« Qna«»/H ct#»n« Th^n tw^ 
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candidate rotation angles from 0 through 90 degrees (or 0 to PI/2 in radian) are stepped duxjugh. 
Along any given angle, two resultant vectors are calculated, the first is die simple addition of 
power spectnnn values at a given radius along the four lines emanating from die origin in each 
quadrant. The second vector is die moving average of die first vector. Then, a normalized power 
profile is calculated as depicted in bodi 1022 and 1024. die difference being diat one plot is along 
an angle which does not align widi die subliminal graticules, and die otiier plot does align. The 
nonnalization stipulates diat die first vector is die numerator and die second vector is die 
denominator in die resultant vector. As can be seen in Fig. 33, 1022 and 1024, a series of peaks 
(which should be "six" instead of "five" as is drawn) develops when die angle aligns along its 
proper direction. Detection of diese peaks can be effected by setting some dueshold on die 
normalized values, and integrating dieir total along die whole radial line. A plot. 1026, from 0 to 
90 degrees is depicted in the bottom of Fig. 33, showing diat die angle 45 degrees contains die 
most energy. In practice, this signal is often much lower dian that depicted in diis bottom figure, 
and instead of picking die highest value as die "found rotation angle," one can simply find die top 
few candidate angles and submit these candidates to die next stages in die process of determining 
die registration. It can be appreciated by those practiced in die art that die foregoing was simply 
a known signal detection scheme, and diat diere are dozens of such schemes diat can ultimately 
be created or borrowed. The simple requirement of die first stage prrcess is to whittle down die 
candidate rotation angles to just a few, wherein more refined searches can dien take over. 



Fig. 34 essentially outlines die same type of gross searching in die power spectral domain. 
Here instead we first search for die gross scale of die concentric rings, stepping from a small 
scale dirough a large scale, naher than die rotation angle. The graph depicted in 1032 is die same 
nonnalized vector as in 1022 and 1024, but now the vector values.are plotted as a function of 
angle around a semi-circle. The moving average denominator still needs to be calculated in die 
radial direction, rather dian the tangential direction. As can be seen, a similar "peaking" in die 
normalized signal occurs'when die scanned circle coincides widi a graticule circle, giving rise to 
die plot 1040. The scale can tiien be found on die bottom plot by matching die known 
charaaeristics of die concentric rings (i.e. dieir radii) widi the profile in 1040. 

Fig. 35 depicts die second primaiy step, in registering subliminal graticules of the type in 
Fig. 29. Once we have found a few rotation candidates from die mediods of Fig. 33, we dien 
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take the plots of the candidate angles of the type of 1022 and 1024 and perform what the inventor 
refers to as a "scaled keinel" matched filtering operation on those vectors. The scaled kernel 
refers to the fact that the kernel in this case is a known non-harmonic relationship of frequencies, 
represented as the lines with x's at the top in 1042 and 1044. and that the scale of these 
5 frequencies is swept through some prc-determined range, such as 25% to 400% of some expected 
scale at 100%. The matched filter operation simply adds the resultant multiplied values of the 
scaled frequencies and their plot counurparts. Those practiced in the art will recognize the 
similariiy of this operation with the very well known matched filter operation. The resulting plot 
of the matched filter operation will look something like 1046 at the bottom of Fig. 35. Each 

10 candidate angle from the first step will generate its own such plot, and at this point the highest 
value of all of the plots will become our candidate scale, and the angle corresponding to the 
highest value will become our primary candidate rotation angle. Likewise for graticules of the 
type in Fig. 30, a similar "scaled-kemer matched filtering operation is performed on the plot 
1040 of Fig. 34. This generally provides for a single candidate scale factor. Then, using the 

15 stored phase plots 1012, 1014 and 1016 of Fig. 32, a more traditional matched filtering operation 
is applied between these stored plots (as kernels), and the measured phase profiles along the half- 
circles at the previously found scale. 

The last step in registering graticules of the type in Fig. 29 is to perform a garden variety 
matched filter between the known (either spectral or spatial) profile of the graticule with the 

20 suspect image. Since both the rotation, scale and orientation are now known from previous steps, 
this matched filtering operation is straightforward. If the accuracies and precision of preceding 
steps have not exceeded design specifications in the process, then a simple micro-search can be 
performed in the small neighborhood about the two parameters scale and rotation, a matched filter 
operation performed, and the highest value found will determine a ^'fine tuned** scale and rotation. 

25 In this way, the scale and rotation can be found to within the degree set by the noise and cross- 
talk of the suspect image itself. Likewise, once the scale and rotation of the graticules of the type 
in Fig. 30 are found, then a straightforward matched filter operation can complete the registration 
process, and similar "fme tuning" can be applied. 

Moving on to a variant of the use of the graticules of the type in Fig. 29. Fig. 36 presents 
30 the possibility for finding the subliminal graticules without the need for performing a 
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computationally expensive 2 dimensional FFT (fast fourier transform). In situations where 
computational ovcriiead is a major issue, then the search problem can be reduced to a series of 
one-dimensional steps. Fig. 36 broadly depicts how to do this. TTie figure at the top left is an 
arbitrary image in which the graticules of the type of Fig. 29 have been embedded. Starting at 
5 angle 0. and finishing with an angle just below 1 80 degrees, and stepping by, for example 5 
degrees, the grey values along the depicted columns can be simply added to create a resulting 
column-integrated scan, 1058. The figure in the top right, 1052. depicts one of the many angles 
at which this will be performed. Tliis column-integrated scan then is transformed into its fourier 
representation using the less computationally expensive 1 dimensional FFT. This is then turned 
10 into a magnimde or "power" plot (the two are different), and a similar normalized vector version 
created just like 1022 and 1024 in Fig. 33. The difference now is that as die angle approaches 
the proper angles of the graticules, slowly the tell-tale peaks begin to appear in the 1024-like 
plots, but they generally show up at higher frequencies than expected for a given scale, since we 
are generaUy slightly off on our rotation. It remains to find the angle which maximizes the peak 
15 signals, thus zooming in on the proper rotation. Once the proper rotation is found, then the 
scaled kernel matched filter process can be applied, followed by tiaditional matched filtering, all 
as previously described. Again, the sole idea of the "short-cut" of Fig. 36 is to greatly reduce the 
computational overhead in using the graticules of the type in Fig. 29. The inventor has not 
reduced this method of Fig. 36 to practice and cuirently has no data on precisely how much 
20 computational savings, if any. will be realized. These efforts will be pan of application specific 
development of the method. 



Fig. 37 simply summarizes, in order of major process steps, the mediods revolving around 
the graticules of the type in Fig. 29. 

In another variant embodiment, the graticule energy is not concentrated around the 45 
degree angles m the spatial frequency domain. (Some compression algorithms, such as JPEG, 
tend to particularly attenuate image energy at this orientation.) Instead, the energy is more widely 
spatially spread. Fig. 29A shows one such distribution. The frequencies near the axes, and near 
the origin are generally avoided, since this is where the image energy is most likely concentrated. 
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Detection of this energy in a suspect image again relies on techniques like that reviewed 
above. However, instead of first identifying the xxes* then the rotation, and then the scale, a 
more global pattern matching procedure is performed in which ail are determined in a brute force 
effort. Those skilled in the ait will recognize that the Fourier-Mellin transfonn is well suited for 
5 use in such pattern matching problems. 

The foregoing principles find application, for example, in photo-dupiicarion kiosks. Such 
devices typically include a lens for imaging a customer-provided original (e.g. a photographic 
print or film) onto an opto-electronic detector, and a print-writing device for exposing and 
developing an emulsion substrate (again photographic paper or film) in accordance with the image 
10 data gathered by the detector. The details of such devices are well known to those skilled in the 
art, and are not belabored here. 

In such systems, a memory stores data from the detector, and a processor (e.g. a Pentium 
microprocessor with associated support components) can be used to process the memory data to 
detect the presence of copyright data steganographically encoded therein. If such data is detected, 
15 the print-writing is interrupted. 

To avoid defeat of the system by manual rotation of the original image off-axis, the 
processor desirably implements the above-described technique to effect automatic registration of 
the original, notwithstanding scale, rotation, and origin offset factors. If desired, a digital signal 
processing board can be employed to ofiEIoad certain of the FFT processing from the main (e.g. 
20 Pentium) processor. After a rotated/scaled image is registered, detection of any 

steganographically encoded copyright notice is straightforward and assures the machine will not 
be used in violation of a photographer's copyright 

While the techniques disclosed above have make use of applicant's preferred 
steganogiaphic encoding methods, the principles thereof are more widely applicable and can be 
25 used in many instances ui which automatic registration of an image is to be effected. 
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USE OF EMBEDDED SIGNATURES IN VIDEO. WHEREIN A VTDFQ DATA STREAM 
EFFECTTVELY SERVES AS A HIGH-SPEED ONE WAY MOHFIU 

Through use of the universal coding system outlined in earlier sections, and through use 
of master snowy frames which change in a simple fashion frame to frame, a simple receiver can 
5 be designed such that it has pre-knowiedge of the changes in the master snowy frames and can 
therefore read a changing N-bit message word frame by frame (or I-fiamc by [-frame as die case 
may be in MPEG video). In this way, a motion picture sequence can be used as a high speed 
one-way information channel, much like a one-way modem. Consider, for example, a frame of 
video data widi N scan lines which is steganographically encoded to effect the transmission of an 
10 N-bit message. If there are 484 scan lines in a frame (N). and frames change 30 times a second, 
an information channel with a capacity comparable to a 14.4 kilobaud modem is achieved. 

In actual practice, a data rate substantially in excess of N bits per frame can usually be 
achieved, yielding transmission rates nearer that of ISDN circuits. 



15 FRAUD PREVENTION IN WIRELESS COMMUNICATIONS 

In die cellular telephone industry, hundreds of millions of dollars of revenue is lost each 
year through theft of services. While some services are lost due to physical theft of cellular 
telephones, the more pemicious threat is posed by cellular telephone hackers. 

Cellular terephone hackers employ various electronic devices to mimic the identification 
20 signals produced by an authorized cellular telephone. (These signals are sometimes called 

authorization signals, verification numbers, signature data, etc.) Often, the hacker teams of these 
signals by eavesdropping on authorized cellular telephone subscribers and recording the data 
exchanged with the ceil cite. By artful use of this data, the hacker can impersonate an authorized 
subscriber and dupe the carrier into, completing pirate calls. 
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In the prior art, identification signals are segregated from the voice signals. Most 
commonly, they are temporally separated, e.g. transmitted in a burst at the time of call 
origination. Voice data passes through the channel only after a verification operation has taken 
place on this identification data. (Identification data is also commonly included in data packets 
5 sent during the transmission.) Another approach is to spectrally separue the identification, e.g. in 
a spectral subband outside that allocated to the voice data. 



Other fraud-deterrent schemes have also been employed. One class of techniques 
monitors characteristics of a cellular telephone's RF signal to identify the originating phone. 
Another class of techniques uses handshaking protocols, wherein some of the data returned by the 
10 cellular telephone is based on an algorithm (e.g. hashing) applied to random data sent thereto. 



Combinations of the foregoing approaches are also sometimes employed. 

U.S. Patents 5,465,387, 5,454,027, 5,420.910, 5,448,760, 5,335,278, 5.345,595, 
5,144,649, 5,204,902, 5,153,919 and 5.388,212 detail various cellular telephone systems, and 
fraud deterrence techniques used therein. The disclosures of these patents, are incorporated by 
15 reference. 



As the sophistication of fraud deterrence systems increases, so does the sophistication of 
cellular telephone hackers. Ultimately, hackers have the upper hand since they recognize that all 
prior art systems are vulnerable to the same weakness: the identification is based on some 
attribute of the cellular telephone transmission outside the voice data. Since this attribute is 
20 segregated bom the voice data, such systems will always be susceptible to pirates who 
electronically '*patch" their voice into a composite electronic signal having the attribute<s) 
necessary to defeat the fraud deterrence system. 

To overcome this failing, preferred embodiments of this aspect of the present technology 
steganographically encode the voice signal with identification data, resulting in "in-band** 
25 signalling (in-band both temporally and spectrally). This approach allows the carrier to monitor 
the user's voice signal and decode the identification data therefrom. 
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In one such form of the technology, some or all of the identification data used in the prioi 
an (e.g. data tnuismined at call origination) is repeatedly steganographically encoded in the user's 
voice signal as well. The carrier can thus periodically or aperiodically check the identification 
data accompanying the voice data witii that sent at call origination to ensure tfiey match. If they 
do not. the call is identified as being hacked and steps for remediation can be instigated such as 
interrupting die call. 



In anodier form of the technology, a randomly selected one of several possible messages 
is repeatedly steganographically encoded on the subscriber's voice. An index sent to the cellular 
carrier at call set-up identifies which message to expect If the message steganographically 
decoded by die cellular carrier from the subscriber's voice does not match that expected, die call 
is identified as fraudulent 



In a preferred foim of this aspect of the technology, die steganographic encoding relies on 
a pseudo random data signal to transform die message or identification data into a low level 
noise-like signal superimposed on die subscriber's digitized voice signal. This pseudo random 
data signal is known, or knowable, to bodi the subscribers telephone (for encoding) and to die 
cellular carrier (for decoding). Many such embodiments rely on a deterministic pseudo random 
number generator seeded widi a datum known to bodi die telephone and die canicr. In simple 
embodiments tiiis seed can remain constant from one call to die next (e.g. a telephone ID 
number). In more compl« embodiments, a pseudo-one-time pad system may be used, wherein a 
new seed is used for each session (i.e. telephone call). In a hybrid system, die telephone and 
cellular carrier each have a reference noise key (e.g. 10,000 bits) from which die telephone selects 
a field of bits, such as 50 bits beginning at a randomly selected offset, and each uses this excerpt 
as die seed to generate die pseudo random data for encoding. Data sent from die telephone to die 
carrier (e.g. die otEwt) during call set-up allows die carrier to reconstruct die same pseudo 
random data for use in decoding. Yet fimher improvements can be derived by borrowing basic 
techniques from die art of cryptographic communications and applying diem to die 
steganographically encoded signal detailed in diis disclosure. 
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Details of applicant's preferred techniques for steganographic encoding/decoding with a 
pseudo random data stream are more particularly detailed in the prcvtous portions of this 
specification, but the present technology is not limited to use with such techniques. 

The reader is presumed to be familiar with cellular communications technologies. 
5 Accordingly, details known from prior ait in this field aren't belabored herein. 

Referring to Fig. 38, an illustrative cellular system includes a telephone 2010, a cell site 
2012, and a central office 2014. 

Conceptually, the telephone may be viewed as including a microphone 2016, an A/D 
converter 2018, a data formatter 2020. a modulator 2022, an EIF section 2024, an antenna 2026, a 
10 demodulator 2028» a data unformatter 2030, a D/A converter 2032, and a speaker 2034. 

In operation, a subscriber's voice is picked up by the microphone 2016 and converted to 
digital form by the A/D converter 2018. The data formatter 2020 puts the digitized voice into 
packet fonn, adding synchronization and control bits thereto. The modulator 2022 converts this 
digital dau stiwm into an analog signal whose phase and/or amplimde properties change in 
15 accordance with the data being modulated. The RF section 2024 commonly translates this time- 
varying signal to one or more imcrmcdiate frequencies, and finally to a UHF transmission 
frequency. The RF section thereafter amplifies it and provides the resulting signal to the antenna 
2026 for broadcast to the cell site 2012. 

TTie process works in reverse when receiving. A broadcast from the cell cite is received 
20 through the antenna 2026. RF section 2024 amplifies and translates the received signal to a 

different frequency for demodulation. Demoduhttor 2028 processes the amplitude and/or phase 
variations of the signal provided by the RF section to produce a digital data stream corresponding 
thereto. The data unformatter 2030 segregates the voice data from the associated 
synchronization/control data, and passes the voice data to the D/A converter for conversion into 
25 analog form. The output from the D/A converter drives the speaker 2034. through which the 

subscriber hears die other party's voice. 
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TTie cell site 2012 receives broadcasts from a plurality of telephones 2010. and mlavs the 
data received to the central office 2014. Likewise, the cell site 2012 receives outgoing data ftom 
the central office and broadcasts same xo the telephones. 

The central office 2014 performs a variety of operations, including call authentication. 
5 switching, and cell hand-off 



10 



15 



20 



25 



(In some systems, the functional division between the cell site and die central station is 
different Aan that oudined above. Indeed, in some systems, all of this functionality is provided at 
a single site.) 

In an exemplary embodiment of this aspect of die technology, each telephone 2010 
additionally includes a stegaaographic encoder 2036. Likewise, each cell site 2012 includes a 
steganogxapfaic decoder 2038. Tlxe encoder operates to hide an auxiliary data signal among 4e 
signals representing die subscriber's voice. The decoder perfonns the reciprocal function, 
discerning the auxUiaiy data signal from the encoded voice signal TTie auxiliary signal serves to 
verify die legitimacy of die call. 

An exemplary sonographic encoder 2036 is shown in Fig. 39. 

The illustrated encoder 2036 operates on digitized voice data, auxiliary data, and pseudo- 
random noise (PRN) data. TTie digitized voice data is applied at a port 2040 and is provided. 
e.g..fiomA/D converter 2018. The digitized voice may comprise 8-bit samples. The auxiliary 
data is applied at a port 2042 and comprises, in one form of the technology, a stream of binary 
data uniquely identifying die telephone 2010. (The auxiliary data may additionally include 
administmive data of die sort conventionally exchanged widi a cell site at call set-up.) The 
pseudo-nmdom noise data is applied at a port 2044 and can be. e.g.. a signal diat randomly 
alternates between and "V values. (More and more cellular phones are incorpoming spread 
spectrum capable circuitry, and this pseudo-random noise signal and other aspects of diis 
technology can often "piggy-back" or share die circuitry which is already being applied in the 
basic operation of a cellular unit). 
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For expository convenience, it is assumed that all three data signals applied to the encoder 
2036 arc clocked at a common rate, although this is not necessary in practice. 

In operation, the auxiliary data and PRN data streams are applied to the two inputs of a 
logic circuit 2046. The output of circuit 2046 switches between -1 and *l in accordance with the 
5 following table: 



10 



AUX 


PRN 


OUTPUT 


0 


-I 


I 


0 


I 


-1 


I 


-I 


-1 


I 




1 


I 



(If the auxiliary data signal is conceptualized as switcliing between -1 and 1, instead of 0 
will be seen that circuit 2046 operates as a one-bit multiplier.) 



15 The output from gate 2046 is thus a bipolar data stream whose instantaneous value 

changes randomly in accordance with the corresponding values of the auxiliary data and the PRN 
data. It may be regarded as noise. However, it has the auxiliary daa encoded therein. The 
auxiliary data can be extracted if the corresponding PRN data is known. 

The noise-like signal from gate 2046 is applied to the input of a scaler circuit 2048. 
20 Scaler circuit scales (e.g. multiplies) this input signal by a factor set by a gain control circuit 
2050. In the illustrated embodiment, this factor can range between 0 and 15. The output fiom 
scaler circuit 2048 can thus be represented as a five-bit daU word (four bits, plus a sign bit) 
which changes each clock cycle, in accordance with the auxiliary and PRN data, and the scale 
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factor. The output from the scaler circuit may be regarded as "scaled noise data" (but again it is 
"noise" from which the auxiliary data can be recovered, given the PRN data). 



The scaled noise data is summed with the digitized voice data by a summer 2051 to 
provide the encoded output signal (e.g. binarily added on a sample by sample basis). This outpui 
signal is a composite signal representing both the digitized voice data and the auxiliary data. 

The gain control circuit 2050 controls the magnitude of the added scaled noise data so its 
addition to die digitized voice data does not noticeably degrade the voice data when converted to 
analog form and heard by a subscriber. The gain control circuit can operate in a variety of ways 



One is a logaridunic scaling function. Thus, for example, voice data samples having 
decimal values of 0, I or 2 may be correspond to scale factors of unity, or even zero, whereas 
voice data samples having values in excess of 200 may correspond to scale factors of 15, 
Generally speaking, the scale factors and the voice data values correspond by a square root 
relation. That is, a four-fold increase in a value of the voice data corresponds to approximately a 
two-fold increase in a value of the scaling factor associated therewith. Another scaling function 
would be linear as derived from the average power of the voice signal. 

(The parenthetical reference to zero as a scaling factor alludes to cases, e.g., in which the 
digitized voice signal sample is essentially devoid of information content.) 



More satisfectory than basing the instantaneous scaling fector on a single voice data 
sample, is to base the scaling factor on the dynamics of several samples. That is, a stream of 
digitized voice data which is changing rapidly can camouflage relatively more auxiliary data than 
a stream of digitized voice data which is changing slowly. Accordingly, the gain control circuit 
2050 can be made responsive to the first, or preferably the second- or higher-order derivative of 
the voice data in setting the scaling &ctor. 



• In still other embodiments, die gain control block 2050 and scaler 2048 can be omitted 
entirely. 
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(Those skilled in the art will recognize the potential for "rail errors" in the foregoing 
systems. For example, if the digirized voice data consists of 8-bit samples, and the samples span 
the entire range from 0 to 255 (decimal), then the addition or subtraction of scaled noise to/from 
the input signal may produce output signals that cannot be represented by 8 bits (e.g. -2, or 257). 
5 A number of well-understood techniques exist to rectify this situation, some of them proactive 
and some of them reactive. Among these known techniques are: specifying that the digitized 
voice data shall not have samples in the range of 0-4 or 241-255, thereby safely permitting 
combination with the scaled noise signal; and including provision for detecting and adaptively 
modifying digitized voice samples that would otherwise cause rail errors.) 

10 Returning to the telephone 2010, an encoder 2036 like that detailed above is desirably 

interposed between the A/D converter 2018 and the data formaner 2020, thereby serving to 
steganographically encode ail voice transmissions with the auxiliary data. Moreover, the circuitry 
or software controlling operation of the telephone is arranged so that the auxiliary data is encoded 
repeatedly. That is, when all bits of the auxiliary data have been encoded, a pointer loops back 

15 and causes the auxiliary dau to be applied to the encoder 2036 anew. (The auxiliary data may be 
stored at a known address in RAM memory for ease of reference.) 

It will be recognized that the auxiliary data in the illustrated embodiment is transmitted at 
a rate one-eighth that of the voice data. That is, for every 8-bit sample of voice data, scaled 
noise data conesponding to a single bit of the auxiliary data is sent. Thus, if voice samples are 

20 sent at a rate of 4800 samples/second, auxiliary data can be sent at a rate of 4800 bits/second. If 
the auxiliary data is comprised of 8-bit symbols, auxiliary data can be conveyed at a rate of 600 
symbols/second. If the auxiliary data consists of a string of even 60 symbols, each second of 
voice conveys the auxiliary data ten times. (Significantly higher auxiliary data rates can be 
achieved by resorting to more efiBcient coding techniques, such as limited-symbol codes (e.g. 5- 

25 or 6-bxt codes), HuflSnan coding, etc.) This highly redundant transmission of the auxiliary data 
permits lower amplitude scaled noise data to be used while still providing sufficient signal-to- 
noise headroom to assure reliable decoding ~ even in the relatively noisy environment associated 
with radio transmissions. 
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Tuming now to Fig. 40, each cell site 2012 has a steganographic decoder 2038 by which 
it can analyze the composite data signal broadcast by the telephone 2010 to discern and separate 
the auxiliary data and digitized voice data therefrom. (The decoder desirably works on 
unformatted data (i.e. data with the packet overhead, control and administrative bits removed; this 
5 is not shown for clarity of illustration). 

The decoding of an unknown embedded signal (i.e. the encoded auxiliary signal) from an 
unknown voice signal is best done by some form of statistical analysis of the composite data 
signal. The techniques therefor discussed above are equally applicable here. For example, the 
entropy-based approach can be utilized. In this case, the auxiliary data repeats every 480 bits 
. 10 (instead of every 8). As above, the entropy-based decoding process treats every 480th sample of 
the composite signal in like fashion. In particular, the process begins by adding to the 1st, 481st, 
861st, etc. samples of the composite data signal the PRN data with which these samples were 
encoded. (That is, a set of spanc PRN data is added: the original PRN set, with all but every 
480th datum zeroed out.) The localized entropy of the resulting signal around these points (i.e. 
15 the composite data signal with every 480th sample modified) is then computed. 

The foregoing step is then repeated, this time subtracting the PRN data corresponding 
thereto from the 1st, 48ist, 961st, etc. composite data samples. 

One of these two operations will counteract (e.g. undo) the encoding process and reduce 
the resulting signal's entropy; the other will aggravate it. If adding the sparse PRN data to the 
20 composite data reduces its entropy, then this data must earlier have been subtracted from the 
original voice signal. This indicates that the corresponding bit of the auxiliary data signal was a 
'•0" when these samples were encoded. (A "0" at the auxiliary data input of logic circuit 46 
caused it to produce an inverted version of the corresponding PRN datum as its output datum, 
resulting in subtraction of the corresponding PRN datum from the voice signal.) 

25 Conversely, if subtracting the sparse PRN data from the composite data reduces its 

entropy, then the encoding process must have earlier added this noise. This indicates that the 
value of the auxiliary data bit was a "1" when samples 1, 481, 961, etc., were encoded. 
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By noting in which case entropy is lower by (a) adding or (b) subtracting a sparse set of 
PRN data to/from the composite data, it can be determined whether the fir^t bit of the auxiliary 
data is (a) a '•Q", or (b) a "l." (In real life applications, in the presence of various distorting 
phenomena, the composite signal may be sufRcieniiy corrupted so that neither adding nor 
subtracting the sparse PRN data actually reduces entropy. Instead, both operations will increase 
entropy. In this case, the "correct" operation can be discerned by. observing which operation 
increases the entropy less.) 



The foregoing operations can then be conducted for the group of spaced samples of the 
composite data beginning' with the second sample (i.e. 2, 482, 962, ...). The entropy of the 
resulting signals indicate whether the second bit of the auxiliary data signal is a "0" or a "1." 
Likewise with the following 478 groups of spaced samples in the composite signal, until ail 480 
bits of the code word have been discerned. 

As discussed above, correlation between the composite data signal and the PRN data can 
also be used as a statistical detection technique. Such operations are facilitated in the present 
context since the auxiliary data whose encoded representation is sought, is known, at least in large 
part, a priori. (In one form of the technology, the auxiliary data is based on the authentication 
data exchanged at call set-up, which the cellular system has already received and logged; in 
another form (detailed below), the auxiliary data comprises a predetermined message.) Thus, the 
problem can be reduced to determining whether an expected signal is present or not (rather than 
looking for an entirely unknovm signal). Moreover, data formatter 2020 breaks the composite 
data into frames of known length. (In a known GSM implementation, voice data is sent in time 
slots which convey 1 14 data bits each.) By padding the auxiliary data as necessary, each 
repetition of the auxiliary data can be made to start, e,g., at the beginning of such a frame of 
data. This, too, simplifies the correlation determinations, since 113 of every 114 possible bit 
alignments can be ignored (facilitating decoding even if none of the auxiliary data is known a 
priori). 



Again, this wireless fraud detection poses the now-familiar problem of detecting known 
signals in noise, and the approaches discussed earlier are equally applicable here. 
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Where, as here, the location of the auxiliary signal is known a priori (or more accurately, 
known to fail within one of a few discrete locations, as discussed alx)ve), then the matched filter 
approach can often be reduced to a simple vector dot product between a set of spane PRN data, 
and mean-removed excerpts of the composite signal corrcspcndxng thereto. (Note that the PRN 
5 data need not be sparse and may arrive in contiguous bursts, such as in British patent publication 
2,196,167 mentioned earlier wherein a given bit in a message has contiguous PRN values 
associated with it.) Such a process steps through ail 480 sparse sets of PRN data and performs 
corresponding dot product opciations. If the dot product is positive, the corresponding bit of the 
auxiliary data signal is a "1;- if the dot product is negative, the corresponding bit of the auxiliary 

10 data signal is a "0." If several alignments of the auxiliary data signal within the framed 

composite signal are possible, this procedure is repeated at each candidate alignment, and the one 
yielding the highest correlation is taken as true. (Once the correct alignment is determined for a 
single bit of the auxiliary data signal, the alignment of all the other bits can be detennined 
therefrom. "Alignment," perhaps better known as "synchroniiation,*' can be achieved by 

15 primarily through the very same mechanisms which lock on and crack the voice signal itself and 
allow for the basic functioning of the cellular unit). 



Security Considerations 



Security of the presently described embodiments depends, in large part, on security of the 
20 PRN data and/or security of the auxiliary data. In the following discussion, a few of many 
possible techniques for assuring the security of these data are discussed. 

In a first embodiment, each telephone 2010 is provided with a long noise key unique to 
the telephone. This key may be, e.g., a highly unique 10,000 bit string stored in ROM. (In most 
applications, keys substantially shoner than this may be used.) 

25 The central office 2014 has access to a secure disk 2052 on which such key data for all 

authorized telephones are stored. (The disk may be remote from the office itself.) 
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Each time the telephone is used, fifty bits from this noise key are identified and used as 
the seed for a dctenninistic pseudo random number generator. The data generated by this PRN 
generator serve as the PRN data for that telephone call. 

The fifty bit seed can be deteimined e.g., by using a random number generator in the 
5 telephone to generate an offset address between 0 and 9,950 each time the telephone is used to 
place a call. The fifty bits in the noise key beginning at this offset address are used as the seed. 

During call setup, this offset address is transmitted by the telephone, through the cell site 
2012, to the central office 2014. There, a computer at the central oflfice uses the offset address to 
index its copy of the noise key for that telephone. The central office thereby identifies the same 
10 50 bit seed as was identified at the telephone. The central office 2014 then relays these 50 bits to 
the ceil site 2012, where a deteministic noise generator like that in the telephone generates a 
PRN sequence corresponding to the 50 bit key and applies same to its decoder 2038. 

By the foregoing process, the same sequence of PRN data is generated both at the 
telephone and at the cell site. Accordingly; the auxiliary data encoded on the voice data by the 
15 telephone can be securely transmitted to, and accurately decoded by, the cell site, [f this auxiliary 
data does not match the expected auxiliary data (e.g. data transmitted at call set-up), the call is 
fiagged as fraudulent and appropriate remedial action is taken. 

It will be recognized diat an eavesdropper listening to radio transmission of call set-up 
informadon can intexpept .only, the randomly generated ofbtt address transmitted by the telephone 
20 to the cell site. This data, alone, is useless in pirating calls. Even if the hacker had access to the 
signals provided from the central office to the cell site, this data too is essentially useless: all that 
is provided is a 50 bit seed. Since this seed is different for nearly each call (repeating only I out 
of every 9,950 calls), it too is unavailing to the hacker. 

In a related system, the entire 10,000 bit noise key can be used as a seed. An offset 
25 address randomly generated by the telephone during call set-up can be used to identify where, in 
the PRN data resulting from that seed, the PRN data to be used for that session is to begin. 
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(Assuming 4800 voice samples per second 4800 PRN data are required per second, or about 17 
million PRN data per hour. Accordingly, the offset address in this variant embodiment will likely 
be far larger than the offset address described above.) 

In this variant embodiment, the PRN data used for decoding is preferably generated at rfie 
5 central station from the 10,000 bit seed, and relayed to the cell site. (For security reasons, the 
10,000 bit noise key should not leave the security of the centra] office.) 

In variants of the foregoing systems, the offset address can be generated by the central 
station or at the cell site, and relayed to the telephone during call set-up, rather than vice versa. 



10 



In another embodiment, die telephone 2010 may be provided with a list of one-time 
seeds, matching a list of seeds stored on the secure disk 2052 at the central office. Each time the 
telephone is used to originate a new call, the next seed in the list is used. By dxis arrangement, 
no data needs to be exchanged relating to the seed; the telephone and the carrier each 
independently know which seed to use to generate the pseudo nmdom data sequence for the 
current session. 



15 In such an embodiment, the carrier can determine when the telephone has nearly 

exhausted its list of seeds, and can transmit a substitute list (e.g. as pan of administrative data 
occasionally provided to die telephone). To enhance security, the carrier may require that the 
telephone be returned for manual reprogramming, to avoid radio transmission of this sensitive 
information. Alternatively, the substitute seed list can be encrypted for radio tpnsmission using 

20 any of a variety bf well known techniques. 

In a second class of embodiments, security derives not from the security of the PRN ^i^f^ 
but from security of the auxiliary message data encoded thereby. One such system relies on 
transmission of a randomly selected one of 256 possible messages. 



In this embodiment, a ROM in the telephone stores 256 different messages (each message 
25 may be, e.g., 128 bits in length). When the telephone is operated to initiate a call, die telephone 
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randomiy generates a number between 1 and ,256, which serves as an index to these stored 
messages. This index is transmitted to the cell site during call set-up, allowing the central station 
to identify the expected message from a matching database on secure disk 20S2 containing the 
same 236 messages. (Each telephone has a different collection of messages.) (Alternatively, the 
5 carrier may randomly select the index number during call set*up and transmit it to the telephone, 
identifying the message to be used during that session.) In a theoretically pare world where 
proposed attacks to a secure system are only mathematical in nature, much of these additional 
layers of security might seem superfluous. (The addition of these extra layers of security, such as 
differing the messages themselves, simply acknowledge that the designer of actual public- 
10 functioning secure systems will face certain implementation economics which might compromise 
the mathematical security of the core principles of this technology, and thus these auxiliary layers 
of security may afford new tools against the inevitable attacks on implementation). 

Thereafter, all voice data tnmsmitted by the telephone for the duration of that call is 
steganographically encoded with the indexed message. The cell site checks the data received 
15 from the telephone for the presence of the expected message. If the message is absent, or if a 
different message is decoded instead, the call is flagged as fraudulent and remedial action is 
taken. 

In this second embodiment, the PRN data used for encoding and decoding can be as 
simple or complex as desired. A simple system may use the same PRN data for each call. Such 

20 data may be generated, e.g., by a deterministic PRN generator seeded with fixed data unique to 
the telephone and known also by the central station (e.g. a telephone identifier), or a universal 
noise sequence can be used (i.e. the same noise sequence can be used for all telephones)! Or the 
pseudo random data can be generated by a deterministic PRN generator seeded with data that 
changes from call to call (e.g. based on data transmitted during call se:-up identifying, e.g., the 

25 destination telephone number, etc.). Some embodiments may seed the pseudo random number 
generator with data from a preceding call (since this data is necessarily known to the telephone 
and the carrier, but is likely not known to pirates). 

Naturally, elements from the foregoing two approaches can be combined in various ways, 
and supplemented by other features. The foregoing embodiments are exemplary only, and do not 
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begin to catalog the myriad approaches which may be used. Generally speaking, any data which 
is necessarily known or knowablc by both the telephone and the cell site/central station, can be 
used as the basis for cither the auxiliary message data, or the PRN data by which it is encoded. 

Since the preferred embodiments of this aspect of the present technology each redundantly 
5 encodes the auxiliary data throughout the duration of the subscriber's digitized voice, the auxiliary 
data can be decoded from any brief sample of received audio. In the preferred forms of this 
aspect of the technology, the carrier repeatedly checks the steganographicaily encoded auxiliary 
data (e.g. every 10 seconds, or at random intervals) to assure that it continues to have the 
expected attributes. 

10 While the foregoing discussion has focused on steganographicaily encoding a transmission 

from a cellular telephone, it will be recognized that transmissions to a cellular telephone can be 
steganographicaily encoded as well. Such arrangements find applicability, e.g., in conveying 
administrative data (i.e. non-voice data) from the carrier to individual telephones. This 
administrative data can be used, for example, to reprogram parameters of targeted cellular 

15 telephones (or ail cellular telephones) from a central location, to update seed lists (for systems 
employing the above-described on-time pad system), to apprise "roaming" cellular telephones of 
data unique to an unfamiliar local area, etc. 

In some embodiments, the carrier may steganographicaily transmit to the cellular 
telephone a seed which the cellular phone is to use in its transmissions to the carrier during the 
20 remainder of that session. 

While the- foregoing discussion has focused on steganographic encoding of the baseband 
digitized voice data, artisans will recognize that intermediate frequency signals (whether analog or 
digital) can likewise be steganographicaily encoded in accordance with principles of the 
technology. An advantage of post-baseband encoding is that the bandwidth of these intermediate 
25 signals is relatively large compared with the baseband signal, allowing more auxiliary data to be 
encoded therein, or allowing a fixed amount of auxiliary data to be repeated more frequently 
during transmission. (If steganographic encoding of an intermediate signal is employed, care 
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should be taken that the perturbations introduced by the encoding are not so large as to interfere 
with reliable transmission of the administrative data, taking into account any error correcting 
facilities supported by the packet fomiat). 



TTiose skilled in the art will recognize that the auxiliary data, itself, can be arranged in 
5 known ways to suppon error detecting, or error correcting capabilities by the decoder 38. The 
interested reader is referred, e.g., to Rorabaugh, Error Coding Cookbook, McGraw Hill. 1996, < 
of many readily available texts detailing such techniques. 



While the preferred embodiment of this aspect of the technology is illustrated in the 
context of a cellular system utilizing packetized data, other wireless systems do not employ such 

10 conveniently framed data. In systems in which framing is not available as an aid to 

synchronization, synchronization marking can be achieved within the composite data signal by 
techniques such as that detailed in applicant's prior applications. In one class of such techniques, 
the auxiliary data Itself has characteristics facilitating its synchronization. In another class of 
techniques, the auxiliary data modulates one or more embedded carrier patterns which are 

15 designed to facilitate alignment and detection. 



As noted earlier, the principles of the technology are not restricted to use with the 
particular forms of steganographic encoding detailed above. Indeed, any steganographic encoding 
technique previously known, or hereafter invented, can be used in the fashion detailed above to 
enhance the security or fimctionality of cellular (or other wireless, e.g. PCS) communications 
20 systems. Likewise, these principles are not restricted to wireless telephones; any wireless 
transmission may be provided with an "in-band" channel of this type. 

It will be recognized that systems for implementing applicant's technology can comprises 
dedicated hardware circuit elements, but more commonly comprise suitably programmed 
microprocessors with associated RAM and ROM memory (e.g. one such system in each of the 
25 telephone 2010, cell-site 2012, and central office 2014). 
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ENCODING BY BIT CELLS 

The foregoing discussions have focused on incrementing or decrementing the values of 
individual pixels, or of groups of pixels (bumps), to reflect encoding of an auxiliary data signal 
combined with a pseudo random noise signal. The following discussion details a variant 
5 embodiment wherein die auxiliary data « without pseudo randomization - is encoded by 
panemed groups of pixels, here termed bit ceils. 

Referring to Figs 41A and 41B, two illustrative 2x2 bit cells are shown. Fig. 4IA is used 
to represent a "0" bit of die auxiliary data, while Fig. 4 IB is used to represent a "I" bit In 
operation, the pixels of the underlying image are tweaked up or down in accordance with the +/- 
10 values of the bit cells to represent one of these two bit values. (The magnitude of the tweaking at 
any given pixel, bit cell or region of the image can be a function of many factors, as detailed 
below. It is the sign of the tweaking that defines the characteristic pattern.) In decoding, the 
relative biases of the encoded pixels are examined (using techniques described above) to identify, 
for each corresponding region of the encoded image, which of the two patterns is represented. 

15 . While the auxiliary data is not explicitly randomized in this embodiment, it will be 

recognized that the bit cell patterns may be viewed as a ^'designed" carrier signal, as discussed 
above. 

The substitution of the previous embodiments' pseudo random noise with the present 
-designed" information carrier afifords an advantage: the bit cell patterning manifests itself in 
20 Fourier space. Thus, the bit cell patterning can act like the subliminal digital graticules discussed 
above to help register a suspect image to remove scale/rotation errors. By changing the size of 
the bit ceil, and the pattern therein, die location of the energy thereby produced in the spatial 
transform domain can be tailored to optimize independence from typical imagery energy and 
facilitate detection. 
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(While the foregoing discussion contemplates that the auxiliary data is encoded directly -* 
without randomization by a PRN signal, in other embodiments, randomization can of course be 
used.) 



5 MORE ON PERCEPTUALLY ADAPTTVE SIGNING 



In several of the above-detailed embodiments, the magnitude of the signature energy was 
tailored on a region-by-region basis to reduce its visibility in an image (or its audibility in a 
sound, etc.). In the following discussion, applicant more particularly considers the issue of hiding 
signature energy in an image, the separate issues thereby posed, and solutions to each of these 
10 issues. 

The goal of the signing process, beyond simply functioning, is to maximize the '^numeric 
detectability** of an embedded signature while meeting some form of fixed "visibility/acceptability 
threshold" set by a given user/creator. 



In service to design toward this goal, imagine the following three axis parameter space, 
15 where two of the axes are only half-axes (positive only), and the third is a full axis (both negative 
and positive). This sec of axes define two of the usual eight octal spaces of euclidean 3-space. 
As things refine and "deservedly separable" parameters show up on the scene (such as "extended 
local visibility metrics^X then they can define their own (generally), half-axis and extend the 
following example beyond three dimensions. 



20 The signing design goal becomes optimally assigning a "gain" to a local bump based on 

its coordinates in the above defined space, whilst keeping in mind the basic needs of doing the 
operations fast in real applications. To begin with, the three axes are the following. We'll call 
the two half axes x and y, while the full axis will be z. 
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The X axis represents the luminance of the singular bump. The basic idea is that you can 
squeeze a little more energy into bright regions as opposed to dim ones. It is important to note 
that when true "psycho-linear - device independent" luminance values (pixel DN's) come along, 
this axis might become superfluous, unless of course if the luminance value couples into the other 
operative axes (e.g. C«xy). For now. this is here as much due to the sub-optimality of current 
quasi-linear luminance coding. 

The y axis is the "local hiding potential" of the neighborhood within which the bump 
finds itself. The basic idea is that flat regions have a low hiding potential since the eye can 
detect subtle changes in such regions, whereas complex textured regions have a high hiding 
potential. Long lines and long edges tend toward the lower hiding potential since "breaks and 
choppiness" in nice smooth long lines are also somewhat visible, while shorter lines and edges, 
and mosaics thereof, tend toward the higher hiding potential. These latter notions of long and 
short are directly connected to processing time issues, as well to issues of the engineering 
resources needed to carefully quantify such parameters. Developing the working model of the 
15 y-axis will inevitably entail one part theory to one part picky-artist-empiricism. As the parts of 
the hodge-podge y-axis become better known, they can splinter oflf into their own independent 
axes if it's worth it. 



10 



The z-axis is die "with or against the grain" (discussed below) axis which is the full axis - 
as opposed to die other two half-axes. The basic idea is that a given input bump has a 

20 pre-existing bias relative to whether one wishes to encode a T or a '0' at its location, which to 
some non-trivial extent is a function of the reading algorithms which will be employed, whose 
(bias) magnitude is semi-cortelated to die "hiding potential" of die y-axis, and, fortunately, can be 
used advantageously as a variable in detennining what magnitude of a tweak value is assigned to 
the bump in qu^ion. The concomitant basic idea is that when a bump is already your ftiend 

25 (i.e. its bias relative to its neighbors already tends towards the desired delta value), then don't 
change it much- Its natural state already provides die delta energy needed for decoding, widiout 
altering the localized image value much, if at alL Conversely, if a bump is initially your enemy 
(Le. its bias relative to its neighbors tends away from the delta sought to be imposed by the 
encoding), then change it an exaggerated amount This later operation tends to reduce die 

30 excursion of diis point relative to its neighbors, making the point less visibly conspicuous (a 



SUBSTITUTE SHEET (RULE 26) 



wo 97/43736 



PCT/US97/0a3Sl 



- 126 

highly localized blurring openuion), while providing additional energy detectable when decoding. 
These two cases are termed "with the grain" and "against the grain" herein. 

The above general description of the problem should suffice for many years. Clearly 
adding in chrominance issues will expand the definitions a bit, leading lo a bit more signature 
5 bang for the visibility, and human visibility research which is applied to the problem of 

compression can equally be applied to this area but for diametrically opposed reasons. Here are 
guiding principles which can be employed in an exemplary application. 

For speed's sake, local hiding potential can be calculated only based on a 3 by 3 
neighborhood of pbcels, the center one being signed and its eight neighbors. Beyond speed 
10 issues, there is also no data or coherent theory to support anything larger as well. The design 
issue boils down to canning the y-axis visibility thing, how to couple the luminance into this, and 
a little bit on the &iend/enemy asymmetry thing. A guiding principle is to simply make a flat 
region zero, a classic pure maxima or minima region a "1.0" or the highest value, and to have 
"local lines", "smooth slopes", "saddle points" and whatnot fall out somewhere in between. 

t5 The exemplary application uses six basic parameters: 1) luminance; 2) difference from 

local average; 3) the asymmetiy factor (with or against the grain); 4) minimum linear factor (our 
crude attempt at flat v. lines v. maxima); S) bit plane bias factor; and 6) global gain (the user's 
single top level gain knob). 

The Luminance, and Difference from Local Average parameters are strai^t forward, and 
20 their use is addressed elsewhere in this specification. 

The Asymmetry factor is a single scalar applied to the "against the grain" side of the 
dilBference axis of number 2 directly above. 

The Minimum Linear factor is admittedly crude but it should be of some service even in 
a 3 by 3 neighborhood setting. The idea is that true 2D local minima and maxima will be highly 
25 perturbed along each of the four lines travelling through the center pixel of the 3 by 3 
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neighborhood, while a visual line or edge will tend to flatten out at least one of the four linear 
profiles. [TTie four linear profiles are each 3 pixels in length, i.e.. the top left pixel - center - 
bottom right; the top center . center - bottom center; the top right . center - bottom left; the right 
center - center . left center.]. Let's choose some metric of entn,py as applied to thn« pixels in a 
5 row. perfotm d..s on all four linear profiles, then choose the minimum value for our ultimate 
parameter to be used as our 'y-axis.' 

The Bit Plane Bias fector is an interesting creature with two faces, the pre-emptive face 
and die post-emptive fece. In the former, you simply "read" the unsigned image and see where 
all Ae biases ftll out for all the bit planes, then simply boost the "global gain" of the bit planes 

10 wh.ch are, m total, going against your desired message, and leave 4e odiers alone or even 
slightly lower their gain. I„ Ae post-emptive case, you chum out the whole signing process 
replete with the pre-emptive bit plane bias and the other 5 parameters listed here, and then you 
e.g., run the signed image through heavy JPEG compression AND model the "gestalt distortion" 
of line screen printing and subsequent scanning of the image, and then you read the image and 

15 find out which bit planes are struggling or even in error, you appropriately beef up the bit plane 
bias, and you run through the process again. If you have good data driving the beefmg process 
you should only need to perform this step once. or. you can easily Van-Cittertize the process 
(arcane reference to reiterate tfie process with some damping fector applied to the tweaks). 

Finally, there Is die Global Gain. The goal is to make this single variable the top level 
20 "intensity knob" (more typically a slider or other control on a graphical user interface) that the 
slightly curious user can adjust if they want to. TTie very curious user can navigate down 
advanced menus to get their experimental hands on the other five variables here, as well as 
others. 



5 Visible Waterniarir 
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In ceruin applications it is desirable to apply a visible indicia to an image to indicate that 
it includes steganographicoliy encoded data. In one embodiment, this indicia can be a lightly 
visible logo (sometimes temed a "watermark") applied to one comer of the image. This indicates 
that the image is a "sman" image, conveying data in addition to the imagery. A lightbulb is one 
suiuble logo. 
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If marking of images becomes widespread (e.g., by software compatible wixh Adobe's 
image .processing software), a user of sucJi software can decode the embedded data from an image 
and consult a public registry to identify tlie proprietor of die image. In some embodiments, the 
registry can serve as the conduit through which appropriate royalty payments are forwarded to the 
proprietor for the user s use of an image. (In an iilustraiive embodiment, the regiswy is a server 
on the Internet, accessible via the World Wide Web, coupled to a database. The database 
includes detailed information on catalogued images (e.g. name, address, phone number of 
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proprietor, and a schedule of charges for different types of uses to which the image may be put), 
indexed by identification codes with which the images themselves arc encoded. A person who 
decodes an image queries the registry with the codes thereby gleaned to obtain the desired data 
and, if appropriate, to forward electronic payment of a copyright royalty to the image's 
5 proprietor.) 



Particuiar Data Formats 

While the foregoing steganography techniques are broadly applicable, their commercial 
acceptance will be aided by establishment of standards setting forth which pixels/bit cells 
10 represent whaL The following discussion proposes one set of possible standards. For expository 
convenience, this discussion focuses on decoding of the data; encoding follows in a 
straightforward manner. 

Referring to Fig. 42, an image 1202 includes a plurality of tiled -signature blocks" 1204. 
(Partial signature blocks may be present at the image edges.) Each signature block 1204 includes 
15 an 8 X 8 array of sub-blocks 1206. Each sub-block 1206 includes an 8 x 8 array of bit cells 
1208. Eachbitcellcomprisesa2x2arTay of "bumps" 1210. Each bump 1210. in turn, 
comprises a square grouping of 16 individual pixels 1212. 

The individual pixels 1212 are the smallest quanta of image data. In this arrangement, 
however, pixel values are not, individually, the data carrying elements. Instead, this role is served 
20 by bit cells 1208* (i.e. 2x2 arrays of bumps 1210). In particular, the bumps comprising the bits 
cells are encoded to assume one of the two panems shown in Fig. 41. As noted earlier, the 
pattern shown in Fig. 41A represents a "0" bit, while the pattern shown in Fig. 41B represents a 
"r bit Each bit cell 1208 (64 image pixels) thus represents a single bit of the embedded data. 
Each sub-block 1206 includes 64 bit cells, and thus conveys 64 bits of embedded data. 
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(The nature of the image changes effected by the encoding follows the techniques set 
forth above under the heading MORE ON PERCEPTUALLY ADAPTIVE SIGNING; that 
discussion is not repeated here.) 

In the illustrated embodiment, the embedded data includes two parts: control bits and 
5 message bits. The 16 bit cells 1208 A in the center of each sub-block 1206 serve to convey 16 
control bits. The suirounding 48 bit cells I208B serve to convey 48 message bits. This 64-bit 
chunk of data is encoded in each of the sub-blocks 1206, and is repeated 64 times in each 
signature block 1204. 

A digression: in addition to encoding of the image to redundantly embed the 64 
10 control/message bits therein, the values of individual pixels are additionally adjusted to effect 

encoding of subliminal graticules through the image. In this embodiment, the graticules discussed 
in conjunction with Fig, 29A are used, resulting in an imperceptible texturing of the image. 
When the image is to be decoded, the image is transformed into the spatial domain, the Fourier- 
Meilin technique is applied to match die graticule energy points with their expected positions, and 
15 the processed data is then inverse-transformed, providing a registered image ready for decoding. 
(The sequence of first tweaking the image to effect encoding of the subliminal graticules, or first 
tweaking the image to effect encoding of the embedded data, is not believed to be critical. As 
presently practiced, the local gain factors (discussed above) are computed: then the data is 
encoded; then the subliminal graticule encoding is performed. (Both of these encoding steps 
20 make use of the local gain &ctors.)) 

Returning to the data format, once the encoded image has been thus registered, the 
locations of the control bits in sub-block 1206 are known. The image is then analyzed, in the 
aggregate (i.e. considering die "northwestern-most" sub-block 1206 from each signature block 
1204), to determine the value of control bit #1 (represented in sub-block 1206 by bit cell 
25 I208Aa). If this value is determined (e.g. by statistical techniques of the sort detailed above) to 
be a "I," this indicates that the format of the embedded data conforms to the standard detailed 
herein (the Digimarc Beta Data Format). According to this standard, control bit #2 (represented 
by bit cells l208Ab) is a flag indicating whether the image is copyrighted. Control bit #3 
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(represented by bit cells 1208 Ac) is a flag indicating whether the image is unsuitable for viewing 
by children. Certain of the remaining bits are used for error detection/correction purposes. 

The 48 message bits of each sub block 1206 can be put to any use; they are not specified 
in this format. One possible use is to define a numeric "owner" field and a numeric "image/item" 
field (e.g. 24 bits each). 

If this data format is used, each sub-block 1206 contains the entire control/message data, 
so same is repeated 64 times within each signature block of the image. 

If control bit #1 is not a then die format of the embedded data does not conform to 
the above described standard. In this case, the reading software analyzes the image data to 
determine the value of control bit #4. If this bit is set (i,e. equal to "1"), this signifies an 
embedded ASCII message. The reading software then examines control bits #5 and #6 to 
determine die length of the embedded ASCII message. 

If control bits #5 and #6 both are "0," this indicates the ASCII message is 6 characters in 
length. In this case, the 48 bit cells 1208B surrounding the control bits 1208A are interpreted as 
six ASCn characters (8 bits each). Again^ each sub-block 1206 contains the entire 
control/message data, so same is repeated 64 times within each signature block 1204 of the 
image. 

If control bit #5 is "0" and control bit #6 is "I,- this indicates the embedded ASCH 
message is 14 characters in length. In this case, the 48 bit cells 1208B surrounding the control 
bits 1208 A are interpreted as the first six ASCII characters. The 64 bit cells 1208 of the 
immediately-adjoining sub-block 1220 are interpreted as the final eight ASCII characters. 

Note that in this arrangement, the bit-cells 1208 in the center of sub-block 1220 arc not 
interpreted as control bits. Instead, the entire sub-block serves to convey additional message bits. 
In this case there is just one group of control bits for two sub-blocks. 
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Also note than in this arrangement, eaira of sub-blocks 1206 contains the entire 
control/message data, so same is repeated 32 limes wiriiin each signature block 1204 of the 
image. 

Likewise if control bit #5 is and control bit #6 is "0/' This indicates the embedded 
ASCn message is 30 characters in length. In this case, 2x2 arrays of sub-blocks are used for 
each representation of the data. The 48 bit ceiU 1208B surrounding control bits 1 208 A are 
interpreted as the first six ASCII characters. The 64 bit cells of each of adjoining block 1220 are 
interpreted as representing the next 8 additional characters. The 64 bits cells of sub-block 1222 
are interpreted as representing the next 8 characters. And the 64 bit cells of sub-block 1224 are 
interpreted as representing the final 8 characters. In this case, there is just one group of control 
bits for four sub-blocks. And the control/message data is repeated 16 times widiin each signature 
block 1204 of the image. 

If control bits #5 and #6 are both Ts, this indicates an ASCH message of programmable 
length. In this case, the reading software examines the first 16 bit cells 1208B surrounding the 
control bits. Instead of interpreting these bit cells as message bits, they are interpreted as 
additional control bits (the opposite of the case described above, where bit cells nonnally used to 
represent control bits represented message bits instead). In panicular, the reading software 
interprets these 16 bits as representing, in binary, the length of the ASCH message. An algorithm 
is then applied to this data (matching a similar algorithm used during the encoding process) to 
establish a corresponding tiling panem (i.e. to speciiy which sub-blocks convey which bits of the 
ASCn message, and which convey control bits.) . 

In this programmable-length ASCH message case, control bits are desirably repeated 
several times within a single representation of the message so that, e.g., there is one set of control 
bits for approximately every 24 ASCH characters. To increase packing efficiency, the tiling 
algorithm can allocate (divide) a sub-block so that some of its bit-cells are used for a first 
representation of the message, and others are used for another representation of the message. 
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Reference was earlier made to beginning the decoding of the registered image by 
considering the "northwcstem-most" sub-block 1206 in each signature block 1204. This bears 
elaboration. 

Depending on the data format used, some of the sub-blocks 1206 in each signamre block 
5 1204 may not include control bits. Accordingly, the decoding software desirably determines the 
data format by first examining the "northwestern-most" sub-block 1206 in each signature block 
1204; the 16 bits ceils in the centers of these sub-blocks will reliably represent control bits. 
Based on the vaJue(s) of one or more of these bits (e.g. the Digimarc Beta Data Format bit), the 
decoding software can identiiy all other locations throughout each signature block 1204 where the 
10 control bits are also encoded (e.g. at the center of each of the 64 sub-blocks 1206 comprising a 
signature block 1204), and can use the lai^er statistical base of data thereby provided to extract 
the remaining control bits from the image (and to confirm, if desired, the earlier control bit(s) 
determination). After all control bits have thereby been discerned, the decoding software 
determines (from the control bits) the mapping of message bits to bit cells throughout the image. 

15 To reduce the likelihood of visual artifacts, the numbering of bit cells within sub-blocks is 

alternated in a checkerboard-like fashion. That is, the "northwestern-most" bit cell in the 
"northwestcm-most" sub-block is numbered "0." Numbering increases left to right, and 
successively through the rows, up to bit cell 63. Each sub-block diametrically adjoining one of 
its comers (i.e. sub-block 1224) has the same ordering of bit cells. But sub-blocks adjoining its 

20 edges (i.e. sub-blocks 1220 and 1222) have the opposite numbering. That is, the "northwestern- 
most" bit cell in sub-blocks 1220 and 1222 is numbered "63." Numbering decreases left to right, 
and successively through the rows, down to 0. Likewise throughout each signature block 1204. 

In a variant of the Digimarc beta format, a pair of sub-blocks is used for each 
representation of the data, providing 128 bit cells. The center 16 bit cells 1208 in the first sub- 
25 block 1206 are used to represent control bits. The 48 remaining bit cells in that sub-block, 

together with all 64 bit cells 1208 in the adjoining sub-block 1220, are used to provide a 1 12-bit 
message field. Likewise for every pair of sub-blocks throughout each signature block 1204. In 
such an arrangement, each signature block 1204 thus includes 32 complete representations of the 
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encoded data (as opposed to 64 representations in the earlier-described standard). This additional 
length allows encoding of longer data strings, such as a nonwric IP address (c,g. URL). 

Obviously, numerous alternative data fomats can be designed. TTie panicular fotmat 
used can be indicated to the decoding software by values of one or more control bits in the 
S encoded image. 



Other Appiicatioos 

Before concluding, it may be instractive to review some of the other fields where 
principles of applicant's technology can be employed. 

13 One is smart business cards, wherein a business card is provided with a photograph 

haiving unobtrusive, machine-readable contact data embedded therein. (TTie same function can be 
achieved by changing die suifece microtopology of the card to embed the data therein.) 

Another promising application is in content regulation. Television signals, images on the 
interact, and odjer content sourees (audio, image, video, etc.) can have data indicating their 
20 "appropriateness" (i.e. their raring for sex, violence, suitabUity for children, etc.) actually 

embedded in the content itself rather than externally associated therewidi. Television receivers, 
internet surfing software, e»:., can discern such appropriateness ratings (e.g. by use of universal 
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code decoding) and can take appropriate action (e.g. not permitting viewing of an image or video, 
or play-back of an audio source). 

In a simple embodiment of the foregoing, the embedded data can have one or more "flag" 
bits, as discussed earlier. One flag bit can signify "inappropriate for children.'* (Others can be. 
5 e.g., "this image is copyrighted" or "this image is in the public domain.") Such flag bits can be 
in a Held of control bits distinct from an embedded message, or can - themselves « be the 
message. By examining the state of these flag bits, the decoder software can quickly apprise the 
user of various attributes of the image. 

(As discussed earlier, control bits can be encoded in known locations in the image - 
10 known relative to the subliminal graticules - and can indicate the format of the embedded data 
(e.g. its length, its type, etc.) As such, these control bits are analogous to data sometimes 
conveyed in prior art file headers, but in this case they are embedded within an image, instead of 
priepended to a file.) 

The field of merchandise marking is generally well served by familiar bar codes and 
15 universal product codes. However, in certain applications, such bar codes are undesirable (e.g. 
for aesthetic considerations, or where security is a concern). In such applications, applicant's 
technology may be used to mark merchandise, either through in innocuous carrier (e.g. a 
photograph associated with the product), or by encoding the microtopology of the merchandise's 
surface, or a label thereon. 

20 There are applications r- too numerous to detail — in which steganograi^y can 

advantageously be combined with encryption and/or digital signature technology to provide 
enhanced security. 

Medical records appear to be an area in which authentication is important. 
Steganographic principles - applied either to film-based records or to the microtopology of 
25 documents - can be employed to provide some protection against tampering. 
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Many industries, e.g. automobile and airline, rely on tags to mark critical parts. Such 
tags, however, are easily removed, and can often be counterfeited. In applicadons wherein better 
security is desired, industrial parts can be steganographicaily marked to provide an inconspicuous 
identification/authentication tag. 

In various of the applications reviewed in this specification, different messages can be 
steganographicaily conveyed by different regions of an image (e.g. different regions of an image 
can provide difierem internet URU or different regions of a photocollage can identify different 
photographers). Likewise with other media (e.g. sound). 

Some software visionaries look to the day when data blobs will roam die datawaves and 
interact with other data blobs. In such an era, it will be necessary for such blobs to have robust 
and inconuptible wiqrs of identifying themselves. Steganograpfaic techniques again hold much 
promise here. 



Finally, message changing codes - recursive systems in which steganographicaily 
encoded messages actually change underiying steganographic code patterns - offer new levels of 
15 sophistication and security. Such message changing codes are particulariy well suited to 

applications such as plastic cash cards where time-changing elements are important to enhance 
security. 



Again, while applicant prefers the particular forms of steganographic encoding detailed 
above, the diverse applications disclosed in this specification can largely be practiced with odter 
20 steganographic marking techniques, many of which are known in the prior art. Likewise, while 
the specification has focused on applications of this technology to images, the principles thereof 
are generally equally applicable to embedding such information in audio, physical media, or any 
other carrier of information. 



Finally, while the specification has been illustrated with particular embodiments, it will be 
25 recognized that elements, components and steps from these embodiments can be recombined in 
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different arrangements to serve different needs and applications, as will be readily 
apparent to those of ordinary skill in the art. 

POINTER TO A HEADER, AND/OR, POINTER TO A PROCESS 

The basic philosophy surrounding the use of a "header'* in a digital file has 
already been discussed, along with the idea that steganographically encoded information 
can serve many of these functions independently or in parallel with a traditional header. 

LO This section attempts to funher clarify this notion as well as further clarify the notion 
that attached information can act as a "pointci" to a remote database containing the 
information that might be otherwise contained in a header. Refer to the sections on 
header verification, the "bodier", and network linking methods and hot objects in 
general. This section also expands upon the idea that header information and other 

15 kinds of attached information can be more than simply passive descriptive information, 
but can be fully executable code or other forms of "active information and network 
links." 

As previously developed in the section on hot objects, given that realtime connection of 
a desktop computer, a television set or a stero system onto a network is becoming more 

20 and more commonplace, the absolute need for an attached header replete with full 

information about a data object is diminishing, and the possibility of simply pointing to 
a remote yet connected database is becoming more and more practical. The persistent 
and immediate connection to the information is more fundamental than strictly needing 
the full information attached to the data object (where time to change information 

25 presents a particular problem for object-attached information). 

Referring back to Fig. 16, and barkening back to the discussion on networked 
linking methods, we find the situation depicted in Fig. 60. The header information 
"joe's image" is now only located on some accessible remote database, and the 
information attached to the object in either the actual header, or steganographically 

30 embedded, or both, now contains simply an address to the remote database location. 
Software applications would then be manufactured such that a networked connection 
would be assumed to be either active or capable of becoming so rather swiftly, and that 
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when a data object such as an image or a video clip was read in, the embedded address 
of the header information would be read, a quick retrieve of the database information 
would be performed, and the remote header information would be used just as if it were 
locally attached to the data object 

It is important to note that the stegonographic embedded information does not 
necessarily need to be present in order to make such a system function, and vice versa, 
die traditional header need not be present if steganographic information is present. The 
two together represent a value-added redundancy and greater assurance that the link 
between the remote information and the object remain intact. Likewise, even if there 
does exist some "master remote headei'* for a given data object, an "static-in-time copy" 
(by definition) of that master header file can still travel with the data object for the 
purposes of speed or for the purposes of servicing non-networked sties or applications, 
with reference back to the master if need be for any latest updates. Likewise, though 
the principles of this application focus largely on audio-visual signals and data objects, 
many of these design principles apply to text files, software programs, basic data 
records, and the like, where steganography per se may not even be applicable. Likewise, 
any other kind of information can certainly still be attached to an object in addition to 
the above mentioned "header" information. Another way to look at it is that this new 
"header address" can simply be appended to or incorporated into any existing header 
format such as JPEG, TIFF, etc. 

It is also important to note that the information stored remotely need not simply 
be "passive information'* such as a person's name or the latest price for some peddled 
item. It can also be computer instructions or software executable code that is associated 
with the data object. Thus a software application can read in a data object, reading at 
the same time the remote database address, retrieve via a network the remote 
connection, then either display the remote information along with the data object 
information itself, or actually launch some local application much like JAVA based 
systems currently function, or the remote database can actually ship executable code 
which may then be invoked locally on the machine where the data object has been read. 
In this fashion, a data object becomes a first stepping stone into some computing 
experience usually related to the content of the object itself, much as a cover of a book ^ 
is a quick visual summary of the book s content where the challenge becomes enticing 
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third parties to enter. 

The notion of a singular string of attached bits referring to a remote database 
wherein a master header is located we shall henceforth refer to as an "identity pointer". 
We shall refer to the database location containing the master information connected 
s with that data object as the "master identity " 

As is well known even in the prior art of traditional mail, addresses can be 
hierarchical in nature, with ever fmer levels of granularity in searching for the ultimate 
central location or master identity. So too with identity pointers, they can actually be a 
single string of hierarchical information parsed according to where an application or 
10 machine needs to go in order to retrieve the full information associated with the data 
object and/or audio/visual signal. Thus, a sub-string inside the identity pointer might 
indicate, through proper programming of an application or instrument including address 
redirection tables, that the master identity for such and such object exists inside one's 
own computer at such and such directory and in such and such file. On the other hand, 
15 a first section of the identity pointer might indicate a search is required on the world 
wide web for a particular rights management database or commerce server database, a 
second section of the identity pointer then "points*' to an address at this particular 
database, wherein what is pointed to may be the ultimate location of the master identity, 
or the pointed-to location is actually a database of funher pointers to a multitude of 
20 databases, indicating that a third section of the identity pointer now has an address 

location of the ultimate master identity. This formula can clearly recurse further into 
fourth, fifth, and so on layers. The point is that it is not strictly required to have the 
identity pointer only point to some singular master database, but that there will in fact 
be a multitude of interconnected dat^ases which will be the nile rather than the 
25 exception. This includes databases which are more u-aditionally viewed as belonging in 
some kind of network which is not necessarily as large as the internet, such as local area 
networks, or even a personal computers series of hard drives, or whatever. The main 
overall point is that the identity pointer contains sufficient information in order to be 
able to find the master identity, where it is a given that an application or instrument can 
30 read the master pointer, interpret it, and do the searching and retrieving of the master 
identity. 

Those skilled in the art may notice that so far in this section no mention has been 
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made about enciypting either the identity pomter or the master identity or any 
communications involved in the overall process. Such improvements can certainly be 
made and enhance more of the "secure identification" aspects of an attached 
information system, or the related "verification" function that many commerce 
applications will be seeking. The basic principles of the invention can nevertheless be 
followed. 

The identity pointer can also point to locations which are not (currently) viewed 
as stricUy a database. For example, a data object can contain a sub-string which poims 
to a particular applicauon that needs to be launched in order to resolve the remainder of 
the identity pointer string. A more specific example of the general example might be 
that a sub-string in the identity pointer instructs a machine to launch a web browser, and 
the remainder of the string would be a traditional URL to some web page containing 
basic contact information to the creator of a video production. Users on a local machine 
might program the machine to their own liking in that they would "allow" content with 
these abiUties to go ahead and launch browsers when instructed, or they can tell their 
local machine to ignore these requests by a given piece of content. Likewise, an sub- 
string in the identity pointer might instrua a multimedia database interface program to 
be launched and the location of the object in question sought, found, and displayed. 

It can be readily seen that the general principles of the invention would indicate 
that applications and instruments which deal with data objects require less and less local 
intelligence regarding "interpreting and operating upon" attached information, yet 
instead they become better and better at being realtime connected to a broader network 
and know how to properly find and retrieve information from various locations on that 
broader network. Moreover, applications and instruments so enabled would also make 
use of well-known-in-the-art methods of launching new execution threads or entire new 
applications based on the retrieved information. The physical location of the master 
identity, as well as the "level" it exists on in the network hierarchy (from CPU RAM, 
through Operating System, through local storage disks, through local networks, up 
through global networks such as the Internet) becomes immaterial so long as an 
application or instrument is equipped with the realtime abihty to find and retrieve the 
pertinent mformation. 

We now mm toward a more detailed description of the drawings. Fig. 60 depicts 
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the essential concept behind the "master identity object" and a system built around it. 
("Master Identity Objecf \ or NDO» is here used as a convenience and should not be 
construed as limiting the kind of information pointed to by an embedded pointer; i.e., 
the MIO could easily point to executable code or executable sequences for example 
rather than identity information). Indeed^ the system is essential to the definition of the 
object. Quite simply, a header is replaced by a pointer to a header, and the header 
information itself is located in some accessible location. The pointer 1690 represents 
whatever complete address information is needed in order for an instrument or 
application to locate the header information, 1694, located in some binary storage 
) location (or database) 1692. The data stream 802 is whatever normal data that might be 
contained in a typical digital image file or binary record or software program or 
whatever. The pointer, 1690. can also be embedded steganographically as depicted, or 
alternatively, it can ONLY be associated with the data stream steganographically. 

Fig. 61 begins to dissect Fig. 60, uying to depict a closer view of a practical MIO 
5 ("master identity object**). Reverence is paid to the idea that common data objects and 
common data formats will be used for some time to come, and in many ways the MIO 
information will be appended. Thus we start with a traditional header 1700 and the 
associated data stream 802, The MIO pointer is now split out into three pieces, a "tag" 
which identifies the following information as a pointer to a remote database. The 
\0 pointer is now conveniently split into a pointer to a pointer 1704, effectively giving the 
address of some database in a sea of potential databases, while pointer 1706 is the 
ultimate address on the found database pointed to by 1704. Indeed, 1704 could also be 
split out, just as in surface mail type addressing. 

Fig. 61 also indicates that multiple layers of MIO information can be added to an 
25 object. One example of this would be that an organization would track and account for 
all incoming and outgoing data objects and wish to provide a pointer to that given 
objects lifetime within the organizations data network, yet respect any previous MIO 
information that the creator or distributor of a data object already attached to that object. 
There are numerous other examples, including derivative work applications or situations 
30 where a data object evolves. 

Fig. 62 takes a closer look at the connectivity components of an MIO system, 
looked at through the eyes of an instrument or application needing to retrieve the master 
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identity information for a given MlO-enabled data object. An arbitrary data object 1710 
enters a highly genericized "node" 1712. Typically, this node might be an "open file" 
procedure in a software ^plication, or it might be a "search for all image files" 
operation initiated in a computer's operating system, or it might be a digital receiver in a 
television set. 

The node 1712 is meant to represent the place where a given data object enters a 
given instrument or application and is scanned for MIO traiu. The node 1712 s output 
is simply that the data object either is or is not an MIO type object. If it discovers an 
MIO object as in 1716. it must next ask the simple question of whether or not the given 
instniments cares or not. essentially asking whether or not to go fetch the information 
pointed to by the embedded pointer. If it is not configured to do so. it goes on with its 
work. 1718. If it is configured to go fetch the associated remote information (1720), it 
then simply goes through a basic address resolution process to locate the master 
identity. A first low level search might be typical wherein the "master identity" (which 
we have amply explained might acmally be a search for further instructions rather than 
only "looking for a name") is potentially found on a usei-s own desktop computer or 
local instrument. This might be as low level as a call to some memoiy location in the 
CPU system 1724, perhaps retrieving and therefor instigating instructions to prepare for 
video information to follow. Or it might be a pointer 1726 to some location in a display 
device, perhaps as a precursor to understanding the current display settings that a user is 
operating under. 

The need for multiple layers of MIO information as depicted in Fig. 61 becomes 
more apparent in these examples as well, in that the lower level retrieving will often be 
precursors to more advanced actions. Likewise, an address might be found in the 
operating system 1728. ROM. RAM. hard drives, etc. (1730). A token indication of a 
firewall 1732 is depicted showing that some addresses will only be accessible to a 
"local object" by design. Finally, perhaps the more common use of true "identity" will 
come from a route to a broader network 1734. Depicted is a certain remote database 
1736 where the given data object might have its master identity. These two basic ideas 
of "local" identity and "remote" identity are depicted below as 1738 and 1740. but it 
should be appreciated that these can become quite blurry in their distincUons. 

It should be understood that one object of this invention U that, for many 
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practical systems, the locating process of finding and retrieving the master identity 
information or instructions is meant to take place in realtime, that is, is typically less 
than a second or two ideally, and no more than ten seconds or twenty seconds even in 
case where there is in the multiples of kilobytes to retrieve. This kind of time 
performance is generally possible today on the internet even with sub- 100Kbit per 
second modems, though less than a second is generally out of reach of current modem- 
based systems using standard phone lines and standard internet communications 
protocols. 

Fig. 63 traces out a generic process flow within an instrument or application with 
a slightly different twist than depicted in Fig. 62. Again, any device capable of 
processing a data object reads said object in, 1750, and asks the simple question of 
whether or not remote associated information exists for that object 1752. If not, fine, 
1754, go about your way. If so, it asks should I care, 1758, if not (1760. go about your 
way. If so, 1762, go fetch the information (or series of information if there is recursive 
MIO information). Box 1766 then explicitly shows that the user's device will still effect 
what happens even after the remote data is retrieved. 

The permutations and combinations of operations from this point forward are as 
broad as general computing principles permit. As one tiny example, the user may have 
configured the device such that if the retrieved information docs not match certain "key 
words** that the user has chosen, then don't even bother displaying an image (assuming 
that is the data object in question). Essentially, the retrieved information from 1764 and 
the user configuration 1766 set up a generally unlimited set of new instructions to the 
device. Another example mijght be that the user configuration 1766 says to go ahead 
and follow whatever instructions come back with the retrieved information, such as 
"launch a browser and follow an URL to some JAVA web site and don't mind sending 
out my credit card information if they ask". This is deliberately melodramatic to 
illustrate that the basic branching at 1770 is as broad as general computing principles 
permit. 

Fig. 64 briefly illustrates that both embedded information as well as pointed-to 
information can actually sequences of instructions, including decision branched 
instructions, not merely singular instructions or singular blocks of passive descriptive 
information. This idea is encapsulated in the word **script" as is generally well known 
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in the art of computing. 
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following claims and equivalents thereto. 
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CLAIMS 

I . A multi-computer system including a network for embedding and 
reading a watermark, the system comprising: 

a first digital electrical computer system comprising a first digital electrical 
computer electrically connected to a first input device, to a first output device, and to a 
first memory storing a plurality of creator identifiers and creator contact data 
corresponding to each of the creator identifiers; 

a second digital electrical computer system comprising a second digital electrical 
) computer electrically connected to a second input device and to a second output device, 
the second digital electrical computer being programmed to embed a watermark in a 
digital photographic image, the watermark including one of the plurality of creator 
identifiers; 

a third digital electrical computer system comprising a third digital electrical 
5 computer electrically connected to a third input device and to a third output device, the 
third digital electrical computer being programmed to read the watermark in the digital 
photographic image to reveal the one of the plurality of creator identifiers; 

a network for communicating the revealed one of the plurality of creator 
identifiers to the first digital electrical computer to obtain the creator contact data 
io corresponding to the one of the plurality of creator identifiers form the memory. 

2. The system of claim 1, wherein: 

the second digital electrical computer is programmed to automatically detect for 
a watermaric when an image is fu-st examined by the second digital electrical computer. 

3. The system of claim 1, wherein: 

^5 the second digital electrical computer is programmed to seleciably detect for a 

watermaric when an image is examined by the second digital electrical computer. 

4. The system of claim 1, wherein: 
the network includes the Internet; 

the watermark includes information identifying a World Wide Web site; and 
30 wherein 

the third digital electrical computer system is programmed to load a World Wide 
Web browser and connect to the World Wide Web site in response to the revealed one 



wo 97/43736 



PCT/US97/08351 



147 

of the plurality of creator identifiers. 

5. The system of claim 1 » wherein: 

the watermark includes extended data including at least one member from the 
group consisting of an organization identifier, a transaction identifier, and an item 
5 identifier. 

6. In a television set, audio stereo system, computing system, or other 
system capable of receiving, storing, u^ansmitting, or processing an audio or visual 
signal, an improvement comprising: 

means for adding to an initial audio or visual signal an additional digital 
10 information associated with the initial signal, 

the additional information containing, in whole or in part, an identification 
number which is uniquely assigned to the individual initial signal or copies thereof. 

wherein the identification number represents an address to a location in a remote 
database wherein a prestored set of information associated with the initial signal is 
15 contained, and 

means coupled to the system containing a processor responsive to basic operating 
instructions for enabling the reading of the additional information and enabling the 
realtime retrieving from the remote database a subset of the prestored information via a 
communications link with the remote site. 
20 7. The system of claim 6. wherein the prestored set of information 

comprises identification and description information about the signal or an object 
contained in or represented by the signal. 

8. The system of claim 6. wherein the prestored set of information 
comprises a set of machine instructions executable to perform a task relative to the 

25 initial signal or about an object contained in the initial signal. 

9. The system of claim 6, wherein the prestored set of information 
comprises a menu of options or commands. 

10. The system of claim 1, including means for sieganographically 
embedding the additional information in the initial signal. 

1 1 . The system of claim I , wherein there also exists a second number as part 
of the additional information, wherein the second number is the address or identifier of 
the database itself to which tiie first identification points inside, in die context of 
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multiple databases serving a multitude of audio and visual signals. 

12. The system of claim 4, first and second numbers steganographically 
embedded in the initial signal. 

13. The system of claim 1 , wherein there is additionally an instrument or 
5 receiving station which monitors a multiple number of audio/visual public channels 

searching and recording the identification numbers and reporting sitings. 

14. In an image processing method that includes steganographically 
decoding an input two-dimensional image to extract a multi-bit code therein, the image 
comprising a two-dimensional array of pixels^ an improvement comprising: 

10 transforming the image into the spatial frequency domain; 

pattern matching the transformed image so spatial frequencies obtained by said 
transforming step coincide with reference spatial frequencies, to thereby effect 
registration of the transformed image; 

inverse-transforming the transformed image to yield a registered image; 
IB identifying, in the registered image, a plurality of regions that encode a first 

control bit, said regions being distributed through the registered image in a regular 
array; 

perfonning a statistical analysis over at least said plurality of regions to 
determine whether the first control bit has first or second values; 
20 if said control bit has the first value, performing a first decoding process on the 

image to extract the code therefrom; and 

if said control bit has the second value» performing a second decoding process on 
the image to extract the code therefrom, the second decoding process being different 
than the first 



25 
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FIG. 1 
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FIG. 2 



OBTAIN OR CREATE ORIGINAL 
DIGITAL SIGNAL OR IMAGE 



ESTIMATE ROUGH OFFSET 
AND RMS NOISE 



CHOOSE N OR N-BIT 
IDENTIFICATION WORD. E.G. 32 



T 



GENERATE N-BIT 
IDENTIFICATION WORD 



I 



GENERATE OR SYNTHESIZE N "RANDOM" INDEPENDENT 
SIGNALS WITH ROUGHLY GAUSSIAN DISTRIBUTION 
ABOUT SOME MEAN VALUE, WHERE SIGNALS HAVE 
EQUAL EXTENT AND DIGITAL SPACING OF 

ORIGINAL DIGITAL SIGNAL OR IMAGE 

i 



APPLY DIGITAL FILTER WHICH ATTENUATES 
BOTH LOW AND HIGH FREQUENCIES, LEAVING 
MIDDLE-RANGE FREQUENCIES LARGELY INTACT 



CONDENSE N RANDOM SIGNALS TO A LOWEST 
ACCEPTABLE BIT VALUE IF MEMORY OR 
STORAGE SPACE IS AT A PREMIUM 



ADD ALL RANDOM IMAGES TOGETHER WHICH HAVE 
A CORRESPONDING '1' IN THEIR ASSOCIATED 
BIT-PLACE-VALUE OF THE N-BIT IDENTIFICATION WORD. 
CALL THIS THE BASE COMPOSITE SIGNAL OR IMAGE 



T 



EXPERIMENT VISUALLY WITH GAIN AND GAMMA APPLIED 
TO BASE COMPOSITE SIGNAL OR IMAGE, ADDING THIS TO 
ORIGINAL DIGITAL SIGNAL OR IMAGE, AND DETERMINING 
THE ACCEPTABLE PERCEIVED NOISE LEVEL 



APPLY FOUND GAIN AND GAMMA TO BASE COMPOSITE, 
ADD TO ORIGINAL, THEN CALL THIS 
THE DISTRIBUTABLE SIGNAL OR IMAGE 



I 



STORE AWAY AND SECURE ORIGINAL SIGNAL OR IMAGE, 
ALONG WITH N-BIT IDENTIFICATION WORD AND 
THEN RANDOM SIGNALS 



T 



SELL OR DISTRIBUTE THE DISTRIBUTABLE SIGNAL OR IMAGE 
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FIG. 3 



OBTAIN DIGITAL OR NON-DIGITAL COPY 
OF SUSPECT SIGNAL OR IMAGE 



I 



DIGITIZE IF NOT ALREADY DIGITAL 



I 



CUT AND MASK PORTION OF SIGNAL OR IMAGE 
BELIEVED TO BE SUSPECT 
(ONLY IF ENTIRE SIGNAL OR IMAGE IS NOT SUSPECT) 



± 



PROCURE ORIGINAL DIGITAL SIGNAL OR 
IMAGE AND CUT AND MASK TO ROUGHLY 
THE SAME LOCATION OR SEQUE NCE 

♦ 



VISUALLY RESCALE AND REGISTER THE CUT-OUT 
SUSPECT SIGNAL TO THE CUT-OUT ORIGINAL SIGNAL 



I 



RUN THROUGH SEARCH PROGRAM WITH MEAN 
SQUARED ERROR AS CRITERIA AND X OFFSET, Y OFFSET. 
AND SCALE AS THE THREE VARIABLES 



I 



APPLY X OFFSET. Y OFFSET, AND SCALE TO CUT-OUT SUSPECT. 
THEN RESAMPLE ONTO EXACT GRID AND CUT-OUT 

OF ORIGINAL SIGNAL 



RUN THROUGH SEARCH PROGRAM WITH MEAN 
SQUARED ERROR AS CRITERIA AND DC OFFSET, GAIN, AND 
GAMMA AS THE THREE VARIABLES; APPLY TO SUSPECT 



T 



SUBTRACT ORIGINAL FROM SUSPECT, 
GIVING DIFFERENCE SIGNAL OR IMAGE 



STEP THROUGH ALL N RANDOM INDEPENDENT SIGNALS. MASKED 
AS ORIGINAL AND CROSS-CORRELATED WITH DIFFERENCE SIGNAL 
IN IMMEDIATE NEIGHBORHOOD OF REGISTRATION POINTS 



FIND 0 AND 1 LEVEL BY AVERAGING FIRST FOUR 0101 CODE VALUES 



ASSIGN EITHER AO OR A 1 TO EACH CROSS-CORRELATION RESULT 
DEPENDING ON PROXIMITY TO THE AVERAGES OF PREVIOUS STEP 



CHECK RESULT AGAINST SECURED IDENTIFICATION NUMBER 



J 



PROSECUTE IF IT MATCHES? OR AT LEAST SEND 
A NASTY LETTER DEMANDING RECOMPENSE 
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FIG. 5 
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FIG. 9A 
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FIG. 13 
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FIG. 17 
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FIG. 19 




QUEST FOR MOSAICED KNOT PATTERNS WHICH "COVER" AND 
ARE COEXTENSIVE WITH ORIGINAL IMAGE; 
" ALL ELEMENTAL KNOT PATTERNS CAN CONVEY THE SAME 
INFORMATION, SUCH AS A SIGNATURE, OR EACH CAN CONVEY A 
NEW MESSAGE IN A STEGANOGRAPHIC SENSE 
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FIG. 20 
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NOMINAL DISTANCE 
TO CENTER OF OUTER 
RING WIDTH, 870 



NOMINAL DISTANCE 
TO CENTER OF OUTER 
RING WIDTH, 870 



2-D BRIGHTNESS OF PHASE-ONLY FILTERED 

RING IS SIMILAR TO THE ABOVE BRIGHTNESS PATTERN 

ROTATED ABOUT CENTRAL POINT OF RING: 
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FIG.21A 
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FIG. 21 B 
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FIG. 22 
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FIG. 23 
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FIG. 24 
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FIG. 26 

THE NEGLIGIBLE-FRAUD CASH CARD SYSTEM 




A BASIC FOUNDATION OF THE CASH CARD SYSTEM IS A 24-HOUR 
INFORMATION NETWORK, WHERE BOTH THE STATIONS WHICH CREATE 
THE PHYSICAL CASH CARDS, 950, AND THE POINT-OF-SALES, 984, 
ARE ALL HOOKED UP TO THE SAME NETWORK CONTINUOUSLY 
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FIG. 28 
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FIG. 29A 



; ONE QUADRANT 
SPATIAL TRANSFORM DOMAIN 



3C 
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FIG. 29 



EMBEDDED SIGNAL 
POWER SPECTRUM, 
1002 - 



UV PLANE, 1000 



TYPICAL POWER SPECTRUM 
OF ARBITRARY IMAGE, 
1004 



NON-HARMONIC SPATIAL FREQUENCIES ALONG THE 
45 DEGREE AXES, GIVING RISE TO A WEAVE-LIKE 
CROSS-HATCHING PATTERN IN THE SPATIAL DOMAIN 



FIG. 30 



EMBEDDED SIGNAL 
POWER SPECTRUM, 
1006 




UV PLANE, 1000 



TYPICAL POWER SPECTRUM 
OF ARBITRARY IMAGE, 
1004 



NON-HARMONIC CONCENTRIC CIRCLES IN UV PLANE, 
WHERE PHASE HOPS QUASI-RANDOMLY ALONG EACH 
CIRCLE, GIVING RISE TO PSEUDO RANDOM LOOKING 
PATTERNS IN THE SPATIAL DOMAIN 
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FIG. 27B 
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PHASE OF SPATIAL 
FREQUENCIES ALONG 
FORWARD 45 DEGREE 
AXES, 1008 



PHASE OF SPATIAL 
FREQUENCIES ALONG 
BACKWARD 45 DEGREE. 
AXES, 1010 



PHASE OF SPATIAL 
FREQUENCIES ALONG 
FIRST CONCENTRIC RING, 
1012 



PHASE OF SPATIAL 
FREQUENCIES ALONG 
SECOND CONCENTRIC RING, 
1014 



PHASE OF SPATIAL 
FREQUENCIES ALONG 
THIRD CONCENTRIC RING, 
1016 
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FIG. 33A 



FIG. 33B 





ANGLE A 



ANGLE B 



FIG. 33C 



THR 
1.0 




1022 



POWER PROFILE ALONG ANGLE A, AS NORMALIZED BY 
ITS OWN MOVING AVERAGE; ONLY A MINIMAL AMOUNT 
EXCEEDS THRESHOLD, GIVING A SMALL INTEGRATED VALUE 



FIG. 33D 



THR 
1.0 




1024 



POWER PROFILE ALONG ANGLE B. AS NORMALIZED BY 
ITS OWN MOVING AVERAGE; THIS FINDS STRONG ENERGY 
ABOVE THE THRESHOLD 



FIG. 33E 



AS ANGLE IS SWEPT FROM 
0 TO 90, 45 DEGREES HAS 
HIGHEST ENERGY>THREHOLD 



0 DEGREES 



45 DEGREES 



90 DEGREES 
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FIG. 34A 



FIG. 34B 





RADIUS A 



RADIUS B 



FIG. 340 
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POWER PROFILE ALONG CIRCLE AT RADIUS A 

FIG. 34D 
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POWER PROFILE ALONG CIRCLE AT RADIUS B 



FIG. 34E 
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TOTAL INTEGRATED POWER \ 
ABOVE THRESHOLD AS 1 040 

FUNCTION OF RADIUS 
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FIG. 35A f f f f ^ f 




SCALE = A; ADD ALL POWER VALUES AT THE 
"KNOWN" FREQUENCIES". 1042 



FIG. 35B 




SCALE = B; ADD ALL POWER VALUES AT THE 
"KNOWN" FREQUENCIES", 1044 



FIG. 35C 




25% 
SCALE 507e 



100% 



200% 



400% 
SCALE 



"SCALED-KERNEL" BASED MATCHED FILTER; PEAK IS 
WHERE THE SCALE OF THE SUBLIMINAL GRID WAS 
FOUND. 1046 
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ARBITRARY ORIGINAL IMAGE ^<6v 
IN WHICH SUBUMINAL ^ 
GRATICULES MAY HAVE BEEN PLACED "COLUMN SCAN" 

IS APPLIED ALONG A 
GIVEN ANGLE THROUGH ' 
THE CENTER OF THE 
IMAGE 



COLUMN- 
INTEGRATED 1056 
GREY y^^^ 
VALUES, 
1054* 



START OF 
SCAN 



FIG. 36C 




END OF 
SCAN 



FIG. 36D 




MAGNITUDE OF FOURIER TRANSFORM OF SCAN DATA 
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FIG. 37 

PROCESS STEPS 

1. SCAN IN PHOTOGRAPH 

2. 2D FFT 

3. GENERATE 2D POWER SPECTRUM. FILTER WITH E.G. 
3X3 BLURRING KERNEL 

4. STEP ANGLES FROM 0 DEGREES THROUGH 90 (1/2 DEG) 

5. GENERATE NORMALIZED VECTOR, WITH POWER VALUE 
AS NUMERATOR, AND MOVING AVERAGED POWER 
VALUE AS DENOMINATOR 

6. INTEGRATE VALUES AS SOME THRESHOLD. GIVING 
■ A SINGLE INTEGRATED VALUE FOR THIS ANGLE 

7. END STEP ON ANGLES 

8. FIND TOP ONE OR TWO OR THREE "PEAKS" FROM THE 
ANGLES IN LOOP 4, THEN FOR EACH PEAK... 

9. STEP SCALE FROM 25% TO 400%, STEP -1.01 

10. ADD THE NORMALIZED POWER VALUES CORRESPONDING 
TO THE 'N' SCALED FREQUENCIES OF STANDARD 

11 . KEEP TRACK OF HIGHEST VALUE IN LOOP 

12. END LOOP 9 AND 8. DETERMINE HIGHEST VALUE 

13. ROTATION AND SCALE NOW FOUND 

14. PERFORM TRADITIONAL MATCHED FILTER TO 
FIND EXACT SPATIAL OFFSET 

15. PERFORM ANY "FINE TUNING" TO PRECISELY 
DETERMINE ROTATION, SCALE, OFFSET 
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MarcCtfnuo 




Welcome to MarcCentre^^ 
Digimarc*s Locator Service 

MiircCenuis h an on'^Iiiic scnficc whicli links your up-co daie comact 
infonnation to every image you watermark. You provide The deuiUs 
you waiii consuinei^ nf yotir image to sea Bacli dmc someone rcuds 
one of your walcrraorkcd images, tlicy caii access this information 
about you and your woric with a xinyl^ rrtOMSp cWrV. 

SuKtfnht! now to give csch of y QUI images a persistent identity, 
communicating your copyright, and bringing consumers directly U) 
you. Take advantage of Uic speda! fers avuilattle lo yon now, for n 
liKnitod Jjmc. 

To Hnd out more ai)onlliow MarcQmni: works and how you nim got 
stnitort takinp^ advantage of tHis loenlor soivio;. browse; Ihc 
MarcCentrc ovovicw page. 

If you arc timaiy a suli»;rlUer. yon can go tu MwtiteJlisr^^ to 
view or updau? vow ttMuact details. 

To Imk up itnagr. cn^itor/distribuLor infonnation. you ciiri scaich by 
creator ID or by other, inon: general, critcna. 

For the technically minded, fuui out whsU*s goinj* on hchiJldib£ 




Digimarc Ctmrrigln Naiitf i Ahpiit flifi .Sue 
FIG. 44 
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Subscriptioti : 



Page I 



MifaCBiilva* 



Thank yea for signing up with MaTcCenfire. There are two parts to the 
Hpplication fonii (1) your contaci information and (2) Agencies or 
llepKNf;ntativecomiu:t tofonnntion. Simply fill in the btonka on this page 
aud elicit "Part I Complete" bel ow. 

Comiiaiiy 
Address* 
City* 

Stalc/Fruviace* 
Zip/Poiitfd Codc*» 
towntry*^ 
Phone Nonnber^ 
iViiinbcx* 

Vour Kouic Pa^^c 



(ii)$haw 
O Don't show 



Vcm cun contvo'. liovv i»ih;1i of'yotir coiitact iriTotmatmn ir clLsplnycd when a 
jx^tcntial cusioniai' fhidr, youv iw>n]c on MaxcCcntrc. Use the adeelioiv; 
below to Icll us wJiat yoii w»n( ptopic to hci:. 
Phone Niiinbsr tVinLIiut: Addiixss 

(j»)$huvv («VShow 
O Won't show Q Don't show 

Yes, ! want to be on your tnailins lists p 
Please sehst your proCession {one onIy)7 

(•)MiotograpUcr 

OlIhiRlratur 

O Other 

h) order to coinisiuucato your piimaTy area of focns or specialty to potential 
ciisloiucrs, ptcnso select oite of ihc options fioni Die list below -or* type in 
your own in the spoce next (o "Oiatotn Spenalty" 
Photographer niUfitralOB* 

liiwnoT 1 I 



Custom SpSfatty 



(none) 



J 



FIG. 45 
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SuhHanplHin : yH}gc2a( 



Dii^imiTt disiiUyfi an \tr^ti ^rthA »av shcwc^e on our veb &ilc. v^onid 
yu u like lo purlicip<it«? 

nKt)t «t thia toe 

For second pmpgsci^ yon viH DCOJI w wlup a password Ihan sI'ot's yoii \o 
edk ^or proSlff j]ifanr.ali0ii. This psfis^-ord i^lCDg «Hi;b yo<u Ci:eatoc 10 wk 
1'eq.uired befora yov C9ni::pdale your eosifatA infhiiriatian. 

F >oavrord*Hu-<;»ln:r to verify* 

The siandardir«c fori &€drv'i06 (s $1SD [US) I'ron) nxjtvj iirlil 

Iteccinbcr^lslp Ji955 yi^Vi can saib«:ribft ftt 45n]y $79 (US), o^^cxr 55;'% nrt" 
r^guiac price! 

cfredii you like !i> participate? 
Q Anicrictttt F.q-tria'Jh 

I " ( — ~~x c 



FIG.4B 
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Subscription : 



Pagel 





MarcCentre Image Creator Search 

Enter the bnagc Creator ID in the box below and press '^Scbmit Sedrcb'\ If it 
is » vnlid ID, tlic contit^t iiifonnation dctaila will be listed 



If you waitil U) ncBxth tbr specific iniugc cnzalort; by a variety of ciitaia such 
>isi b>r.t sifuns, »pef:aalty, eity aiid/or stale thcsi prcsw tfes "Gcaeral Snarcli" 
button bolov/. 



CrRonir SoiiichJ 




■IG &4 
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NODE, 1712 



OBJECT 



► NON-MIO. 1714 




OPERATING INSTUCTIONS, 
SCRIPTS 1738 



REMOTE 
DATABASE 
Z", 1736 
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RETRIEVE IDENTITY 
AND/OR OPERATING 
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